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Part 8

QUESTION 690

Y ou are the network administrator for Certkiller .com. The network consists of asingle Active Directory
domain name certkiller.com.The domain contains 35 windows server 2003 computers;3,000 windows XP
professional computers;and 2,000 windows 2000 professional computers.

You install and configure Software Update Services (SUS) on a server named Certkiller 3. You need to scan
all computersin the domain to find out whether they have received all approved updates that are located on
the SUS server.

What should you do?

A.On aserver, install and run thembsacli.execommand with the appropriate configuration switches.

B.On aserver that runs11S, install and configureurlscan.exe.

C.Edit and configure the Default Domain Policy to enable theConfigure Automatic Updatespolicy.

D.From acommand prompt on Certkiller 3, run thenetsh.execommand to scan all computersin the domain.

Answer: A
Reference: http://msdn.microsoft.com/library/default.asp?url=/library/enus/
dnnetsec/html/HTBaseAnal.asp

QUESTION 691

Y ou are the network administrator for Certkiller . The network consists of a single Active Directory domain
The written company security policy statesthat all computers in the domain must be examined, with the
domain name certkiller.com.The domain contains 35 windows server 2003 computers;3,000 windows XP
professional computers;and 2,000 windows 2000 professional computers.

following goals:

1.Tofind out whether all available security updates are present.

2.To find out whether shared folders are present.

3.To record the file system type on each hard disk.

Y ou need to provide this security assessment of every computer and verify that the requirements of the
written security policy are met.

What should you do?

A.Open the Default Domain Policy and enable theConfigure Automatic Updatespolicy.

B.Open the Default Domain Policy and enable theAudit object accesspolicy, theAudit account
managementpolicy,

and theAudit system eventspolicy.

C.On aserver, install and runmbsacli.exewith the appropriate configuration switches.

D.On aserver, install and runHFNetChk.exewith the appropriate configuration switches.

Answer: C

Explanation: The Microsoft Baseline Security Analyser can perform all the required assessments.Mbsacli.exe
includes

HFNetChk.exe which is used to scan for missing security updates.

general, the MBSA scans for security issues in the Windows operating systems (Windows NT 4, Windows
2000,
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Windows XP), such asGuestaccount status, file system type, available file shares, members of the
Administrators

group, etc. Descriptions of each OS check are shown in the security reports with instructions on fixing any
issues found.

Incorrect Answers:

A:Thiswon't check for missing updates, shared folders or file system type.

B:Thiswon't check for missing updates, shared folders or file system type.

D:Thiswill check for missing updates but notsharedfolders or file system type.

Reference:

Deborah Littlgohn Shinder, Dr. Thomas W. Shinder,ChadTodd & Laura Hunter, Implementing, Managing, and
Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training System,Syngress
Publishing Inc.,

Rockland, 2003, pp. 788-790

QUESTION 692

Y ou are the network administrator for Certkiller .com. The network consists of a single Active Directory
The written company security policy states that all computersin the domain must be examined, with the
following goals:

1.To find out whether all available security updates are present.

2.To find out whether shared folders are present.

3.To record the file system type on each hard disk.

Y ou need to provide this security assessment of every computer and verify that the requirements of the
written security policy are met.

What should you do?

A.Open the Default Domain Policy and enable theConfigure Automatic Updatespolicy.

B.Open the Default Domain Policy and enable theAudit object accesspolicy, theAudit account
managementpolicy,

and theAudit system eventspolicy.

C.On aserver, install and runmbsacli.exewith the appropriate configuration switches.

D.On aserver, install and runHFNetChk.exewith the appropriate configuration switches.

Answer: C

Explanation: The Microsoft Baseline Security Analyser can perform all the required assessments. Mbsacli.exe
includes

HFNetChk.exe which is used to scan for missing security updates.

In general, the MBSA scans for security issues in the Windows operating systems (Windows NT 4, Windows
2000,

Windows X P), such asGuestaccount status, file system type, available file shares, and members of the
Administrators

group, etc. Descriptions of each OS check are shown in the security reports with instructions on fixing any
issues found.

Incorrect Answers:

A:Thiswould not check for missing updates, shared folders or file system type.

B:Thiswould not check for missing updates, shared folders or file system type.

D:Thiswould check for missing updates but not for shared folders or file system type.
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Reference:

Deborah Littlgohn Shinder, Dr. Thomas W. Shinder,ChadTodd & Laura Hunter, Implementing, Managing, and
Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System,SyngressPublishing Inc.,

Rockland, 2003, pp. 788-790

QUESTION 693

Y ou are the network administrator for Certkiller .com. Y ou administer adomain controller named Certkiller 7.
Certkiller 7 runs Windows Server 2003.

Y ou need to schedule a backup of Certkiller 7 to occur every Friday at10:00 P.M.Y ou need to be ableto use a
single backup to completely restore Active Directory on Certkiller 7. Y ou do not want any of the backups of
to overwrite existing backups on the target media. The administrator password should be set to

Certkiller 315!.

Take the appropriate actions in the simulation window.

Simulation Window

T ™y Computer = =10] x|
Fle Edk Yew Favorkes Jods Hep o
=

ek f OO TACH

Hard Disk Drivers

System Tasks &

4] View system nformation '*—‘;j ::'q‘
L Add or remove programs Local Dsk (C:)  Local Disk (D)
[ Change a setting

~Certkitrgreom

3 My Documents 3.5Foppy (A:)  CD Drive (E:)
[ Control Pand

Details ®

My Computer
System Folder

Answer:

The question states: Y ou need to be able to use a single backup to completely restore Active Directory on
Certkiller 7.To do this, we need to backup theSystemStateData.

Step #1.

To open the Backup utility, click Start > Programs > Accessories > System Tools > Backup.
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L2

Recycle Bin

W pant
) Progeam Compatibiity Wizard
23 Synchronize

L Windows Explorer

A wordrad

Step#2.
The Backup wizard will start.Click Next.

Backup ot Restore Wizard E2

Welcome to the Backup or
Restore Wizard

This wizard helps you back up or restore tha files and
zettings an your camputar,

|F you prefer, pou can switch b Advanced Mode to change the
zettings uzed for backup or restore, Thiz option iz recommended
for adwvanced users only.

W ilwapz start in yizard mode

Tocaontinue, click Nest.

< Back I Mest > I Cancel

Step#3.
Click Next.
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Backup or Restore Wizard

Backup or Restore
You can back up files and setlings, or restore them from a previous backup.
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“what dovou wart to do?

" Hestore files and sethings

< Back I Mext> I Cancel |

Step#4.

Select "L et me choose what to back up" and click Next.

Backup or Restore Wizard

What to Back Up
ou zan zpecify the items youwant to back up.

wihat do wou want to back up?®

" Allinformation on thiz compuiter

Includes all data on thiz computer, and creates a system recovery disk that
can be uzedto restore Windows in the case of a major failure.

1+ Let me choose what to back up

% Back I Mest > I Cancel |

Step#S.

Expand My Computer and tick theSystemStatecheckbox.Click Next.

Backup or Restore Wizard

Items to Back Up
“f'ou can back up any combination of drives. folders, or files.

¢ Double-click anitem on the left to see its contents onthe right. Then select the check
t box nestto aw drive, folder, o fils that pou want to back up.

Items toback up:

| J’ by Computer ;] MName l Comment
1-[] % 3% Floppy [4:] 1 ' My Computer

[J %= Local Disk [T a ;IJ My Documents

[J e Local Disk (1) i "—3 My Metwark Places

[ e Local Digk (U]

e Local Digk [V

| Lok DD Dirive [H:)

[ =3 System State

F-CJIL) My Dacuments

1% My Metwork Places =

=]

< Back I MNests I Cancel

Step#6.
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Enter a path and filename for the backup.The question doesn't say where you should put the backup file so

any path and filename will do.Click Save.

Save As HE
Savein [ e Lecal Disk (D) e e

Deskicp

My Documents

Filz name: IBackup bkf j Save I
&l

Saveastype:  [Backup Files ki) Cancel /|
4
Click Next.
Backup or Restore Wizard B
Backup Type. Destination. and Name
‘t'our filez and seltings are stored in the destnation pou specify.
= e

Gefect the backup tipe:
|Fie |
Chanse a place b save your backup:
jon

Type a name for this backup:

IBackup

< Back Mests Cancel

Step#8.
Click Advanced.
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Backup or Restore Wizard

=

Completing the Backup or
Restore Wizard

You have created the following backup setings:

Meme: [:hBackup.bkf
Description;  Set created 29/04/2005 at 11:42
Contents: Selected files and folders

Location: File

Tocloze this wizard and start the backup, click Finish.
Tozpecify additonal backup options,
click Advanced. Ealien |

< Back

Cancel I

Step#9.

Ensure 'Normal' is selected for the backup type and click Next.

Backup or Restore Wizard

Backup Type. Destination. and Mame
Your files and seltings are stored in the desfination you specify.

Chooge a place bo save your backup:

Joe

Tupe a name for this backup:
IBackup

< Back Nest > Cancel

Step#10.
Click Next.

How to Back Up
“Y'ou can specify verification, compression, and shadow copy options.

Select the options you want touse.

“erification reads the backed-up data to vernfy its integrity. This
step takes edra time, but verification hejps ensure that your
backup iz successiul.

Hardware compreszsion increases the available storage space
on the backup media, which reduces storage costs.

2, yolume thadow copy allows files to be backed up ewen
though they are in the process of being mwritten to.

< Back l Mext> I Cancel

Step#11.

Actualtests.com - The Power of Knowing




070-292

Click Next.

Backup or Restore Wizard B

Backup Options

You zah specify whether to overwrite data, and whether 1o restrict access to your
data.

IF the medium you are uzsing to back up pour data aheady
cortaing backups, chooge one of the follovang ophionz:

o) @ppend this backup to the existing bach

" Beplace the existing backups

The following oplion iz availabie only if you are replacing the
exizing backups.

< Back I Mext» I Cancel |

Step#12.
Select 'Later', enter a name for the backup job and click the Set Schedule button.

Backup or Restore Wizard

When to Back Up
ou can run the backup now or schedule it for later.

Wwher do you want o run the backup?
' Now
' Later

~ Schedule ety

Job narne: |AD Backu|

Start date: |29.t’-‘n.pri| 2005 at11:51

Set Schedule... |

< Back I Mest > l Cancel

Step#13.
Enter the following schedule settings and click OK.
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Schedule ] Settings |

rﬁk’é Al 2200 everny Fri of every week  starting 23/04/ 2005
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[ 7]

Schedule Task: Start time:
|weekly =l | = Advanced.. |
r Schedule Tazk Weekly

Every |1 __l; weeklzlorne [ Mon

[~ Tue
[ 'whed
[ Thu
v Fii

[ Sat
[~ Sun

[ Show multiple schedules.

Step#14.

Ok I Carcel I

Enter Certkiller 315! for the administrator password and click OK.

Set Account Information
Run as:

Bassword:

LCanfirm passward:

o]

ICERTK]LLER %.administratar

Cancel |

Step #15.
Click Next.
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Backup or Restore Wizard

When to Back Up
Yol can run the backup now or zchedule it for later.

Wwihen do pou went to run the backup?
" How
(% | ater

 Schedule entry

Job name; l-‘ﬁtD Backup

Srart date: |29.t’-‘«pri| 2005 at22:00

¢ Back I Mest> I Cancel |

Sten#16.

Enter the Administrator account information again and click OK.

Set Account Information i
Fun as: iEERTK] LLER \administrator
Pazsword: I.....I..
Lonfirm passward: i-"""-|
lTl Cancel |

Step#17.
Click Finish to complete the backup wizard.

Backup or Restore Wizard

Completing the Backup or
Restore Wizard

You have created the following backup settings:
Meme; [:\Backup.bkf

Description:  Sek created 23/04/2005 at 12.04
Cortents:  Selected files and folders
Lozation:  File

“when: 29 April 2005 at 22:00

Type: Marmal backup.

Other: “erify off, Do not use hardvware compression,
Append to my media

Presz Finish to schedule the backup.

¢ Back Cancel
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QUESTION 694

Y ou are the network administrator for Certkiller .com. Y ou administer aweb server named Certkiller 5.
Certkiller 5 runs Windows Server 2003.

You are required to configure the Default Web site on Certkiller 5 so that the Web site will not use more than
2048 Kbps of Certkiller 5's bandwidth, and so that the Web site can only be accessed by using port 8080. Y ou
also need to create a new Web site named Intranet by using the C:\Windows\System32\I netsrv\Intranet.xml
file on Certkiller 5.

Take the appropriate actions in the simulation window.

Simulation Window

Answer:

The first requirement of this question states: Y ou are required to configure the Default Web site on

Certkiller 5 so that the Web site will not use more than 2048 Kbps of Certkiller 5's bandwidth, and so that the
Web site can only be accessed by using port 8080.

Step #1.

Open Administrative Tools.

B8 Administrative Tools
File. Edit ‘iew Favortes Tools  Help | ;}*
) Back » L) ~ I | ' Search Folders i & 3 X 6| m-
fddress !Jgj Adrinistrative Tools ;I Ga
NN
LR £ e 7] IEd
Active Ackive Ackive Certification Cluster Component
Directary .. Directory 5i...  Directar... Authority Adrminiskrator Services
= ) L“a 1 T -
2 FIl o= == E1T=
Cormputer Conflgure  Data Sources DHCP Distributed File DMS
Managemer:  ‘Your Ser.. {ODBC) System
B B B N B 0
Ik Ed i Ik a (7]

Domain Darmain Event Yiewer
Controller 5., Security Policy

=] [
s = It L

Licensing Manage ¥our
Server

o 52 °

Micrasoft (MET Microsoft \MET Metwork Lead  Performance Remaots Rauting and

Framework ... Framework ... Balancing ... Deskbops Remote ..,
5. = = e :_i
iManages 115, the web server for Internet and intrane|1.62 KB | _‘1 MM Computer &

Open Internet Services (11S) Manager.
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'[ Internet Information Services (II5) Manager [_ O]

ﬁ File  Action  Yew ‘Window Help |_|5’|i|
= |E B2 2] ma
j -!'ut Ini Computer | Local I Version
[+ 58 CERTHILLERS (local conputst) ) CERTHILLERS (local computer) Yes 115 6.0
dl| | ]

Step#3.
Right click on the Default Web Site and select Properties.

P Internet Information Services! Computer
=15 CERTHILLERS {local computer) S CERTHILLERS (local oo
-l &ppolication Pools
=) Web Sites
= g DieFaulk Web Sigs
E|__J Web Service Exten  EPIOIE
open
Permissions
Erowse
SEark
Skop
Pause
=] [
all Tasks L4
MNew Window from Here
Delete
Rename —
Jpens propetty sheet forthee  pogeech
CTTE e SErVET TOT INCETTIET aTl FOIMPTE

Step#4.
Change the TCP port number to 8080.
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Default Web Site Properties E

Documnents | Direckory Security | HTTP Headers | Cuskom Errors
Wwigh Site | Performance | ISAPIFikers | HomeDirectory |

ek site identification

Diescripkion: | Default weh Site

IP address: I(AII Unassigned) _"J Advanced... I
TCF port: |ananl S5L pork: I

—Connections

Connecton bimeouk: | 120 seconds

¥ Enatle HTTP Keep-Aives

—{v Enatle loaging

Active log Format:

|wac Extended Log Fie Format x| Eroperties... |

[6]4 I Cancel | Apply | Help |

Step#s.
On the Performance tab, select the checkbox to enable bandwidth throttling, enter 2048 for the value then
click OK to close the dialog box.

Default Web Site Propetties E3
Docurments | Directory Security | HTTP Headsrs | Cyskom Errars
‘heb Site Perforrance: | ISAPI Filkers | Home Directory

—Bandwidth thrattling
¥ Limit the network bardwidth available bo this Web site

Maximurm bandwidth fin kilobytes per second): E 2048

For bandwidth throtting to Function, 115 needs ta install Windows Packet
Scheduler, Installing Packet Scheduler will cause all current network:
connections to be dropped.

—Web site connections

" Unfimited

" Connections limited ta; 1,000

[a]4 I Cancel | apply | Help |

Thesecond requirement of this question states: Y ou also need to create a new Web site named Intranet by
using the C:\Windows\System32\I netsrv\Intranet.xml file on Certkiller 5.

Step #1.

Right click on the Web Sites folder and select New > Web Site.
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e BRFRE 2

S|l rma
Ifj Internet Information Services [ Description I Identi
=¥l CERTHILLERS (Jocal computer) 8 Default web Site 1

__J Appication Fools

=l _J =
: --EDieFaL

A Wb sen Il Tasks 13 si'eb Site (from file), .,

i 13
ew Window From Here

Refresh
Expork List, .,

Properties

Help

Step#2.
The New Web Site wizard will start.Click Next.

Web Site Creation Wizard

Welcome to the Web Site

% Creation Wizard

Thiz wizard helps pou create anew Web zite on thiz
computer.

To continue, click Next.

<-Baok Cancel |

Step#3.

Enter a description for the web site and click Next.

veb Site Creation Wizard

Wweb Site Desciption
Dezcribe the Web site to help administrators identify it.

Type a description of the %/eb site.

Description:

ilntraneﬂ

< Back I Nest » I Cancel

Step#4.
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Enter 'intranet’ in the host header field.

Web Site Creation Wizard E3

IP Address and Port Settings
Specify an IP address, port setting, and host header for the new Web site,

Enter the [P address to use for this Web site;
|41 Unassigned) =]

TLCP port this Web site should use [Default: 80);
a0

Hoszt header for this 'Web ste [Default; Mone):
Iintranet]

For more nfarmation, read the |15 product documentation.

< Back I Mest » I Cancel |

Step#s.
Enter C:\Windows\system32\inetsrv for the root directory.

Web Site Creation Wizard

Wweh Site Home Directory
The home directory iz the oat of your Web content subdirechanies.

Enter the path ta pour home directon.

Path:

|C:'\.W|N[iDWS'\SLJStEm32".inEt$W Browse. I

W allow anonyrmous access bo this Web sile

< Back

Cancel |

Step#o.
The question doesn't specify what permissions are required so we'll accept the defaults.Click Next.
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¥ehb Site Creation Wizard

Web Site Access Permizsions
Set the access permizzions far thiz Web site.

070-292

Aillowy the following permizsions:

LA,

¥ Run scipts [such az 45F)

[ Execute [such as |54P] applications or CGI)

[ Sdiite
I Browss

To complete the wizard, click Next .

Step#7.
Click Finish.

Web Site Creation Wizard

< Back | Meut » I Cancel |

Step#8.

You have successfully
completed the Web Site
Creation Wizard.
To close this wizard, click Fimish.

ZHank Eaneel i

Right click on the Intranet web site and select Properties.
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=I5, CERTHILLERS (Jocal computer) -_{,ﬂGEHTI{ILLEHS il
- &pplication Poals
= _J ‘web3ites
B Cefault Web Site
2 il i bmS Explore
Ex eh Ser
- Open
Permissions
Browse
Stark
Stop
Pause
[ 3
all Tasks 3
Mew Window Fram Here
Deleta
Jpens property siee  REname
= Refresh
Properties
Help

Step#9.
On the Documents tab, click the Add button.

Intranet Properties E

Web Site | PetfFarmance | ISAPI Filkers | Horne Directory
Dacuments | Directory Security | HTTP Headers | Custorn Errors

—Iv Enahble default content page

Defadlk. btm
Default. asp
index. htm

Hemove

[Movedp M Do |

1 Enable document Foater

Append an HTML Formatted Footer to every documerk vour Web
server returns.,

I Brrtases

OF, | Cancel | Apply Help

Step#10.

Enter intranet.xml and click OK.
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Default content page:
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| inkranet, smil

oK I Cancel |

Step #11.

Select Default.htm and click Remove.Repeat for Default.asp and index.htm.

Wb Site | Performance
Documents | Directory Security

ISAPI Filkers | Home Directory
HTTF Headers I Custorn Errors

v Enable default content page

I: eraulk,
Default. asp
index, htnn
intranet, xml

[fowe: Ua

Maove Down |

Add...
Hemayve

—1  Enable document Foater

SEFVEr returns.,

Append an HTML Formatted Footer boevery documerk vour Web

Brotse,

=]

Cancel Apply Help

Step#12.

Actualtests.com - The Power of Knowing




070-292

Click OK to close the dialog box.

Intranet Properties
webgite | Performance | 154P] Filkers | Horne Direckory i
Documents | Direckory Security | HTTP Headers i Custaorn Errors i

— v Enatble default content page

[aye L Vo Lo |

—1 Enable document Focker

Append an HTML Formatted Footer toevery docurmert wour Web
server returns.,

Brrtsse,

[a]4 | Cancel | Apply | Help |

QUESTION 695

Y ou are adomain administrator for Certkiller . Certkiller 's Active Directory domain is named Certkiller .com.
Y ou need to create a customer security template named SecTemplatel. The template must have only the
settings defined in the following table.

Users should be locked out for 60 minutes after five unsuccessful password attempts are made within a
30minute period.

Any failed attempts at account management or policy changes activities should be audited.

The builtin Administrator account should be renamed to Certkiller Admin

The builtin Guest accounts should be disabled

What should you do?
Answer by performing the appropriate actions in the simulation window.
Simulation window
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+ Security Configuration and Analysis - [Console Root ]

-Gedkiller.com

4§ Consols Roat
B Security Configuration and Analysis

Securky Corfiguration and Analysis
+ Account Polices Securky Templates
B4 Local Poliess
155 Event Log

{4 Restricted Grougs
{4 System Seérvices
{3 Registry

4 File Systen
#1413 Security Tempates

Answer:

The first requirement of the question is to create a new security template named SecTemplatel.
Step 1.
Expand Security Templates.

" Console1 - [Console Root\Security Templates]

By Ele Action View Favrtes Window Hep

| —lalx
&= OjEB|@ §
] Consdle Root Hlame | pescription |
S Security Configuration and Anatysis L@\ WINDOWSsecurity termplates
= o y Templates
g LYWINDOWSsecurity|templates

[ [ ;
Step2:

Right click the templates folder and select New Templ ate.
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|1 Console Rook
R Security Configuration and Analysis
<Eg Security Templakes
=2

=1
=t

Mew Template. ..
Refresh
Szt Descripion, .

il 3
e Window From Here

Mewt Taskpad Yiew...

Celete
Expork Lisk, .

belp

Step 3:
Enter the template name.

070-292

Mame

,@compatws
@DC seCurity
@hisecdc
@hisecws

,@iesacls
@rootsec

@ zerLredr

@ SECLrEWS

@ sebip security

I WINDOWS  security templates

Template name;

|Seu:Tem|:|Iate'l|

Descnption:

| Cancel I

Step4:

The template should now show up in the list.Expand the template.
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"[fi Console 1 - [Console Root\Security Templates\I:\WINDOWS\security'\templates]

B pe Aden e Fauptsc Wnke fep 2
e = Bm| X 2
(1 Consdle Root Meme 00| Descripti
:g Securky Coréiguration and Anelysls “Bcompatws Retaxes the default file snd registry permissions fo...
= . '";4 DC security Defaul security settings updated For dormain contr. ..
E j : [ Bhisecde & superset of securede. Provides Furkher restrictio. ..
_adhisecws A superset of secureves, Provides Further restrictio,..
_ iesatls
| Droctsec Apglies default root permissions to the OS partition...
| SsecTemplatal
rooteec _a securedc Provides erhanced domain account palicies, limitst,..
SecTemplatel Ligsecurews Provides enhanced local scount podicies, limits the ...
|_igsetup security Out of bos default security settings

& 2@ Account Palices
= ﬁ Local Policies
< ##) Event Log
[+ 8 Restricted Groups
¥ L8 system Services
@ _& Registry

=9 File System

| § securede
&8 seourews
-] @ setup security

Step5:

The first requirement for the security template states: "Users should be locked out for 60 minutes after five
unsuccessful password attempts are made within a 30-minute period.”

This can be configured in Account Policies/ Account Lockout Policies.

Double click Account Lockout Duration.Tick the checkbox and enter 60 for the account lockout duration.
Click OK.

Account lockout duration Properties E

Template Security Paolicy Setting |

Account lockout duration

V¥ Define this policy setting i the template
Accourt iz locked out for

i | minutes

ok I Cancel | Apply I

Note:Configuring the above setting should cause Windows 2003 to default to the following settings.If this
doesn't happen, continue with Steps 6 and 7.

Step 6:

Double click the Account Lockout Threshold.Tick the checkbox and enter 5 for the Account Lockout
Threshold value.Click OK.
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Account lockout threshold Properties [ 2
Template Security Palicy Setting |

Account lackout threshold

IV Define thiz policy seting i the template

Account will lock out after:

il _l invalid logan attempts

Ok I Cancel | Apply I

Step7:
Double click "Reset Account Lockout Counter after”, tick the checkbox and enter 30 for the value.Click
OK.

Reset account lockout counter after Properties E

Template Security Policy Setting |

Rzzat account lockout countar after

¥ Define thiz policy seting i the templats

Reset account lockout counter after

30 o minwtes

ok | cancel | sy |

The second requirement for the security template is. "any failed attempts at account management or policy
changes activities should be audited."We can set thisin Local Policies/ Audit Policy.
Step 1:

"fii Consolel - [Console Root\Security Templates|1:\WINDDOWS\security\templates' SecTemplate1'Local Policies\ Audit Poli... B[] E3

G Be &dton Vew Fawstes Window e | alel el
& = M| X 2
Ea Consde Root Policy / [ Computer Setting
i :g Securiky Configuration and Anatysis [ aud account lagon everits Nat: Dafined
—~ &F _5"“‘*" Tempiates \ ﬁ%kudt account management Mot Defined
& _3 :EEWINDOWS\W'WRMP"““ ] audk drectory service access Not Defined
g ;nza;:i ] Audit logon events Mot Defined
R i ] Audt object acress Mot Defined
e __E;ﬂiludt palicy change Mot Defined
AT .%é{]nudt privilege use Mot Def.ned
pockeae #¥)Audi process tracking hot Defined
SecTemplate] audt system events Nt Defined

29 Account Polices

Passweard Policy

d fccount Lackout Policy
j Kerberos Policy

/e Local Palicies

R | Aodit Poley

Bl id User Rights Assignment
+1 48) Security Options

1 _B Event Log

18 Restricted Groups

L) system Services

(8 Registry

& File System

securade

SECLTEWS

| & sebup securiby

A
3
3
#
L)
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Step2:

Double click Audit Account Management.Tick the "Define these policy settings in the template” checkbox
checkbox.Click OK.

and tick the "Failure"

070-292

Audit account management Properties E I

Template Security Folicy Setting |

Ludit account management

¥ Define these policy settings in the template

Audit these attempts:

[ Success

o]

Cancel | Apply I

The third requirement for the template is " The built-in Administrator account should be renamed to

Certkiller Admin"

Thisisdonein Local Policies/ Security Options.

Step 1:

.t.m Consolel - [Console Root\Security Templates' 1)\ WINDOWS security' templates' SecTemplate1' Local Policies’ Security ..

% B idion Wew Favites Window Hep
= OB XEFB @

_I Conscle Root
@ Security Configuration and Analysis

P Security Templates
& ﬁ LWINDOWS\security|templates
¢ | & compatws
| & OC security
| & hisecdc
hisetws
iecncls
roctsec
SecTemplatel
- & _j Account Polices
5 2 Password Policy
@ L Account Lockout Policy
| 3¢ Kerberos Policy
= __d Local Policies
I £g) Audit Polcy
i t_{] User Rights Assigriment
) z¢) Security Options
2f] Event Log
[#_9) Restricted Groups
D system Services
[ {8 Registry
1{{8 File System
securede
SECLTEWS
| iy sebup security

e T ai

| =181 ]

|

Poley ¢ | Computer Satting &
8] Accounts: Admivistrator account status Mot Defined
) Accounts: Guest account status Mot Defined
ig]ﬁcmur\ts Limét local account wse of blank pa, .. Mot Defined
ws: Renzme administrator account Mot Defined
__‘ﬂncu:ourks Renzme guest account Mot Defined
_:;ﬂﬁudc Audit the access of global system obje... Mot Defined
.E;ﬂﬂ.udt Audit the use of Backup and Restore ..,  Not Defined
fg]Audk: Shut down system immedistely F i.rnab Mot Defined

" Devices: Allow undock without having to log on Mot Defined =
Eii]Dames Allowsed to Format and eject remava,.. Mot Defined
A¥Devices: Prevent users from instaling orinter,.. Mot Defined
B Devices: Restrict CD-ROM access tolocally lo... Not Defined
_iinew:es Restrick Floppy access to localy log... Mot Defined
B¥|Devices: Unsigred driver installabion behavior Mot Defined
ﬁDon\aln controllzr: Alow server operators to ... Mot Defined
jDomaln controflzr: LDAP server signing requir,,. Mot Defined
_’_iﬂl:loma{n controller: Refuse machine sccount p... Mot Defined
.Elﬂl)omaln member: Digkally encrypt or sign sec... Mot Defined
E}:]Domam member: Digkally encrypt secure cha... Mot Defined
E;{l[)ornaln membset: Dighalty sign secure channe...  Mat Defined
i'ﬂDnrna»n member: Disable machive accounk pa... Mot Defined
.E's'joomavn mgmmber: Mairmum machine account ... Mot Defined
E',ﬂl)omam membet: Require strang (Wincows 2., Not Defined

:;ﬂlnteracllve Io-qcn Do riok :isphv last user na... Mot Defined |

Double click Account: Rename administrator account. Tick the checkbox, type in the name and click OK.
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Accounts: Rename administrator account Properties

Template Security Policy Setting

Azoounts, Rename adminiztrator acoount

¥ Define this policy setting i the template
ICertkiIIerAdmin

ag I Cancel | Apply |

Thefourth requirement for the template is: "The built-in Guest accounts should be disabled"”.
Thisisalso donein Local Policies/ Security Options.
Step 1:

':m Consclel - [Console Root\Security Templates' INDOWS\ security\templates’ SecTemplate1\Local Policies\Security ... =] E3
i e Silen S v e W EEIES]
- Am| X EFB( @ !
i Crb sk [ Conguter Settng [ 4]

Security Configuration and Analysis : Mot Defined
Security Templates d
LAWINGC WS\ ey e plees {A¥)Accounts: Limé local account use of blank pa... Mot Defined
:_E','gaﬂ.(murls: Renzme adrinistrstor account Testkingadnin
@8] accounts: Renzme guest account Mot Defined
'_E'gi}Audt: Audt the access of global system obje... Not Defined
;E';'Jnudl:: Audit the use of Backup and Restore .., Mot Defined
g]Awdit: Shut down system immediately F unab... Mot Defined
=¥)Devices: Allow undock without havingtologon  Not Defined
Devices: Allowed to format and eject remova,.. Not Defined
2¥)Devices: Prevent users from installing orinter, .. Not Defined
[BH]Devices: Restrict CD-ROM access b locally bo... Nk Defined
Eﬁ]new:es: Restrict floppy access to locdly log...  Not Defined
@ Devices: Unsigred driver instalabion behavior Mot Defined
:ﬁ}jbomaln controler: Allow server operators to .. Mot Defined

&l g_d User Rights Assignment {#]Domain contraller: LDAP server signing requi... Mok Defined
i ¢ Securky Options Bg]Domain controller: Refuse machine account p... Mot Defined
| ] Evert Log #8)Domain rmember: Dighaly encrypt or san sec... Mot Defined

18 Restricted Groups
28 system Services

] (18 Registry

(@ File System
secursdc

securews

& setup security St tacm

Step2:
Double click Accounts: Guest Account Status.Tick the checkbox, select Disabled and click OK.
Accounts: Guest account status Properties KA

Termplate Security Palicy Setting |

;i'ﬂ[)urmin member: Digkally encrypt secure cha... Mot Defined
:E'{lDomaln member: Digkally sign secure channe... Mot Defined
] Domain member: Disable machine accaunt pa... Mot Defined
'._r'd_iﬂDomah member: Mairmum maching scount ... Not Defined
EZ]Domain member: Require strong (Windows 2., Not Defined
[B¥]tnteractive logen: Do rok display last user na... Mot Defined el

Accounts: Guest account status

v Define thiz policy setting i the template
" Enabled

' Dizsabled

oK. I Cancel | &pply |
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QUESTION 696

Y ou are the network administrator for Certkiller .com.All client computers run Windows XP Professional.

Y ou are responsible for ensuring that the latest updates are applied to all client computers. A systems
engineer installs Software Update Services (SUS) on a Windows Server 2003 computer named Certkiller 10
for this purpose.

A GPO named Autoupdate Settingsis used in the Sales OU.

Y ou need to configure the GPO so that the client computers in the Sales OU will use SUS on Certkiller 10 to
automatically install new updates daily atmidnight. These updates should be installed without user
prompting.

What should you do?

Answer by performing the appropriate actions in the simulation window.

Simulation window
42 Active Directory Users and Computers = - ___LQL)S‘I

‘CeriKiller com

é Active Deectory Usars and Computars [Se [ Dascripkion
] Saved Queries L 5aved Queries Folder ko stare pour Favorite ¢

= 3§ Certhiller.com 3 Certkiller. com Doman
] Buitn

i Certkiller Users

Ceértkiller.com

(i NorrSUS
= North
&5 Sales
[ Usess

4 | i1 | K1 | v

Answer:

We need to edit the Group Policy for the Sales OU.

Step 1.

In Active Directory Users and Computers, right click on the Sales OU and select properties.
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@ Active Direckory Users and Computer:
[ Saved Queries
= @ Certkiller com
& [ Builtin
; r__] Computers
{] Domain Controllers
|1 FareignSecurityPrincipals

HR.
.

Delegate Control.. .
Maove...
Find...

Mew L3
Al Tasks »

Mew Window From Here

Cuk
Delete
Renarne
Refresh

Propetties

Help

Step2.

Users 21 objects

Iame I
€ Adninistrator
€2 Cert Publishers
7 0HCP Adminis. .
€T OHCP Users
!ﬁDnsﬁ\dmins
mDnstdatePr...
ﬁDomain Admins
ﬁEDomain Camp.
Domain Contr...
Domain Guesks
ﬁDomain Users
ﬁEnterprise ad...

ﬁEGroup Policy ...
%Gusﬁt

!ﬂHeIpServices. i
fhRAs and 145 ..,
SalesUser
mSchema Admins
€& 5UFPORT 36, ,
ﬁTeInetClients

€ Jack

070-292

On the Group Policy tab, click the Edit button.

Sales Properties [ 2]

Generall M znaged B_l,ll COM+  Group Palicy |

(—

A=

Current Group Folicy Object Links for 5 ales

1p Poley Object Li

Group Palicy Objects higher in the list have the highest priority.
Thig lizt obtained from: Testiingl 0testking. com

Mew | add. | Edr | ]
Options. . | Delete. . | Froperties | Bl |

[~ Black Policy inheritance
Close I Earce | Aol |

Step3.
Browse to Computer Configuration > Administrative Templates > Windows Components > Windows Update.
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"t Group Policy Dbject E =
File  Action Wew Help
e o | Om(E| @
EF AutoUpdate Settings [ Certidllar1 jack | setting I e
Mot configured

=

[C1 Windows Components
:l MetMeeting

[ Intornct Explarar

_ 1 Application Compatibil
Internet Information ¢
Task Scheduler
Terminal Services
Windows Installer
WWindows Messenger
Windows Media Digita
Windows Media Playe

| Metwork:

Cl Printers

@ User Configuration

1 Software Settings

2] ‘Mindows Settings

{1 adrministrative Templates

D @ Corrputer Canfiguration ?:H Configure Automatic Updates

oo ‘—_i Software Settings @ Specify intranet Microsoft update service location

: ‘—_i 'Ninc.lo.ws S?ttings E‘ﬂ Reschedule Automatc Updates scheduled installations

= D AdmiplststeTemplates Eﬂ Mo auto-restart for scheduled Automatic Updates installations

R

Mot configured
Mot configured
Mot configured

Extended #, Standarc

|J_l—l =

Step4.

Double click "Configure Automatic Updates".

T Group Policy Dbject Editor EE
Fille  Action Wiew Help
o | DmEHFB £
| State

5 @ Computer Configuration

¢ @[] Software Settings

LT-' [ Windows Settings

= EI Administrative Templates
._'l C} Sindows Components

[ NetMesting

[ Intornck Explarar

[Z] Inkernet Infarmat
(2] Task scheduler
[ Terminal Services

[ Windaws Messen

i 423 Windows Update
|_J [j Swskem
-] Metwark
{17 Printers
= & Uset Configuration
L'I [ software Settings
‘Windows Settings
{1 Administrative Template

EV AutoUpdate Settings [Certhiler1 0 jack

(1 Application Compatibil

[ Windows Installer

(] Windows Media Digita
[ windows Media Playel

ian &

aet

3

:@Specify inkranet Microsoft update service location
;@Reschedule Aukornate Updates scheduled installations
'EHND auto-restart For scheduled Automatic Updates installations

Setking

Mok configured
Mot configured
Mot confiqured
Mot configured

Configure Automatic Updates

4]

i

 Extended . Standarc
| I

K E—
[

Step5s.

Configure the following options then click the Next Setting button.
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Configure Automatic Updates Properties EE3 I

Setting ! E:.:Flainl

@ Configuie Autornatic U pdates

" Mot Corfigured
' Epabled
i Disabled

Configure automatic updating:

4 - Auto cownload and schedule the in&ta;l

The tollowng setiings are only required
and applicable if 4 i selected.

Scheduled install day: |E| -Ewery day

Schadulad install time: I 00:00

EAREN

Supported o Windows Server 2003 family, P SP1, 2000 SP3
| Freviou: Setiing | ﬂextSettmg|

S =

Step6.
Configure the following options then click the Ok button.

Specify intranet Microsoft update service location Properties  [E

Setting ! E wpiait |

@ Specify intranct Microsoft updats service location

" Mot Corfigured
¥ Enabled
i~ Disabled

Set the inbanet update service for detecting updates:

| http: //CERTHILLER 10

Set the intianet statistics senver

| http: //CERTHILLER 10

[example: http: A4 ntranetl pd01)

Supported orn: Windows Server 2003 family, =P SP1. 2000 SP3
Erevious Setting | Mext Setting |

Ok I Cancel | Apply |

Step?.
Close the Group Policy Editor Window.
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'ﬁ. Group Folicy Dbject Editor [_ O] x]

File  Acktion Miew Help |
o O FB| 2 |
Z§ AutoUpdate Settings [ Certiller! 0 jack | Setting | Skabe
L:-l Q Computer Configuration ]‘?H Configure Automatic Updates Enabled

;_—-i Software Settings Specify intranet Microsoft update service location Enabled
L1 Windaws Settings Eﬂ( Reschedule Autamate Updates scheduled installations Mot canfigured

¢ B[ Administrative Templates
-1 Windows Components
; _J MNetMeeting
i [ Trkernct Explaror
Application Compatibil
Inkernet Information ©
Task Scheduler
Terminal Services
‘Windows Installer
Windows Messenget
Windaws Media Digita
H Windows Media Playver
H 423 Windows Lipdate
L*.l[:] System
[ Metwork.
i I:l Printers
E& Uset Configuration
-] software Settings
E [ Windaws Settings
-2 Administrative Templates

é:ﬁ Mo auto-restart For scheduled Aukomatic Updates installations Mot configured

1] 1x]

‘_‘_l—l ﬂ Extended }\ Standarc
| | |

Step8.
Click Ok to close the properties Sales OU Properties window.

Sales Properties B

Generall b atraged By I COM+  Group Policy I

E\E: Current Group Folicy Object Links for Sales
| Group Polcy Object Links | Mo Ovenide | Disabled |

SR A utollpdate Settings

Group Policy Objectz higher in the lizt have the highest priorty.
Thig lizt abtained from; Testking] 0 testking. com

Mew | add. | Edt | up |

Optionz. . | Delete. | Properties | [y |

I Block Policy inhentance

k. I Cancel | Smply |

QUESTION 697
Y ou are the network administrator for Certkiller .com. Y ou administer a Server named Certkiller 5. Routing

and Remote Accessisinstalled on Certkiller 5.
Y ou need to perform the following administrative tasks:
1.Modify theConnections to Microsoft Routing and Remote Access serverpolicy to allow remote access for

members of the Domain Admins group.
2.Add a static route for the 192.168.4.0/24 network, and configure 192.168.0.1 to be the gateway for that
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network.

3.Enable Routing Internet Protocol (RIP) version 2 on Local Area Connection 3 so that updates can be
received by both RIP version 1 and RIP version 2 routers but so that announcements from other routers will
not cause an update to Certkiller 5's routing table.

4.Configure an inbound packet filter to prevent al traffic from the 192.168.5.0 network on Local Area
connection 3.

What should you do?

Answer by performing the appropriate actions in the simulation window.
Simulation window

LI =i0i =
L}efﬂ(ﬂﬁarmcam
Adbess [W 0%y Congrtin 0 =
s Tk Flardl Dk Do ivers
b s = S

%ﬁk|f[§f“§"§3”m

My Comyssber
Ssiers Fokder

Answer:

To answer this question, we need to configure some settings in Routing and Remote A ccess.

The first requirement of the question states: ModifytheConnections to Microsoft Routing and Remote Access
serverpolicy to allow remote access for members of the Domain Admins group.

Step #1.

Open Control Panel.

=Ioi |

| Fio £

| Address |58] Cootrol Panel

6o
’ i = - A=
ﬂ" Control Panel % 6)\’ té _L.J w
{Accessbilty! AddHardware  Add or Administrative
D- Swwibch b Cabegary Wiew | Optons | REmav. . Tools
i = A
-"\) ! g
See Also & o % ,_i d_s.i{
Date and Time  Display  Folder Options Fonks
“ Windows Update
#) Help and Support —
[ntarnat Keyboard Licensing
R I
Mebwork Phone and  Poweer Options
Connections  Modem ..,
i - 1 F.
= @ 5 |9
Printers and  Regiona and  Scanners and  Scheduled
Fazns Lamguage ... Camaras Tasks
o ¥ @ @A
: |

Step#2:
Open Administrative Tools.
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T8 Administrative Tools - o Dlﬁ}
Jﬁlu Edit !‘Im Favorites  Jook  Help |‘#
| Dok - () - T | Pseach | rotes | [7] -
|.o.gcms hgnmnsrrmmus 8 @
Certkillér2om =
o Curhﬁcahm
Directory! Directory SI,.,  Diector,, Authority
s x> B8
2 # ] #
B- Control Panel Chister Component  Computer Cnrﬁ;ue
L rit i
{5} My Documents Adminitrator  Services  Managsme ‘o S,
W My Computer I > ﬁ
& My Netwerk Places EL&! _I?T"w
[iata Sources Dmmm File
(ODRCH Lnnhru-fﬁ
Details 2 .I V:
st @l
Administrative Tools
System Folder Cinmain Fl-'e tlewer  Irdernet Licensing

Certkill le gow

Local Securlty Mmag;em Mcrosoft WET Microsoft NET
Policy Framewark ... Framewark

- ;
Step#3:

Open Routing and Remote A ccess.
& Routing and Remote Access [_ O] x|

File  @&ction Wiew Help

e =] ol

E Routing and Remaote Access Remote Access Policies
: % Server Status Nare | order |
=l : CERTHILLERS {local) gCDnnections to Microsoft Routing and Remote .., 1
. E_ Metwark Inberfaces = ;
§ é—fConnectlons ko other access servers 2

_Q__I Remote Access Clienks (0}

- & Ports
7= IF Routing

Remote Access Paolicies

{:i Rernoke Access Logging

| ' I
Step#4.

Double click the "Connections to Microsoft Routing and Remote Access server” policy.Click the Add
button to add a policy condition.
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Connections to Microsoft Routing and Remote Access server Pﬂ

Settings

Specify the conditions that connection requests must mateh.

Policy condtions:

Add. | Ede. Aemave

If connection requests match the condiions specified in this polcy, the
azzociated profile will be appied to the connection.

Edit Profile... I

Unlesz mdmdual access pemmizzionz are spechied in the uzer piofile, this
policy controlz access to the netwark.

If & connechon request matches the specified conditions:
% Deny remate access permission

{" Grant remote access peimission

0k I Cancel | Amply |

Step#s.
Scroll down, select Windows-Groups and click Add.
Wsciectpvibie — @E

Select the type of attribute to add, and then clck the &dd button.

Attribube bupes:
M ame I Diescription ‘_I
Called-Station-1d Specifies the phone number dialed by the us:
Calling-Station-|d Specifies the phone number from which the ¢
Cliert-Friendly-H ame Specifies the friendly name for the RADIUS c
Client-IP-4ddress Specifies the |P acdress of the BADIUS clier
Clientendor Specifies the manutacturer of the BADIUS pi
Day-ind-Time-Restic...  Specifies the time penods and days of week
Framed-Fralocol Specifies the protozol that is used,
MS-RAS Mendar Drezcription naot yet defined
MAS-lIdentifier Specifies the string that identifies the NAS th.
MAS-IP-Addess Specifies the IP acdress of the NAS where th
MAS-Part-Type Specifies the type of physical port bat is uses
Service-Type Specifies the wpe of service that the user ha
Tunnel-Type Specifies the tunneling protocals used.
W Gioups Specifies the Windows groups that the user t—:
1| | 3|

sgd. | caneel |

Step#6.
Click Add.
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I Groups B E
The following groups are cumently in this condtion.
Groups:
[ ame I
Add.. Hemove
Lk Cancel |

Step#7.

Type Domain Admins and click Ok.

Select Groups

Select thiz abject type:

EE

IGmups

FErom thiz location:

DObject Types. ..

|Cer‘tkiller.u:om

Enter the object names to select [examples]:

Locationsz...

domair admie

Adwvaticed... |
Step#8.

Check Mames

[

ar. I Cancel

&

Click Ok again to close the Groups dialog box.

The following aroups are currently in this condtion,

Groups:

Mame

CERTHILLER'Domain Admins

Hemove

ok

Cancel |

Step#9.

Select "Grant remote access permission” ok click OK.
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Connections to Microsoft Routing and Remote Access server Pﬂ E

Settings

Specify the conditions that connection requests must match.

Puolicy condtions:

MS-BAS Wendor matches ""3114" AND
*Winda roups matches "CERTHILLER\Domain Admins"

4 f

agd. | Edi. e

If connection requests match the conditions specified in this policy, the
azsociated profile will be appled to the connection.

Edit Profile... I

Urless individual access permizzionz are spectied in the user piofile, this
policy controls access to the nehwark,

If & connection request matches the specified conditions:
" Deny remote access permission

+ Grant remote access permissiore

(8] 4 I Cancel | Apply |

The second requirement of the question states: Adda static route for the 192.168.4.0/24 network, and
configure 192.168.0.1 to be the gateway for that network.
Step #1.
In Routing and Remote Access, expand IP Routing.

—_‘ Routing and Remote Access !E
Bl Acton Ve Hep
it | 2

E Routing and Rermote Access | Skatic Routes

i e BRI Destination  © | Mekwork mask | Gakemay I Interface
[=1 [f#) CERTKILLERS (lacal)
E Network Interfaces There are no items to show in this view,

Remote Access Clients (0}

E Skatic Routes

~BL DHCP Relay gent
B IGMP

E MAT/Basic Firewall
= " Remoke Access Policies
{:l Remaoke Access Logging

i+

jk

4] | i
| |

Stept#2.

Right click on Static Routes and select "New Static Route".
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-~ Server Status Destiration  © | Hlek
=i [e) CERTHILLERS (local)

E Metwork Interfaces There a
E Remaote Access Clients (00
E Ports

=B IPRouting

B General

Mewy Skatic Rouke...

Shaw IP Routing Table, ..

i e Miew L4
e
- R Refresh

Export Lisk, ..

Help

EX|

iCreate Mew Skatic Rouke

Step#3.
Enter the following information and click Add.
StaticRoste ——___________________H@H|
Interface: ILocaI Area Connection _:]
Destination: 192 . 168. 4 _ O
etk mask: I 28R 0266 256 0
Gateway: | 192 168 0 . 1
Metric: |1 ._I;

[V Use thiz mute ta iritiate derand dizl conmections

ok I Cancel |

The third requirement of this question states:. Configure Routing Internet Protocol (RIP) version 2 on Local
Area Connection 3 so that updates can be received by both RIP version 1 and RIP version 2 routers but so
that announcements from other routers will not cause an update to Certkiller 5's routing table.

Step #1.

In Routing and Remote Access, expand IP Routing.
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< Routing and Remote Access =] I

File Action  Wiew Help

e | BmE BB 2

E_: Routing and Remote Access Skatic Routes
PR Server Skatus Destinakion T | Mebwork mask | Gatema I Interface
wICERTKILLERS (Jocal)
There are no ikems to show in this wiew,

B Metwork Interfaces
= Remote Access Clients (0)

B Ports

) P Routing

E MAT/Basic Firewall
@ Remote Access Policies
EI {171 Remaote Access Logging

Step#2.
Right click on General and select "Net Routing Protocol”.

[Ree——

D e N e
_g Server Status T
=} {4y CERTKLLERS (local) T
= network Interfaces %ﬂa::Z } e
E Remate Access Clients (0) |==
B ports =3 DHCP Relay Agent
e
SE FIFE
% < New ;r-terfau..
% ! S}m TCR/IP Information.. .
\‘?E'%m' Show Mubicast Forwarding Table...
T _| T Shows Multicast Skatictics. ..
Refresh
Properties
e e s w e -
ifdd & nesy routing protocol [

Step#3.
Select "RIP Version 2 for Internet Protocol" and click OK.
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Mew Routing Protocol

Click the roubng protocol that you want to add, then click OF.

Bouting protocals:
U™ Open Shortest Path First [OSFF)

2 for Internel Protocol

0k l Cancel |

Step#4.
You'll now see anicon for RIP.Right click on RIP and select New Interface.
E Remote Access Clients (0)

i E Parts
=B P Routng

B Gererdl

E Static Roukes

Bl DHCP Relay Agert

L TEMP

LB MAT/Basic Firewal
E@ SIS  Mews Interface..,
[ff_] Remoke

ackion

Show Meighbors. ..

View 4

o Delete
|E:I|:I anew RIP Inkel ReFresh

Expork List. .,

Prapetties

Help

Step#s.
Select the required interface and click OK.
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MNew Interface for RIP ¥Yersion Z for Intemet Protocol E3

Thiz routing protocal runs on the interface that vou select below.

|nterfaces:

1%5‘ Local Arza Connection

s |ocal Area Connection 3

Step#o.
Accept the default options and click OK.

RIP Properties - Local Area Connection 3 Properties

General | Sel:urityl Neighbnrsl .-’-'n.dvanc:edi

i 8
ﬂ_‘g Routing Infarmation Protacal [BIF] Interface

Operation mode:

Periodic: update mode

COutgoing packet protocol:

IF!IF' version 2 broadcast j
Incoming packet protocol:

!F!IF' version 1 and 2 L‘
Added cost for routes: I1 __i:

Tag for announced routes: 0 __:J

[T Activate authentication

xxxxxxxx

Pazzwond:

(1] 8 I Cancel | SppEly |

The fourth requirement of the question states: Createan inbound packet filter to prevent all traffic from the
192.168.5.0 network on Local Area connection 3.

Step #1.

In Routing and Remote Access, click General, right click on the Local Area Connection and select
properties.
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=) Routing and Remote Access
£ Server Status
B &, CERTHILLERS (lacal)
B Merwnek TrkerFares
g Rermote fccess Clients (0)

B Ports

| General
Interface % I Twpe I IP address
Ty Loophack Loopback 127.0.0.1

=gl ocal Area Connection 3
'E??Local Area Connection

'Eglnternal

=B IP Routing

- T Gereral

E Skatic Routes
By DHCP Relay Agent
LB IEMP

L EY MAT/Basic Firewall
= pIp

* Remote Access Polidies
= Cl Remote Access Logging

R —

Update Routes

Show TCRSIP Infarmation. ..

Show Address Trandations. ..
Show IP Addresses. .

Shaw IP Routing Table. ..
Show TCP Conneckicns, ..
Show UDP Listener Forts. .,

Delete
Refresh

Help

=

Jpens property shest For the current selection,

Step#2.

Click the Inbound Filters button.

Local Area Connection 3 Properties

General |E0nfigurati0nl M ulbcast Baundariesl Mulbicast Heartbeatl

i =
i IF Interface

v :Enable [P rauker managet

[~ Enable rauter dizcovern advartizerents

Advertis=mentlifetime minutes]:

Lewel ofpreferenoe

Sepd out advertizement within this nterval

Mirimumitime [minutez]:

b i bine [mifates]:

Inbound Filkers. ..

Dutbound Filterz...

[ Enable ragmentation checking

=

Cancel

Spply

Step#3.
Click New.
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Inbound Filters EE

These filkers control which packets are forwarded or processed by this netwark,
Filter action:

& Heceive 2l packets exceptthose that mest the criters below

(% [irop all packets except those thatmestthe onitenatelow

Filters:

Souce addiess | Souce Nebwork Mask | Diestination Addiess | Destination Mask | F

| | i
Hew.. Edit. | Delete |
ok | cencel |

Step#4.

Enter the source network address and click OK.

4& DhS testking.com 13 recordis
=) CERTHLLERS Hame
E||:| Forward Lookup Zones LEI o
: - _msdcs, certkiller.com D B
Bl certlocal D_tcp
CoEeE =
i i ldpdate Serer Bata Fle Hp
- Reload ainDnsZones
E MNew Hosk (L), estDnsZones
£ Mew Alias (CHAME)... me as parent folder’
H hew Mail Exchanger (ME).. me as parent folder;
[ MNew Dormain. .. illerd
B R New Deleaation, . Killers
EI@ E  Other New Records... Killera
All Tasks » T
Miew 3
Mew Window From Here
Delete
Craate amew  Refresh

Export Lisk, ..

Properties

Help

QUESTION 698

Y ou are anetwork engineer at Certkiller . The network consists of asingle Active Directory domain named
Certkiller .com.Y ou administer a server named Certkiller 5. Certkiller 5 functions asa DNS server.

All servers on Certkiller 's network run Windows Server 2003. Four of the servers are named Certkiller A,
Certkiller B, Certkiller C, and Certkiller D.

Y ou need to perform the following tasks on Certkiller 5:

1.Enable usersto connect to Certkiller 1. Certkiller .com by using either the the name Certkiller A. Certkiller
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.com

or TKA. Certkiller .com.

2.Create ahost (A) resource record for Certkiller D with an IP address of 192.168.1.5 in the Certkiller .com
zone.

3.Create amail exchange (M X) resource record for Certkiller C. Certkiller with priority of 10.

4.Modify the MX record for Certkiller A. Certkiller .com to have a priority of 30.

5.Create a static pointer (PTR) resource record for Certkiller C. Certkiller .com.

What should you do?

Answer by performing the appropriate actions in the simulation window.

Answer:

The first requirement of this question states. Enableusers to connect to Certkiller 1. Certkiller .com by using
either the the name Certkiller A. Certkiller .com or TKA. Certkiller .com.

To do this, we need to create Alias records in the Certkiller .com zone.

Step #1.

Open Control Panel.

E- Control Panel s =101 x|

| Flo EdR  Viwyemigro scke  Halo

[ -

{Accessbilty] AddHardware  Addor  Administrobrve
|} Swibch o Cabegaory View |, Options._ | Remma., . Tools

&£ ¥ ‘
See Also & :J) ‘3;1‘ ,..‘!lr-— / __x...n‘

Date and Time Display  Folder Options Fonks

& windows Update

%) Help and Support: o e
9P = B9

[ntermat Keyboard Licensirag

Game
c E%R . ITHM
Mowss Fesbwork Frione and  Powser Ophions
Connections  Madem ..,

1 - -, i

2 @ 5 9
Printers and  Fegiong and  Scanness and  Schedued

Faunes Langiaga ... Camaras Tasks

e ¥ $ a |

Step#2:
Open Administrative Tools.
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P& Administrative Tools J =100 =}
| Ble Edt ew Favortes Took telp | A
| Deack » (D = (T | P search | paders | [T -
|-lgh‘ssi -4 dministrative Tools 8
“Certkillére [il 1
= o Cortification
Director Directory Si..  Diector..  Autharity
Other Places 2 % @ 1-1
(] 1 it #
G- Cortrol Panel Chuster Component Computer Carfigure
E ¥ e
{E) My Gocuments Administrator  Services  Management  Your Ser
o My Computer ] ﬁ
& My Network Places ﬁh IEF-:V _P_f‘r'H L
Data Sources Dlstrbuusd Fle Dioenain
f-l’ll'lﬁr] St Crritrelisr 5.,
Details 2 ;
B A %
Administrative Toolks Fve tiewer  Inbernet Licensing

" Certkill

? r&om

Lul:al Securltv r-'la"»agem Microscft NET Microsoft (NET

. B W
Step#3.

_i._ dnsmgmt - [DNS

,_%q File  Action  Wiew Window Help

Framework ... Framesark ..

» 9

Open the DNS console.Expand the Certkiller .com forward lookup zone.

TKILLERS"Forward Lookup Zones, certkiller.com]

«» | AEFNE @ 8 am

-] Event Viewer

H?‘w (B4 testking.com 10 record(s)
= cEmaues e B 7
-2 Forward Lookup Zones @ ==
@ _rnsdcs, certkiller.com =
+ [z jack Jocal D_ﬂte,
Szl certhiller.com tep
_msdcs _udp
% sites [(ApamainbnsZares
:tcp (A ForestDrszones
0 _ud (] (sams as parent Folder) ~ Start of Authority (S0A)  [144], cerilerS certilercom
&3 DomaidnsZones | [ (2] {same as parent folder}  Name Server (S) certkilers certkiler.com
El{:l ForestDnsZones Testkingl Host (&) 192.165.0.11
-0 Reverse Lookup Zones testkings Host (A} 172.25.10.10

|
Step#4.

Right click on the Certkiller .com zone and select New Alias.
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L=, I.l'ND | WSLRIRILLAN  IUTELL
= [ CERTHLLERS e
G _rnsces
= _sites
2 ke
dp
manDnsZones
restDnsZones
lm: &5 parent Fo
bme &5 parent fo
thillert

ithillera

Step#s.
Fill in the following details and click OK.

New Resource Record E

Alias (CHAME) |

#Alias name (uses parent domain iF left blank):
ICertkiIIera

Fully qualified domain name (FODM}:
ICer‘tkiIIera.Cer‘tkiller.com

Fully qualified domain name (FO0M) For target host:

ICer‘tkiIIeH LCertkiller com Browse... |

I Allgw ary authenticated user to update al DS records with the same
name, This setking applies only ko DMS records For a new name.,

o4 I Zancel |

Step#6.

Create another alias record with the following details.
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Mew Resource Record [ 2]

alias (CNAME] |

Alias name (uses parent domain i left blank):
| cha

Fully qualified domain name (FODR):

| cka.Certkillercom

Eully qualified domain name (FQDM) For target host:

| certhiller! Certkiller.com Browse. . |

[T allow ary authenticated user ko update al DS records with the same
name, This setking applies only to DNS recards for a new name.

ok I Cancel |

The second requirement of this question states. Createa host (A) resource record for Certkiller D with an IP
address of 192.168.1.5 in the Certkiller .com zone.
Step #1.

In the DNS console, right click on the Certkiller .com zone and select New Host.

(3 D | certiiller com

= CERTHLLERS Mame
= =7 Forward Lookup ;nnes I|:",j_-| _msdes

FH-gd _msdes cerkiller.com =

-l cert local =

oy M—— ] bep
= UpoateServerDatafie p
;r Feload nainbns:
; Mew Host(ad, .,

¥ Mew Alias (CHAMED... Me as pe
i; Mew Mail Exchanger (M), me as pz
= HMew Domain... thiller 1
= [ re  Mew Delegation.. . thillers
[H-[ET] BN Okher Mew Records. ., beillera
All Tasks: k
Ve g

M Window From Hers

Delete
Refresh
Expork List..,

e
[Create a new

Properties

Help

Step#2.
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Enter the following details and click Add Host.

Mame {uses parent domain name if blank):
[ certiilerd

Fully guaified domain name-(FQDNj:
| kestkingd testking. com,

IR address:

|192 18 1 o

[ Create assaciated pointer (PTR) record

|| P.Iigw any authenticated user to update CHS recards with the
SAME OWNEN Name

&dd Hos: I Cancel |

The third requirement in this question states: Createa mail exchange (M X) resource record for
Certkiller C. Certkiller with priority of 10.

Step #1.

In the DNS console, right click on the Certkiller .com zone and select New Mail Exchanger (MX).

Ew DS testking.com 13 recordis
= 5 ceEmaues T
Elu Formard Lookup Zones llEl s

-- _msdcs. cerkiler com B

E E‘ cert local

o |:| _kep
E lUpdate Sefver Data Fle ila]
E Reload ainbnsZones
E Mew Hogk (). ectDrsZones
£ Mew Alias (CHAME], me as parent Folder?
i Mew Mail Exchanger (M2). Ime as parent Folder’
F Mew Domain. .. iller1
LA R Mew Delegstion. . killer 5
IEI--@ E  Other New Records... killera
Wil > {itera
Miew k
Metw Windo fram Here
Delete
Craate anew  Refresh

Expork Lisk, ..

Properties

Help

Stept#2.
Enter the following details and click OK.
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MNew Resource Record E I

Mail Exchanger (F1:) |

Host or child domain:

By default, M5 uses the parent domain name when creating a Mail
Exchange record, You can specify a host or child name, but inmost
deplovments, the above Field is left blank.

Fully qualified domain name (FO0M):
| testking. com.

Fully qualified damain name (FQDMY of mail server;

| certkillerc.certkiler.com

Brawse. .. |

Mail server prioriky:
[ 10

o ]

The fourth requirement in this question states: Modifythe MX record for Certkiller A. Certkiller .com to have a
priority of 30.

Step #1.

In the DNS console, click the Certkiller .com forward lookup zone to qisplay the records in the right pane.

_.._ dnsmgmt - [DNS' certkillers!,Forward Lookup Zones'certkiller.com] =

Zancel |

-] ForestDnsZones
{23 Reverse Lookup Zones
&.{ﬂ Event Viewer

=] certkiller1
ettkillers
cetkillera
[E] cka

[ certhillerd
certkillers

=amz as parent Folder)
f;j {samz as parent Folder)

'_%‘ File  #ction  Wiew ‘Window  Help |_|— _I5 ii
¢ | BEXFRE| 2 E®
r$_| DNS | testking.com 16 record(s)
B CERTHLLERS Marne | Tvpe | [aka |
Iforward Lockup ?ones @ isees
_msdcs, kestking, com R
[ _sites
cett local -
L wp
msdes L _udp
Sitey (Abomanbnszanes
kep EAForestOnszones
udp [E (samz as parent Folder)  Start of Authority (S08)  [144], certkillers certkillerc...
DomainDnsZones =|(samz as parent folder)  Mame Server (MS) cerkilers.cerkiler.c...

Host (&)

Host (A}

Alias (CMAME]

Alias (CCNAME)

Host (4)

Host (4}

Mail Exchangsr (M)
Mail Exchangsr (M)

192.165.0.11

172.25.10.10

certkiller! certkiller com
cerkiller! certkiller.com
192,165.1.5

192.1658.1.9

[10] certkillerc.certkiler com
[10] certkillera.certkiller.com

|
Step#?2.

Double click the Mail Exchanger record for Certkiller a. Certkiller .com.
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cortdiercomproperties BB

bail Exchiancer (#34) | Secuity |

Host or child domair:

By defaul, DMS uzes the parent domain name when creating a ki ail
Exchange record. You can specity a host or child name, but in most
deplopments, the above field i left blank.

Fully qualified damain name (FEDM]:

| certkiler.com

Fully qualified dormain name [FADM] of mail serer

| certkillera cerkiler.com Browsze, . |

kil zerver priority;
[10

Ok I Cancel | Apply |

Step#3.
Change the priority to 30 and click OK.

certkiller .comProperties EE

Mail Exchancer (M) | Security |

Host or child domain:

I[same az parent folder)

By default, DMS uzes the parsnt domain name when creating a tail
Exchange record. You can specify a host or child name, but in most
deployments, the above field is left blank.

Fully qualified dornain tame [FRDM]:
|certkiller.com

Eully qualified damain narme [FODM] of mail serer

| certkillera.certkiler.com Browse... |

b ail zerver priority:;

I

0K I Cancel Apply

QUESTION 699

You are anetwork engineer at Certkiller . The network consists of a single Active Directory domain named
Certkiller .com.

Software Update Services (SUS) isinstalled on a single server, which is named Certkiller 5. Certkiller 5
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receives software updates from Microsoft Windows Update Servers.

A systems engineer installs SUS on a second server, which is named Certkiller 3. The system engineer
manually synchronizes Certkiller 3 with the Windows Update servers.

Y ou need to compl ete the SUS configuration on Certkiller 3 to ensure that the following requirements are
fulfilled:

1.The current updates must be approved.

2.TeastKing3 must receive updates from Certkiller 5 and automatically synchronize will approved updates on
Certkiller 5.

3. Certkiller 3 must automatically receive daily updates atmidnight.

What should you do?

Answer by performing the appropriate actions in the simulation window.

Si mulation Window

.p trve Diwectary Users and Computers =100

@Rﬁkﬂle&r com

.gj.lm—ml’.vwn- v Usiers and Corputees [5¢ Desrpte

3‘ ‘\I-'vc H Do

Ki Ier.com

Answer:
Step 1: Locate Certkiller 3 (not in Non-SUS folder)

QUESTION 700

Y ou are anetwork engineer at Certkiller . The network consists of asingle Active Directory domain named
Certkiller .com. A Windows Server 2003 computer named Certkiller 5 is the primary DNS server the domain.
Y ou are responsible for maintaining the DNS structure for the forest.

Each of Certkiller 's branch offices has a domain controller installed to provide local authentication. DNSis
installed on each domain controller.

Y ou are planning to create a child domain named child. Certkiller .com. A Windows Server 2003 computer
named Certkiller 12, which has the | P address 10.10.5.200, will be the first domain controller for the new child
domain. DNS will be configured on Certkiller 12 to be authoritative for the zone.

Y ou need to modify the DNS configuration on Certkiller 5 to ensure that the following requirements are
fulfilled:

1.DNS updates to the Certkiller .com zone must be made only by authorized client computers and servers.
2.Information for Certkiller .com must be updated to all Active directoryintegrated

DNS serversin the forest.

3.Client computers pointing to the parent domain for name resolution must be able to resolve names on the
child domain.

4.A DNS domain named test.local must be created and the data should be stored only on Certkiller 12.

What should you do?
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Answer by performing the appropriate actions in the simulation window.
Simulation Window

._-‘i._ dnsmgmt - [DNS', CERTKILLERS]

_;g,' File Action Wiew Window  Help | =18 =]
«» aE|*xPRR|2|8 B& |
ERT | TESTETVES

arme: I
[ Farmard Lookup Zones

[ peverse Lookup Tones

@Event Wigwer

[B¥]Ract Hints

B8] Formarders

x84 | CERTHILLERS

Answer:

The first requirement of this question states. DNSupdates to the Certkiller .com zone must be made only by
authorized client computers and servers.

We can do this by configuring the Certkiller .com zone to accept secure dynamic updates only.

Step #1.

In the DNS console, expand Certkiller 5 then expand Forward L ookup Zones.

s, dnsmgmt - [DNS' CERTKILLERS ]
_g],‘ File  Action  Wew Window Help |;[ilﬁl
= |BEXSRE2[EEE |
E]
(3 ons | TESTRINGS
= s e |
E"J Forward Lookup Zones ([CFermard Lookup Zones
gl _msdcs.certhiler.com 7 N A
i [#-jzd certkiler.com L;ET! } 7
& l’__‘| Reverse Lookup Zones Ton i \jn'|ewer
|51 Event Yiewer L::’ EDE‘: ngts
| Forearders
| I |
Step#2.

Right click on the Certkiller .com zone and select Properties.
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| TESTKINGS
‘_"_l il_’pmard Lookup ;mes |_JForward Lockup Zones
i % _msdcs. testking.com [ reverse Lockup Zones
it Ri-ertkiller . co T e e
5 :_i Reverse Lookup ; =
[+ | §]] Event Viewer gload
Mew Host (A)...
Mew glias (CNAME). ..
Mew Mail Exchanger (M), ..
Mew Domain...
Other Mew Records...
Al Tasks »
Mew Window from Here
pens property shest for tF Delete

Refresh

Step#3.
Ensure that " Secure only" is selected in the Dynamic Updates drop-down list.
WS I Zone Transfers I Security
General | Start of Authority [S04) I Marme Servers
Statuz: Rurnitg

Tupe: Active Directondntegrated Lhange... |
Replication: 4l DNS serversin the Active Directo domain~ Change... |

[rata iz stored in Active Directony.

Dynamic updates: |Secure anly LI

& Allowng nonsecure dynamic updates is 3 significant security
vulnerability because updates can be accepted from untisted
SOUrCSs,

To zat aging/scavenging propellies,.click Aging. Aging... |

oK I Cancel I Apply I

The second requirement of this question states: Informationfor Certkiller .com must be updated to all Active
directory-integrated

DNS serversin the forest.

Step #1.

In the Certkiller .com zone Properties, click the Change button to change the Replication option.

Select the option "To all DNS serversin the Active Directory forest Certkiller .com” and click OK.
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Change Zone Replication Scope

Choose how vou want zone data to be replicated.

¢ To all DMS servers in the Ackive Direchory forest testking.com:

" Toall NS servers in the Active Directory domain testking, com
£~ To all domain controllers in the Ackive Directary domain testking.com

Choose this option if the zone should be loaded by Windows 2000 DNS scrvers
running on the domain controlers in the same domain,

I the scope-of the Following appication

s [lg=te dm g =) gl n [l p R =y =
I =

Step#?2.

Click OK to close the Certkiller .com zone Properties dialog box.

certkiler com Properties

WMHS l Zone Transfers i Security |
General I Start of Authonty [SOA] I Mame Servers
Status: Rurning Pause

Type: Active Directondntegrated Lhange. .. |

Replicatior: &l DHS zerverzin the dctive Diecton forest

[rata iz stared in Active Directon.

Diynamic updates. i Secure anly ;]

& Allowng nongecure dunamic updates iz 3 significant gecunty
vulnerability becauze Lpdates can be accepted from untristed
SOLTCES,

To et agingfzcavenging prooertiss, ciick Aging. Aging... |

Ok | Cancel | Apply |

The third requirement of this question states. Clientcomputers pointing to the parent domain for name
resolution must be able to resolve names on the child domain.

To do this, we can either configure a stub zone or a zone del egation.As we know the name and 1P address of
the child. Certkiller .com DNS server, we can create a zone del egation.

Step #1.

Right click on the Certkiller .com zone and select "New Delegation”.
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| CERTHILLERS

Mame

_i Forward Lockup Zones
I Revarse Lookup Zonas

- {§] Event Viewer Reload

Mew Hask (4)...

Mew Alias (CNAME). ..

MNew Mail Exchanger (MX)...
Mew Domain. ..

Mew Delegation.. .

Other New Records, ..

eate anew delegated DN __

Stept#2.
The New Delegation Wizard starts.Click Next.

New Delegation Wizard

Welcome to the New Delegation
Wizard

This wizard helps wou delegate authorky For a subdomain
to a different zone, either on this DMS server or on
another DMS server, Zone delegation can help simplify
administration,

To continue, dlick Mext,

= Bk Cancel | Help

Step#3.

Enter the name of the child domain and click Next.

Actualtests.com - The Power of Knowing




070-292

Mew Delegation Wizard Eq

Delegated Domain Mame
Authority For the DS domain yvou supply will be delegated to a diferent zone.

Specity the name of the DMS domain vou want ko delegate,

Delenated dormain:

| child]

Fully qualified domain name (FQDM):

| child.certkiller.com

< Batk l Mext = I Cancel | Help I

Step#4.
Click the Add button

New Delegation Wizard

MName Servers
¥ou can select one or more name servers ko hast the delegated zone.

Specify the names and IP addresses of the DNS servers wou want to have host the
delegated zone,

Mame servers:

Serrer Fully Qualifizd Domain Name (FQDM) I IF &ddress |

Add... | Editii | Remove |

< Back, I Mext = | Cancel | Help i

Step#s.
Enter the fully qualified domain name for Certkiller 12.Enter the IP address and click Add.
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New Resource Record n

Mame Serwver (NE) |

Enter a server name and one or more IP addresses, Both are required to
identify the name server,

Server Fully qualified domain name (FODM:

I cettkiller! 2. child certkiller. com Browse... Resolve
IE address;
|1n A0 5 20q Add

Remnove

L |
[t G I

Ok | Cancel I

Step#6.
Click OK to close the dialog box.
NewhesourceRecrd @K

Mame Server (NS |

Enter a server name and one or more IP addresses, Bath are required ko
identify the name server,

Server Fully qualified dormain name (FODM):

I certkiler! 2 child cerkiller.com Browse. .. Resolve

IP address:

|— Fild |
10,10.5,200 Remiye |
L |

{21315} |

oK I Zancel

Step#7.
Click Next.
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New Delegation Wizard

Name Servers
You can seleck one or more name servers to host the delegated zone.,

Specity the names and IP addresses of the DMNS servers you want to have host the
delegated zone.

Marme servers:

Server Fully Qualified Domain Mame (FODM) i IF &ddress |
ceftkillert 2.child .certkiler.com [10.10.5.200]
Add... Edit. .. Remoyve

< Back Cancel Help
Click Finish.
New Delegation Wizard
Carmpletng the Mew Delegation Wizard
i ¥ou have successfully completed the New Delegation
Wizard.

Y¥ou specfied the following settings:
Mame;  child.certkiler.com

To close this wizard and create the delegation, dlick Fnish,

< Back,

Zancel I Help '

The fourth requirement of this question states: ADNS domain named test.local must be created and the data
should be stored only on Certkiller 12.
Instructions for this are pending.Please send your suggestions tofeedback@ Certkiller .com

QUESTION 701

Y ou are anetwork engineer at Certkiller . Y ou administer a Windows Server 2003 computer named
Certkiller 5. Certkiller 5 functions asa DNS server.

Certkiller 's Active Directory domain is named Certkiller .com. The domain contains Windows Server 2003
computers named Certkiller A, Certkiller B, and Certkiller C.

Y ou need to perform the following administrative tasks on Certkiller 5:

1.Create amail exchange (M X) resource record for Certkiller C. Certkiller .com with a priority of 10.
2.Modify the MX records for Certkiller A. Certkiller .com and Certkiller B. Certkiller .com so that incoming
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mail

will be delivered to Certkiller C on first attempt, then to Certkiller B if Certkiller C isnot available, and lastly
to Certkiller A if Certkiller B and Certkiller C are not available.

What should you do?

Answer by performing the appropriate actions in the simulation window.

Simulation Window

Answer:
The first requirement of this question states: Createa mail exchange (M X) resource record for
Certkiller C. Certkiller .com with a priority of 10.

Step #1.
Open the DN'S management console (For example by Start->Program->Administrative tasks->DNS)
g dr=mgmt - [ONS]

2 Bl Action View Window Help |;I_§]£|

«= @ RE 2|8 Em

| DNS 1 server(s)

L
- ] CERTHLLERS R |

B cwmums

Step #2.

Expand to show the Certkiller .com forward lookup zone.

e dnsmamt - [ONS]
A Fle  Action Wiew Window  Help |_._i_i|i|

«~»m PR 2 BE@

E? DhS 1 server(s)
= CERTHLLERS T

Ei&ﬂ] Ewvent Viewer E
L | CERTKILLERS
=] Forward Lookup Zones J

. [#-lgd _msdes.certkiller.com
o gy certhiller com
ED Reverse Lookup Zones

Step#3.
Right click on the Certkiller .com zone and select New Mail Exchanger (M X).
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.-quNS LNS 1 server(s)
= cemaLLERs e

{0 Event Viewer

; CERTKILLERS

=+ Forward Lookup Zones a

g _msdes, certkiller.com

R R ekl Cog

-0 Reverse Lookyy:  Undate Server Dsta Fils

Reload
Mews Hogk (a4,
hew Alias (CHMAME).

Mew Mail Exchanger

Mews Domain. ..
Mew Delegation..,
Oither Mew Records. .

Al Tasks ¥

Create a new mail exchange

e Window From Here |_

Delete
Refresh

Froperties

Help

Step#4.
Enter the server name and priority then click OK.

New Resource Record [ 7]

Mail Exchanger (MxX) |

Host or child domain:

By defaulk, DNS uses the parent domain name when creating & Mai
Exchange record, You can specify a host or child name, buk in rmost
deployments, the above Field is left blank.

Fully qualified domain name (FO0M):

I cettkiller.com

Fully qualifizd domain name (FODMNY of mail server:

| cettkilerc cerkiler.com Browse... |

Mail server priority;
| 10

ok I Zancel |

The second requirement of this question states: Modifythe MX records for Certkiller A. Certkiller .com and
Certkiller B. Certkiller .com so that incoming mail will be delivered to Certkiller C on first attempt, then to
Certkiller B if Certkiller Cisnot available, and lastly to Certkiller A if Certkiller B and Certkiller C are not
available.
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To do thiswe need to configure Certkiller B to have alower priority than Certkiller C and Certkiller A to have
alower priority than Certkiller B.Note:A lower MX number has a higher priority.

Step #1.

Click the Certkiller .com zone to display the recordsin the right pane.Double click the MX record for
Certkiller b. Certkiller .com

i;__‘ dnsmagmt - [DNS CERTKLLERS \Forward Lookup Zones' certkiler.com]

_-%' Filg  Action  Yiew  indow

Help

«=» | RmMxFRRER|2 88

BTG
=-H cRTHLLERS
[#-3]] Event Wiewsr
=1 Forward Lookup Zones

B2
: -] B

e
F-_ Reve

4 |2

| testking.com 14 record(s)

lame

| Tvpe

I Liata

'.E] _msdcs

E:! _sikes

L:l _ftcp

@ _udp

D DomainDnsZones

[:‘ FrreatNineFnngs

i% (same as parent folder)
g (same as parent folder)
@ (same as parent folder)
@ (same as parent folder)
E] certiles

@ (same as parent folder)
% (same as parent folder)
E] (same as parent folder)

|

Skart of Authority 1508
Mame Server (NS)

Haost [a)

Host (&)

Haost (4}

Mail Exchanger (M)
Mail Exchanger (M)
Mail Exchanger (M)

[22], certkillers.cenkilar.com
cettkillers.certkiller. com
169.254,119.153
172.25.10.10
172.25.10.10

[10] certkillec certkiler. com
[10] certkillerb certkiller.com)
[10] certkilera certkiler.com

| &

Step#2.

Certkiller c hasapriority of 10, so we need to enter a higher value (higher value = lower priority) than 10.

Click OK.

certkiler.com Properties ﬂ I

Mail Exchanger (M) | Secuit |

Host or child domair:

|[Same az parent folder]

By default, DNS uses the parent domain hame when creating a Mail
Exchange record. Y'ou can specity a host or child name, but in most

deployments, the abowe hield iz left blank.

Fully qualified damain name [FEDHT:

I certkiler.cam

Eully qualified domain name [FRDMN] of mail sereer:

|cer‘tki|lerh.c:ertkiller.u:u:um

kdail zerver pricrity:

|2El

Browse. . |

o |

Cancel |

&pply |
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Step#3.
Double click the M X record for Certkiller a. Certkiller .com.

i;__‘ dnsmgmt - [DNS%C ERTKLLERS \Forward Lookup Zones', certkiler com]

2 File Action  Wiew Window Help —|;l_lﬁ'1!
es xR (2|IE@

H-?ﬂ-. DNS | testking.com 14 record(s)

B 3 EERTKILLERS Hame | Tvpe l Data
.E@ Event Yiswer ,:D] risdés
E-r_I ,Fxorward Lookup Zones | _sites
LBk _msdcs.certkiller.com @ 5
: [@-lggd certkiller.com = -tp
l£ '_:I Reverse Lookup Zones [_jl _dp
[(dpamainDrszanes
i e e
i% {same as parent Folder) Start of Authority (SOA) [22], testkingS testking.cor
@ (same as parent Folder) Mame Server (NS certkillers certkiler com
@ (same as parent Folder) Host (A} 169.254,119.153
\E| {same as parent Folder) Host (4} 172.25.10.10
@ certkillers Host (&) 172.25.10.10
£| {same as parent folder) Mail Exchanger (M2} [10] certkilers. certkiler.com
E (same as parent Folder) Mail Exchanger (M=) [20] certkillerh certkiler.com
(sarne as parent Folder) Mail Exchanger (M) [10] certkillera.certkiller.com
< 2141 | B

|
Step#4.
In step 2, we gave Certkiller b a priority value of 20.Enter a higher value for Certkiller aand click OK.
cortkllorcomProperties ————___________B@K|

Mail Exchancer (M) | Sacuit |

Huost ar child domain:

I[same as parent falder]

By default, DMS uzes the parsnt domain name when creating a b ail
Exchange record. You can specify a hiost or child name, but in most
deployments, the abowe field is left blank.

Fully qualified domain name [FRADM]:
I certkiller.com

Fully qualified darmain name [FADM] of mail server:

| certkillera certkiler.com Browse... |

b ail zerver priority;

|3EI

ak. I Cancel | Apply |

Step #5.

i)f (same as parent folder) Mail Exchanger (MX) [10] certkillere.certkiller.com

ﬁ {sarme as parent Folder) Mail Exchanger (M) [20] certkillerb. certkiller.com
_E_} (same as parent folder) Mail Exchanger (M) [30] certkillera. certkiller com

QUESTION 702

Y ou are anetwork engineer at Certkiller . The network consists of two Active Directory domains named
Certkiller .com and foo.com.
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Y ou administer a Windows Server 2003 computer named Certkiller 5. Certkiller 5 functions as a DNS server.
You arerequired to perform the following administrative tasks on Certkiller 5:

1.Configure the Certkiller .com zone so that hosts can update their records every 10 days.

2.Configure the Certkiller .com zone so that records that are not updated by DNS clients are removed from the
DNS server after 20 days.

3.Clear the currently cached DNS name resolutions on Certkiller 5.

4.Enable zone transfers for the foo.com zone to name servers only.

What should you do?

Answer by performing the appropriate actions in the simulation window.

Simulation Window

Answer:
The first requirement of this question states. Configure the Certkiller .com zone so that hosts can update their
records every 10 days.

To do thiswe must configure the "No Refresh interval”.

The second requirement of this questions states. Configure the Certkiller .com so that records that are not
updated by DNS clients are removed from the DNS server after 20 days.

To do thiswe must configure the "Refresh interval™ to be 20 days minus the "Refresh interval”.Therefore
the "Refresh interval" should be set to 10 days.

Step #1.

Open the DNS management console (For example by Start->Program->Administrative tasks->DNS)

5 dnsmgmt - [DNS", CERTKILLERS]

2 Fle Action Yew Window Help | =18] x|
¢ | OEXFRB| 2|8

ENT [ TESTRINGS
CERTKILLERS

- HiEie |
@]Event Wignaer

[ Forward Lookup Zones
L__"l Reverse Lookup Zones
[B¥]Root Hints
@Forwarders

Step#2.

Expand to show the forward lookup zones.
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_-";_ dnsmgmt - [DNS' CERTKILLERS]

'E,‘ File aAction Mew Window Help |-|ﬁ'|ﬁ|

EAE CERTHLLERS
EB CERTKILLERS Hame I
+]-[&]] Event Viewer @Event Yiewer
Fi d Lookup 2
DrWard LRORUR 2ONBE ) Erward Lookup Zones

H st ceniiler com CI Reverse Lookup Zones

H certkiller.com pos :
#-f=d Foo.com me| oot Hints

-] Reverse Lookup Zones BForwarders

« |+
I [ [
Step#3.

Right click on the Certkiller .com zone and select Properties.
{&] Event wiewer = :

=11 Forward Lookup Zones
i msdcs certkiller.com

I Ewvent Viewer
[Forward Lockup Zones
|:| Reverse Lookup Zones

Hpdete Server Data Hle
Feload

Mew Hast (A, ..

Mew Alias (CHAME). ..

Mews Mail Exchanger (Mx).,.
MNew Damain. ..

Mew Delegation.

Other Mew Records, ..

-] Reverse Look,

I———

iens property sheet For All Tasks :

Mews Window Ffrom Here

Delats
Refresh

Step#4.
Click the Aging button.
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certkiler com Properties

WINS I Zone Transfers I Security I
General | Start of Autharity [S04] I Mame Servers

Status: Running

Tupe: Active Directond ntegrated Lhange...

Replization: &l NS servers in the Active Directory domain - Change... I

Datais stored in Active Direcian.

Dynamic updates: Secure oly

& Allowihg nonsecure dynamic updates iz a significant zecurity
vulnerability because Lpdates can be accepted from untnisted
SOLIMCES,

Ta geb aging/scavenging proserties, click Aging. Aging... l

0K | Cancel | Spal |

Step#S.
Tick the checkbox and enter values of 10 days for the no-refresh interval and the refresh interval then click

Ok.

Zone Aging;/Scavenging Properties

I¥ Scavenge stale resource records:

No-refreshinterval

The time between the mask recent refresh of & record timestamp
and the moment when the timestamp may be refrashed again.

Mo-refresh inkerval: l 10 days ﬂ

~Refresh interval

The time between the eariest moment when a record timestamp can
be refreshed and the earlizst moment when the record can be
scavenged, The refresh irkerval must be longer than the maximum
record refresh period.

Refresh i 10 days ﬂ

OF I Cancel I

Step#o.
Click OK to close the dialog box.
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certkiler com Properties Ed 3
WiMS I Zone Transfers I Security
General | Start of dutharity [S0A) | Marme Servers

Shatus: Runhing Fause |

Type: Active Directondntegrated Lhange. ..

Replication: A1 NS serversin the Active Direstory domain Chanae.. |

[rata is stared inActive Directan.

Diyniamic updates: | 5ecure oy

L4}

& Allowng nonsecure dynamic updates iz a significant security
vulnerability becauze vpdates can be accepted from untristed
SOLICES,

To set aging/scavenging properties, click Aging.

ok | Cancel | Apply I

Step#7.
We should check that Automatic Scavenging of stale recordsis enabled at the server level.
Right click on Certkiller 5 and select Properties.

e @ XFEB|@ 8 06

ERLTH

=
-4 Event !
=L Forwar
iomdEd m
[z tes
© i Foc
F- Revers

I —
Opens property she

Step#8.

CERTEILLERS

L [
Configure & DS Server..,
Create Default Application Directory Partitions., ..
MNew Zane, .,
Set AgingfScavenging For All Zones. .,
Scavenge Stale Resource Records
Lpdate Server Data Files
Clear Cache
Launch nslookup

All Tasks

Wiew
Mew Window From Here

Delete
Refresh
Export List. ..

If it is not already checked, check the "Enable automatic scavenging of stale records" checkbox then click
OK to close the dialog box.
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ceskuems properties ____________________EE|

[Debug Logging | Ewent Logging | tanitaring I Security
Interfaces I Forwarders Advanced | Root Hints

Server verzion number:
[6:2 3750 (Ckece)

Server ophions:

[ 1Disable icursion [also disables fomsarders]
wIBIMD zecondaries

[ |Fail on load if bad zone data

v E nable round robin

[wE nable retmask ardering

v S ecure cache against polution

Mame checking [Mulibyte (UTFa) d

Load zane data an startup: IFn:.rn Auctive Directary and registry ;l

¥ Enable automatic scavenging of stale records

Scavenging period: |1 2

Beset to Default |
]9 I Cancel | Lpply |

The third requirement of this question states: Clearthe currently cached DNS name resol utions on
Certkiller 5.

Step #1.

Right click on Certkiller 5 and select Clear Cache.

e |BEXFPIE 2|8

ENS | CERTHLLERS
B lj w Configure a DNS Server...
E”ﬂ Even Create Default Application Direckaky Partitions...
-] B
I'_l u O Mew Zone..,
E P] E Set AgingfScavenoing for All Zones, .,

: Elljﬂf ZC:\.::QQSB StaleDRzo:lrce Records
#1071 Aeve L dpdéte Server Data Files

Clear Cache

Launch nslookup

All Tasks 3

iz k

Mew wWindow From Here
==
lﬁ Delete —
Send commend £ Refresh

E=pork Lisk, .,

Froperties

Help

The fourth requirement of this question states: Enable zone transfers for the foo.com zone to name servers
only.

Step #1.
Right click on the foo.com zone and select Properties.
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Marmne
[ﬂEvent Yiewer

EH_-I Eurward Login sanes [ IForward Lookup Zones

-zl _msdes.certkiller.com
55 certkiler com (1 Reverse Lookup Zones
i % ' BB nnk Hirks

e Update Sefver Data Hle
[#-_1 Reverse Le =2 =
Feload

Mew Hosk (4),.,

Mew Blizs (CMNAMED, ..

Mew Mail Exchanger (M), ..

Mews Darmain...
Mews Delegation, .,
1 | Other Mew Records, ,,
Dpens property sheek | Al Tasks »

Hews \indow From Here

Delete
Refresh

Properties

Step#2.
On the Zone Transfers tab, tick the checkbox and select "Only to serverslisted on the Name Servers tab"
then click OK to close the dialog box.

foo.com Properties B
General I Start of Authority [S0&] | Mame Servers
WINS Zone Transters | Szouriby

£ zone brangfer sends a copy of the zone to requesting servers.
¥ llow zone transfers:

" Toany server

@ {iirily ko servers listed on the Name Servers take

€ Only bo the following servers

IP address:

|— Add |

‘ Eemayve |

To spedify secondary servers to be notified of zone updates, click

Motify.
Hotify. . |
(6]8 I Cancel | Apply |

QUESTION 703

Y ou are anetwork engineer at Certkiller . The network consists of asingle Active Directory domain named
Certkiller .com.

Y ou are required to create a dedicated domain administrator account to use when you perform domain
administrative tasks. The account name must be configured as shown in the following table.
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First Name Domain
Last Name Certkiller Adminl
Logon name Domain Certkiller Adminl

Y ou have to assign the account atemporary password that must be changed on first login.
Y ou aso need to ensure that members of the specified groups are allowed to perform only the administrative
tasks shown in the following table.

Group Administrative Tasks

PassswordAdmin Reset passwords for the Sales OU

UserAdmin Create and manage user accountsin the Sales OU
GroupsAdmin Manage group membership in the Sales OU
What should you do?

Answer by performing the appropriate actions in the simulation window.
Simulation Window

Answer:

The first requirement of this question states.Y ou are required to create a dedicated domain administrator
account to use when you perform domain administrative tasks.

Step #1.

Open the Active Directory Users and Computers console ((For example by Start->Program->Administrative
tasks->Active Directory Users and Computers)

#3003 - Windows Picture and Fax Viewer =10 x|

e Mton  Yew  wndow  leb = |

.___] Saved Querm'- T lsaved Queries Falder to stora wour favor., .
+ J§j certkiller.com ﬁ cettkiller.com  Doman

.Certkiller.com

Step #2. Expand Certkiller .com
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=10}

q-‘nm-gullqu
Computers [5

] Saved Qulm:s
= @ certkiler.com
21 Bultin

Ceértkiller.com

1 LostandFound

|1 NTCS Quotas
[& ] Program Data

) Sales

(2] system

T Users

1saved Queris
'Zﬁcertkiller.com Cromain

4]

| oY

Folder to store your Favar,.,

|+

Step#3.

Right click on the Users container and select New > User

-] Program Daka

Fads LU U 1>

2BLURILY \aruup

o @ Sales ﬁDnmaln Comp... Securiky Group ... ?
I_E' !:l Syskem ﬁDnmain Conkr... Securiky Group .., 2
: 43 w e 2 ain Guests Security Group .
Find... ain Users Security Group .. 4
i erprise &4d.., Security Group ... [
Compuker up ... T
Al Tasks 3 Contact up ..
a Sroup E
3 : InetCrgPerson up .. ]
Mews Mindow From Here MSMQ Queue Alias i
Refresh Prinkes E
- Shared Folder up
FICHCHES s and IAS ... Secorly Group ...
Help ema Admins  Security Group ... [
erfdmin Security Group ..

| |

Step#4.
Enter the name details and click Next.

New Dbject - User

g' Create in: certkiler comilsers

First name: IDomain Initials: |
Last name; I Certkiller &dmini
Full mame: |ngain Certkiller &cmini

Uszer logon harne:

IDomainCertKiIIerAdmin‘l [@certilercom

User logon name [pre-windows 2000}

ICERTKILLER\ |Domain Certhiller &dmin

Step#S.
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Enter a password and click Next.

New DObject - User

ﬁ Create i certkiler.comUsers

Pazsword: Iouuu.

Canfirm password: Iouooooo|

¥ Llser must change password at nest lngon
I~ User cannot change password
I Password never expires

™ Account iz disabled

< Back l Mext » I Cancel

Step#6.
Click Finish.

New Object - User

Q Create it cerkiler comzers

“when you click Finizh, the fallowing object will be created:

Full hame: Domain Cerkiller &dmin _;I

Uzer logon name; Diomair Certkilerd.dmind 2 certkiller. com

The uzer must change the password at nest logon

7

< Back Cancel |

SteptT.

In the Users container, double click the Domain Certkiller Adminl account.
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Users and Computers
@ Fils  fuction e Window  Help |_|§Ii|
c= E@E| e XEFHB 2 gl raT

@ Active Direckary Users and Compu | Users 24 ohjects

El_—-l Sav'e.d Queries Narne | Type | Description -
= ?ﬁgﬁ;?m €3 administrator User Built-in account For
B2 Computers ﬁCert Publichers Security Group ... Members o this gr
LA o ﬁDHCP Administ-ators Security Group ... Members who haw
[ ForeignSecurityPrinipals EDHCP Users Security Group ... Members who havw
1-(] LostandFound !ﬁDnsndmins Security Group .. DMS Adminskrator:
(1 NTDS Quakas mDnsUpdateProxy Security Group ... DS clients who ar
!ﬁDomain Adrmins Security Group ... Designatec admini:
Diarnain Crrnpnbers Serivity Gronp ... Al wierkatatinns A
ﬁEDomain Contralers Security Group ... All domain contrall
ﬁDomain Guests Security Group ... All domain guests
ﬁ Diomain Certh

mDomain Users Security Group ... All domain users
!ﬁEnterprise Admins Security Group .. Designatec admini:
QﬁGroup Policy Creator Owners  Security Group ... Members ir this gr vI
A 13

Step#8.
On the "Member of" tab, click Add.

Domain CertKilerAdmin1 Propetties E

Environment] SE$$inn$! Remote u:ontru:ull Teminal Services F'mfile! CO+
General I hddreszs I Account | Profile I Telephones I Organization
Published Cartficates  MemberOf | Diskin | Dbject | Secury

Member of:

ddd... Remowe

Primary group: Domain Uszers

There iz no need to change Priman group unless
you have Macintazh elients ar POSEH-compliant
applications.

k. I Cancel | Apply

-
P

Step#9.

Typein ‘domain admins and click OK.
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Select Groups | x|

Select this object type:

IGroups or Buill-in zecurity principals Object Tvpes...

FErom thiz location;

Iu:ertkiller.com Locations...

Enter the object names to zelect [examples]:

domain adming Check Mames

44

Advanced... | k. I Cancel |

h
Step#10.
Click OK to close the dialog box.

Envimnmentl Sessinns! Femote cnntroll Teminal Services F"fofile! COk+
General I Address I Account | Piofile I Telephones I Organization
Published Certificates  Member OF | Diskin | Dbisct | Security

Iember of:

Ma

Dlamain Admins cettkiller comMzers
Damain Uzers cettkiller.comUsers

Add... | Remove |

Primary group: Domain Users

SR There is no need to change Frimary group unless
_____'lrl__..p_J wou have Macintosh elientz or POSEX-compliant

applications.

OF. I Cancel I Apply |

The second requirement of this question states that members of the PasswordAdmin group should be able to
reset passwords for the Sales OU.

To do this, we can delegate control.

Step #1.

Right click on the Sales OU and select Delegate Control.
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[+ ] LestandFound i
-] NTDS Quotas € Guest
ez {_ Program Data QHS_WPG

) % 1115R CERTHILLERS

E-a:'

I_'CETK] LLERS

Delegare Cankral. ..

Find... ordadmin

B b nd 145 Servers
E" Tasks y 12 Admins
i amin

I e Window From Here

legates control

Delete
Renams
Refresh

Properties

Help

Stept#2.
The Delegation of Control wizard starts.Click Next.

Delegation of Control Wizard E3

Welcome to the Delegation of
Control Wizard

Thiz wizard helps vou delegate control of Active Direclony
objects. You can grant uzers permission ko manage ussars,
groups, computers, organizational units, and other objects
stored inActive Direchon.

To contiwe, click Mest.

Cancel

Step#3.
Click Add.
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Delegation of Control Wizard E3

Users or Groups
Select one or more vsers or groups o whom you want to delegate control.

Selected ugers and groups:

Add..

% Back I Tient s | Cancel

Step#4.
Typein ‘passwordadmin’ and click OK.

Select Users, Computers, or Groups B

Select thiz object type:

|User3, Groupz, or Built-in security principals Object Tupes...

From thiz location;

|certkiller.com Locations... |

Enter the object names to select [examples):

passwardadmin Check Mames

Advanced.. | ok I Cancel |

s
Step#S.
Click Next.

Delegation of Control Wizard

Users or Groups
Select one ar mare uzers or groups o whom you want to delegate control,

Selected users and aroups:
Pazswordddmin [CERTRILLER \Fazswordddmin]

Add... Remove

Cancel I

Step#o.
Select the checkbox for resetting passwords and click Next.
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Delegation of Control Wizard

Tazks to Delegate
‘f'ou can select comman tasks or customize your own.

% Delegate the following common tasks:

[ Create, dekste. and manage user azeounl: A
Fezet user pazzwords and force paszword change at nest logon

O Fead all uzer infarmation

[ Create, dekte and manage groups

O Modify the membership of a group

O Manage Gioup Palicy links:

O Generate Resultant Set af Palicy (Planning)

O Generate Resultant Set of Palicy (Logging) _ﬂ

(" Create a custom task to delegate

< Back I Mest > I Cancel

Step#7.
Click Finish.

Delegation of Control Wizard

Completing the Delegation of
Control Wizard

“ou have successfully completed the Delegation of Control
wizard.

"r'ou chose to delegate control of objects <
in the fallowing Active Directory folder:

certkiler com/Sales

The groups, users, or computers to which you
have given control are:

Passwordddmin [CERTHILLER\Pazswordddmin)

“r'ou chose to delegate the following tasks:

To cloge this wizard, click Finish.

4 Back Cancel I

The third requirement of this question states that member of the UserAdmin group should be able tocreate
and manage user accounts in the Sales OU.

To do this, we can delegate control.

Step #1.

Right click on the Sales OU and select Delegate Control.
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] Program Data

EEE

Mave. ..
Find...

Delegate Cankral..,
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L e e

& Guest
£hus_wes
€ 115k CERTHLLERS

CERTHILLERS

ordadmin

Bews
All Tasks

nd [AS Servers
a Admins
Hrmin

- v

Hew Window From Here

legates control

Delete
Renaris
Refresh

Properties

Help

Stept#2.
The Delegation of Control wizard starts.Click Next.

Step#3.
Click Add.

Welcome to the Delegation of
Control Wizard

Thiz wizard helpz pou delegate control of Active Direcion
objects. You can grant uzers permizsion o manage ussrs,
groups. computers, organizational units, and other objects
stored indctive Directony.

To contiaue, click MNest

Cancel
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Delegation of Control Wizard

Uszers or Groups
Select one or more users or groups o whom you want to delegate control.

Selected users and groups:

Edd _:'-_::ar;w:::ur;

¢ Back I et s Cancel

Step#4.
Typein 'useradmin' and click OK.

Select Users, Computers, or Groups B

Select thiz ohject type:

ILlsers, Groupz, or Built-in security principals Object Types...

From thiz locabion:;

I cettkiller.com Locationz...

Enter the object names to select [examiples):

useradmir] Check Names

A

Advanced... | Ok I Cancel I

o
Step#s.
Click Next.
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Delegation of Control Wizard I

Uzers or Groups
Select one or more uzers ar groups i whom you want bo delegate contral,

Selected users and groups:

-ﬁ Userddmin [CERTHLLERY zemddmin]

Add... Bemove

< Back

Carzel |
Step#6.

Select the checkbox for creating and managing user accounts and click Next.
Delegation of Control Wizard Ed I

Taszks to Delegate
rou can select common tazks or customize your own.

% Delegate the following commorn tasks:

Create, delzte, and manage user accounk: 4
[ Reset user passwords and force password change at nest logon

O Read all user infarmation

[ Create, delste and manage groups

O Madify the membarzhip of 2 group

O Manage Gioup Palicy links

[ Generate Resultant Set of Palicy [Planming]

[ Generate Resultant Set of Palicy [Logging] ;1

" Create a custom task to delegate

¢ Back I Meut > I Cancel

Step#7.
Click Finish.
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Delegation of Control Wizard

Completing the Delegation of
Control Wizard

You have succezzfully completed the Delegation of Contral
wizard,

You choze to delegate control of abjects -
in the following Active Directory folder:

cetkiller comiSales

The groups, users, of computers to which pou
have given control are:

Uzetddmin [ CERTHILLERN 2end diin]

Yol choze to delegate the following tasks:

To cloge thiz wizard, click Finizh.

¢ Back

Cancel |

The fourth requirement of this question states that members of the GroupsAdmin group should be able to
manage group membership in the Sales OU.
To do this, we can delegate control.

Step #1.
Right click on the Sales OU and select Delegate Control.
[+ Lostandound A T i
B NTDS Quotas £ cuest
E l:! Program Data EHS_WPG
Y <o % 1115k CERTHILLERS
(St | Delegate Conkral. .. [ CERTHILLERS

l;]é:Llser: Mave...
Find... ordédrnin
M . nd [AS Servers
;" Tasks b 12 Admins
~ dmin
| Mew Window From Here
legates conbral o

Delete
Rename
Refresh

Properties

Help

Step#2.
The Delegation of Control wizard starts.Click Next.
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Delegation of Control Wizard

Welcome to the Delegation of
Control Wizard

Thiz wizard helps pou delegate control of Active Directary
objects. You can grant users permission o manage usars,
groups, Computers, organizational units, and other objects
stared inActive Direchay.

To continue, click Mext.

Cancel I

Step#3.
Click Add.

Delegation of Control Wizard

Uszers or Groups
Select one or more users or groups 10 whom wou want to delegate contral,

Selected uzers and groups:

£ Back I Tuemt's Cancel

Step#4.
Typein 'GroupsAdmin' and click OK.
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Select Users, Computers, or Groups B

Select thiz object type:

|Users, Groups, or Built-in security principals Ohject Types...

Erom thiz location;

| certkiller.com Locations...

Enter the object names to select [examples]:
groupsadmir] Check Mamez

i

Advanced... | (] 4 I Cancel

Step#S.
Click Next.

Delegation of Control

Uszers or Groups
Select one or mare uzers or groups io whom you want to delegate contral.

b

rd

Selected uzers and groups:

Groupzadmin [CERTHILLER: Groupsddmin)

Add... Bemove

Cancel I

Step#o.
Select the checkbox "M odify the membership of agroup” and click Next.

Delegation of Control Wizard

Tasks to Delegate
You can select comnon tazks or custamize your owrn.

& Delegate the following common tasks;

[ Create. dekte. and manage user accounts -
[ Reset userpasswords and force password change at nest logon

[ Read all user information

[ Create, dekte and manage groups

tadify the memberzhip of a group

O Manage Gioup Palicy link:

[ Generate Resulant Set of Palicy [Planning)

[ Gererate Resultant Set of Palicy (Logging) L‘

" Create acustomntask to delegate

< Back l Mext > I Cancel

Step#7.
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Click Finish.

Delegation of Control Wizard

Completing the Delegation of
. Control Wizard
You have successfully completed the Delegation of Contral

wizard.

"' ou chose to delegate control of objects -~
in the following Active Directory folder:

certkiler. comiGales

The groups, users, of computers bo which you
have given control are:

Groupsdidmin [CERTHLLERMG roupsddmin]

'1'ou choze to delegate the following tasks:

Lo

To cloge this wizard, click Finish.

< Back Cancel I

QUESTION 704

Y ou are the network adminsitrator for your company. The network consists of a single Active Directory
domain named contoso.com. The domain includes two domain controllers that are both configured as DNS
servers. All servers run Windows Server 2003.

The Department named Certkiller deploys two intranet Web Sever named Certkiller 1 and Certkiller 2. Users
within the company need to be able to access the intranet Web server by using the URLs

http:// Certkiller 1. Certkiller .com and http:// Certkiller 2. Certkiller .com.

Y ou need to configure a DNS zone for Certkiller .com. Y ou need to ensure that the DNS zone is available on
both DNS servers without additional configuration.

How should you configure the DNS zone?

To answer, select the appropriate option or options in the dialog box in the work area.

New Zone Wizard

Zone Type
The DS server supports various types of zones and storage.

Select the type of zone you want to create:

'@ Primary zone
Creates a copy of azone that can be updated directly on this server,

 Secondary zone
Creates a copy. of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

" Stub zone

Creates a copy of & zene contaning only Name Server (NS), Start of Autharity
(504), and possbly alue Host (A) records. A server containing a stub zone is nat
authoritative for that zone.

" &tare the zone in Active Directory (avaiable orly iF DNS server is & domain controller):

< Badk Rext > Cancel Help

Answer:
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Select Primary zone and tick the checkbox to "Store the zone in Active Directory".
New Zone Wizard

Zone Type
The OMS server supporks various bypes of zones and starage,

Select the type of zane wou want to create:

oy Brimaty zone
Creates a copy of & zone that can be updated directly on this server,

" Secondary zone

Creates a copy of & zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance,

' Stub zone

Creates a copy of & zone conkaning only Mame Server (M3, Start of Authoriy
(50A), and possbly glue Haost (&) records. A server containing a stub zone is not
authoritative For that zone.

¥ Store the zone in Active Directory (available only if DNS server is a domain controllzr

< Back l et = I Cancel | Help '

QUESTION 705

Y ou are the administrator of a Windows Server 2003 computer named Certkiller 3. Certkiller 3 has Termina
Servicesinstalled. Certkiller 3 connects to the Internet through a proxy server on the company network.
Help desk employees periodically access custom web applications on the company network.Y ou install 11S
on Certkiller 3 with al the default settings.

Y ou need to ensure that help desk employees can access Terminal Services on Certkiller 3 from Internet
Explorer 6.0.

What should you do?

A. Uninstall I1Sand Terminal Services. Reinstall 11S, and then reinstall Terminal Services.
B. Configure the Internet Connection Firewall (ICF) to allow incoming ports 80 and 3389.
C. Create anew virtual directory named Tsweb.

D. Create a new web site named Tsweb.

E. Install Remote Desktop Web Connection.

Answer: E

QUESTION 706

Y ou are the network administrator for Certkiller .com. All client computers run either Windows 2000
Professional or Windows XP Professional.

Certkiller .com uses a custom application named Appl. This application was originally created to run on the
Windows NT 4.0 operating system. Currently, Appl isinstalled on all client computers. Appl runs under the
user context and redirects temporary files to a separate folder for each user. The user folder is created when
the application starts, and it is deleted when the application closes.

Management decides to provide remote access to the network by using Terminal Services.Y ou must ensure
that Appl will be accessible to users who log on to your terminal servers.

First, you successfully test Appl by running it directly on a Windows Server 2003 computer.
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Now you need to set the initial configuration for your deployment of Terminal Services.
What should you do?

A. Select Full Security as the permission compatibility setting.

B. Select Relaxed security as the permission compatibility setting.

C. In user account settings, configure the remote control setting to interact with the session.
D. In user account settings, configure the remote control setting to view the session.

Answer: B

QUESTION 707

Y ou are the network administrator for Certkiller .com.Y ou manage a server that runs Windows Server 2003.
Y ou use a client computer that runs Windows XP Professional to perform administrative tasks.

The network was attacked recently, which prompts you to change the security settings on the server. After
you change the settings, you attempt to manage the server by using Remote Desktop. Y ou attempt to
connect to the server by using its | P address, but you cannot connect. The Remote Desktop client worked
properly before you changed the security settings.

Y ou verify that the server has network access and that you are a member of the local administrators group.
Y ou aso confirm that Remote Desktop is enabled. Y ou suspect that the Internet Connection Firewall is not
configured correctly.

Y ou need to maintain the highest possible level of security for the server. Y ou also need ensure that Remote
Desktop functions properly.

What should you do?

To answer, configure the appropriate option or options in the dialog box in the work area.

Advanced settings 2]
Services i Secunty Ll:ggingl ICMP I

Select the zervices running on vour network, that [ntermet ussrs can
access.

Services

[] FTP Server

[ Internet Mail Access Protocol Version 3 [IMAF3]
O Internet Mail Access Protocol Yersion 4 [IMAR4]
O Internet Mail Serer [SMTF)

[0 Post-Office Protocaol Yerzsion 2 [POP3)

[ Remate Desktop

[0 Secure'web Server [HTTPS)

[ Teket Server

[ web Server [HTTP]

dd.. Edit... | Dielete I

Answer:
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Tick the "Remote Desktop" checkbox.
Advancedsettngs B

Cervices | Securty Legging | 1CMP |

Select the services running o vour nebwark, that [ntermet ussrs can
ACCESE.

Semices

[1 FTP Server

[ Internet Mail Access Protocol Wersion 2 IMAP3)
[ Intermet Mail Access Protocol Yersion 4 IMAP4)
[ Interrnet Mail Sereer [SMTR)

[0 Post-Office Protocal Yersion 2 [POP3)

Femate De

[ Secure'web Server [HTTPS]
O Tehet Server
[ webSerer [HTTF)

Add.. Edt.. | Dilete I
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