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Part 2

QUESTION 101

Before a Cisco router can accept an incoming connection through an asynchronous
port, one must use an enabling command to specify which protocols are allowed
through this port. Which of the following is it?

A. modem inout

B. async-group in

C. access-group async
D. transport input

Answer: D

Explanation:

Cisco routers do not accept incoming network connections to asynchronous ports (TTY lines)
by default. You have to specify an incoming transport protocol, or specify transport input all
before the line will accept incoming connections

Use the transport preferred command to specify which transport protocol is used on
connections. Use the transport input and transport output commands to explicitly specify the
protocols allowed on individual lines for both incoming and outgoing connections.

The protocol options that can be specified are:

all | lat | mop | nasi | none | pad | rlogin | ssh | telnet | v120

Reference:
http://cisco.com/en/US/products/sw/iosswrel/ps1828/products_configuration_guide chapter0
9186a0080087329.html#25574

QUESTION 102

On one of the Certkiller routers the following configuration commands were entered:
router(config)#interface group-async 1

router(config)#group-range 1 7

What are the resulting consequences of these commands?

A. Assigns asynchronous interfaces 1 through 7 to a single master interface
B. Assign dialer privileges to interfaces async 1 through 7

C. Creates virtual asynchronous interfaces 1 through 7

D. Creates virtual TTY interfaces 1 through 7

E. Trunks asynchronous interfaces to increase modem bandwidth

F. Creates a modem pool on interfaces 1 through 7

Answer: A

Explanation:

To create a group interface to serve as master to which asynchronous interfaces can be
associated as members, use the interface group-async command in global configuration
mode. To restore the default, use the no form of this command.
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interface group-async unit-number

no interface group-async unit-number

Using the interface group-async command, you create a single asynchronous interface to
which other interfaces are associated as members using the group-range command. This
one-to-many configuration allows you to configure all associated member interfaces by
entering one command on the group master interface, rather than entering this command on
each individual interface. You can create multiple group masters on a device; however, each
member interface can be associated only with one group.

Example:

The following example defines asynchronous group master interface 0:

Router(config)# interface group-async 0

Related Commands

Command Description

group- Creates a list of member asynchronous interfaces

range (associated with a group interface).

member Alters the configuration of an asynchronous interface that is a
member of a group.

Reference:
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference _ch
apter09186a00800874b0.html#1017445

QUESTION 103

Router CK1 has a modem attached to it, but you are unsure what type of modem it is.
What command would you issue if you wanted the router to automatically discover the
modem type, as well as automatically configure the settings?

A. modem autoconfigure discovery

B. modem autoconfigure type discovery
C. modem discovery autoconfigure

D. modem discovery type autoconfigure
E. None of the above

Answer: A

Explanation:

Modem autoconfiguration is a Cisco 10S software feature that enables the router to issue the
modem configuration commands, which frees the administrator from creating and
maintaining scripts for each modem. The general syntax for modem autoconfiguration is as
follows:

modem autoconfigure [discovery | type modemcap-entry-name]

The two command options for the modem autoconfigure command are as follows:

* type - This option con.gures modems without using modem commands, or so it is
implied. The type argument declares the modem type that is defined in the modem
capabilities database so that the administrator does not have to create the modem
commands.
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» discovery - Autodiscover modem also uses the modem capabilities database, but in

the case of discover, it tries each modem type in the database as it looks for the proper
response to its query.

As you can see, the modem autoconfigure command relies on the modem capabilities
database, also known as the modemcap database. The modemcap database has a listing of
modems and a generic initialization string for the modem type. The discovery of a modem
using the autoconfigure feature uses the initialization strings from each modem in the
modemcap database. If the modem is not in the database, it fails, and the administrator has to
manually add the modem to the database.

Reference:

Cisco Press - BCRAN - 642-821 - Exam Certification Guide 2004 (ISBN 1-58720-084-8)
Page 99

QUESTION 104

After completing your CCNP designation, your boss promoted you to the position of
Vice President of Asynchronous Communications. Your first assignment is to configure
the company's router to accept asynchronous connections, to allow for out of band
management for the router.

Your project is to:

* Configure S0/1 for Asynchronous communication

* Set the line speed to 56K

» Set the flow control to hardware.

* Set the stop bits to one.

* Set the line password to "Budweiser".

» Configure the line to allow for both incoming and outgoing calls.

* Allow all protocols for incoming connections on the line.

* Set the loopback address to 192.168.0.1/32.

Once you complete your task, you have to check your work:

* Reverse telnet to the modem.

* Issue an AT command to login to modem configuration (modem should respond
with OK))

ot L

T CertkillghSofFRARE

What configuration commands will accomplish these tasks?

Answer:

Certkiller >

Certkiller 1> enable

Certkiller 1# Configure terminal
Certkiller 1(config)# Interface serial0/1
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Certkiller 1(config-if)# Physical-layer async
Certkiller 1(config-if)# Exit

Certkiller 1(config)# Line 2

Certkiller 1(config-line)# Flowcontrol hardware
Certkiller 1(config-line)# Stopbits 1

Certkiller 1(config-line)# Password Budweiser
Certkiller 1(config-line)# Login

Certkiller 1(config-line)# Transport input all
Certkiller 1(config-line)# Speed 56000

Certkiller 1(config-line)# Modem inout

Certkiller 1(config-line)# Exit

Certkiller 1(config)# Interface loopbackl

Certkiller 1(config-if)# Ip address 192.168.0.1 255.255.255.255
Certkiller 1(config-if)# Exit

Certkiller 1(config)# ip host modem 2002 192.168.0.01
Certkiller 1(config)# Exit

Certkiller 1# Copy run start

Certkiller 1# end

Certkiller 1> telnet 192.168.0.1 2002

at

Reference:

This configuration was verified in the Certkiller lab.

QUESTION 105

You are supervising an apprentice network technician, and he enters the following
commands on router Certkiller 1:

Certkiller 1#configure terminal

Certkiller 1(config)#line 10

Certkiller 1(config-line)#transport input all

Certkiller 1(config-line)#modem inout

What will be the resulting actions of these commands?

A. One-way IP traffic will be enabled.

B. One-way Telnet from the modem to the router will be enabled.
C. Telnet will be enabled on TCP port 10.

D. Telnet will be enabled on TCP port 2010.

Answer: D

Explanation:

Cisco access servers support both incoming asynchronous line connections (forward
connections) and outgoing asynchronous line connections (reverse connections). For
example, a remote terminal user dialing into the access server through an asynchronous line
makes a forward connection; a user connects through an access server (reverse connection) to
an attached modem to configure the modem.

A host can make reverse Telnet connections to various types of devices attached to a Cisco
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access server. Different port numbers (20xx, 40xx, and 60xx) are used because different data
type and protocol negotiations will take place for different types of devices attached to the
access server.

The remote host must specify a particular TCP port on the router to connect with individual
lines or to a rotary group. In the first line of the preceding example, the remote host makes a
reverse Telnet connection to the modem using port address 2007. Note that TCP port number
2007 specifies a Telnet protocol connection (TCP port 2000) to line 7. The individual line
number is added to the end of the port number type.

The transport input protocol command to specify which protocol to allow for connections.
For example, transport input all allows all of the following protocols to be used for the
connection:

lat | mop | nasi | none | pad | rlogin | telnet | v120

Each of these command options can also be specified individually.

modem inout - Uses the modem for both incoming and outgoing calls.

Reference:

Cisco Press - Building Cisco Remote Access Networks Student Guide v1.1 Chapter 4

QUESTION 106

You're a supervisor at Test-King and you're peaking into a trainee's workstation and
you notice him enter this command.

ip host remote 2007 157.23.23.96

What's the result of this command? (Choose all that apply.)

A. The command uses the Xremote protocol.

B. The configuration applies to a modem attached to line 7

C. The configuration applies to a modem attached to line 2007.
D. 2007 is the dialer group.

E. The command facilities a reverse Telnet connection.

Answer: B, E

Explanation:

The configuration command "ip host name number address"” defines a name and associates
it to a port and/or address for Telnet. (Use a 2xxx number for the line.)This command allows
a reverse Telnet connection to line 97. The name (we chose "remote") can be any you
choose.

Use the ip host configuration command to simplify reverse Telnet sessions with modems.
The ip host command maps an IP address of a port to a device name.

Reference:

Cisco Press - Building Cisco Remote Access Networks Student Guide v1.1 Page 4-47

QUESTION 107
Which of these commands are configured from the line configuration mode? (Choose
three)

A. async mode interactive

Actualtests.com - The Power of Knowing




642-821

B. encapsulation ppp

C. speed 115200

D. modem inout

E. flowcontrol hardware
F. None of the above

Answer: C, D, E

Explanation:

The various line configuration options with their descriptions are displayed below:
(config-line)#exec - Allows the EXEC process on this line.

(config-line)#login - Sets a login password on this line. Without the password, no connection
is allowed.

(config-line)#password - password Sets the password to be used when logging in to this
line.

(config-line)#flowcontrol hardware - Uses RTS/CTS for flow control.

(config-line)#speed 115200 - Sets the maximum speed (in bits per second) between the
modem and the access server. The speed command sets both the transmit and receive speed.
(config-line)#transport input all - Allows all protocols to be passed to the access server
through this line.

(config-line)#stopbits - Sets the number of stop bits transmitted per byte.
(config-line)#modem inout - Uses the modem for both incoming and outgoing calls.
(config-line)#modem dialin - Uses the modem for incoming calls only (the default).
Incorrect Answers:

A: Toreturn a line that has been placed into dedicated asynchronous network mode to
interactive mode, thereby enabling the slip and ppp EXEC commands, use the async mode
interactive interface configuration command. This command is used in Async interface
mode, not in line mode.

B: PPP encapsulation is an interface configuration option.

Reference:

Cisco Press - Building Cisco Remote Access Networks Student Guide v1.1 Page 4-25 & 4-26

QUESTION 108
If you were to set up a reverse Telnet session (from your router to an individual
modem) what port range would you use?

A.0to 1099

B. 2000 to 2099
C. 3000 to 3099
D. 4000 to 4099
E. 5000 to 5099

Answer: B

Explanation:
A host can make reverse Telnet connections to various types of devices attached to a Cisco
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access server. Different port numbers (20xx, 40xx, and 60xx) are used because different data
type and protocol negotiations will take place for different types of devices attached to the
access server.

The remote host must specify a particular TCP port on the router to connect with individual
lines or to a rotary group. In the first line of the preceding example, the remote host makes a
reverse Telnet connection to the modem using port address 2007. Note that TCP port number
2007 specifies a Telnet protocol connection (TCP port 2000) to line 7. The individual line
number is added to the end of the port number type.

Reserved Port Range for

Reserved Port Range for

Connection Service Individual Ports Rotary Groups
Telnet (character mode) 2000-2xxx 3000-3xxx

TCP (line mode) 4000--dxxx 5000-5xxx
Telnet (hinary mode) OO0 xx TO00-Txxx
Xremote 9000-9xxx 100001 0xxx

References:

Cisco Press - Building Cisco Remote Access Networks Student Guide v1.1 Page 4-18
Cisco Press - BCRAN - 642-821 - Exam Certification Guide 2004 (ISBN 1-58720-084-8)
Page 91

QUESTION 109
You are connected to router CK1 via line 0. Which of the following line types is
associated with the line number zero on this router?

A. Asynchronous line
B. Auxiliary line

C. Console line

D. Virtual terminal line
E. Al of the above

Answer: C

Explanation:

Cisco devices have the line numbers assigned in the following manner:

Console line (CON): Assigned line number 0

Asynchronous lines (TTY): Assigned line number n, where n represents the first physical line
after the Console line. For example, TTY line 4 is assigned line number 4.

Auxiliary line (AUX): The auxiliary line is assigned the last TTY (async) line + 1. For
example, if there can be n TTY lines, the Auxiliary line is assigned n+1. Note that the TTY
lines are as recognized by Cisco 10S and not necessarily be present physically.

QUESTION 110
The Certkiller network administrator has connected a modem to the console port of a
router. What is a reason for this type of connection? (Select all that apply)

A. Passwords can be recovered remotely.
B. Reverse Telnet has been configured.
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C. Dial-on-demand routing has been configured.
D. The router needs to be accessible remotely.
E. None of the above.

Answer: A, D

Explanation:

Console Port Issues

There are several advantages to connecting a modem to the console port of a router instead of
the AUX port; however, the disadvantages are significant.

Advantages of connecting a modem on the console port:

* You can recover passwords remotely. You may still need someone on-site with the
router to toggle the power, but aside from that, it is identical to being there with the
router.

* It is a convenient way to attach a second modem to a router without async ports. This
is beneficial if you need to access the router for configuration or management and
leave the AUX port free for dial-on-demand routing (DDR).

» Some routers (for example, Cisco 1600s) do not have AUX ports. If you want to
connect a modem to the router and leave the serial port(s) free for other connections,
the console is the only option.

Disadvantages of connecting a modem on the console port:

* The console port does not support RS232 modem control (data set ready/Data Carrier
Detect (DSR/DCD), data terminal ready (DTR)). Therefore, when the EXEC session
terminates (logout), the modem connection does not drop automatically; the user
needs to manually disconnect the session.

 More seriously, if the modem connection should drop, the EXEC session does not
automatically reset. This can present a security hole, in that a subsequent call into that
modem will be able to access the console without entering a password. You can make
the hole smaller by setting a tight exec-timeout on the line. However, if security is
important, use a modem that can provide a password prompt.

* Unlike other async lines, the console port does not support hardware (Clear to
Send/Ready to Send (CTS/RTS) flow control. It is recommended to use no flow
control. If data overruns are encountered, however, you can enable software
(XON/XOFF) flow control.

* The console ports on most systems only support speeds of up to 9600 bps.

* The console port lacks reverse telnet capability. If the modem loses its stored
initialization string, the only remedy is to physically disconnect the modem from

the router and attach it to another device (such as an AUX port or a PC) to
reinitialize. If a modem on an AUX port loses its initialization string, you can use
reverse telnet remotely to correct the problem.

* You cannot use a console port for dial-on-demand routing; it has no

corresponding async interface.

QUESTION 111
You are logged in to router CK1 and need to change the configuration of the line ports
used for modems. Which of the following parameters are set using the line command?
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(Choose all that apply)

A. Speed

B. Encapsulation protocol
C. Compression ratio

D. Authentication method
E. Flow control

F. IP address

G. Speed units

Answer: A, E

Explanation:

Line configuration commands modify the operation of a terminal line. Line configuration
commands always follow a line command, which defines a line number. These commands
are used to change terminal parameter settings line-by-line or a range of lines.

In general, the following line configuration works best for modem connections:

TTY #. AUX port is line 1 on the router, last_tty+1 on the access
line "x" server, line 65 on the Cisco 2600s and 3620, and line 129 on the
Cisco 3640.

Set to the highest speed in common between the modem and the
speed "xxxxx" |port. This value is usually 115200 baud, but see the Bitrate

Information.
_ . Improve throughput by reducing async framing overhead (default is
stopbits 1 _ .
stopbits 2).
flowcontrol RTS/CTS flow control.
hardware

Drop connection on loss of DCD (DSR). Cycle DTR for connection
modem inout |close. This command also allows outbound connections to the
modem.

transport input | Allow outbound connections to this line. Needed in order to allow
all | telnet  |reverse telnet to the modem.

Reference:
http://www.cisco.com/en/US/tech/ CK8 01/ CK3 6/technologies_tech_note09186a008009428b.sht
ml

QUESTION 112
Which of the following are valid functions that chat scripts perform? (Choose all that

apply)

A. Modem configuration

B. Dialing and remote login
C. Failure detection

D. Incoming call filtering
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Answer: A, B, C

Explanation:

Chat scripts are strings of text used to send commands for modem dialing, logging onto
remote systems, and initializing asynchronous devices connected to an asynchronous line. On
a router, chat scripts can be configured on the auxiliary port only. A chat script must be
configured to dial out on asynchronous lines. You also can configure chat scripts so that they
are executed automatically for other specific events on a line, or so that they are executed
manually. Each chat script is defined for a different event.

QUESTION 113

You are running commands on modemcap. You use the following command on router
CK1:

modemcap entry

What is this command used for?

A. Adds new entry or edit current entry
B. Views a particular modemcap entry.
C. Displays current capabilities

D. Deletes an entry

Answer: C

Explanation:

To store and compress information about the capability of a specified modem, use the
modemcap entry command in global configuration mode.

Syntax Description

modem-type | Type of supported modemcap entry

Modemcaps are displayed within the configuration file and can be edited using the
modemcap edit command. The modemcap entry command does not display values that are
not set in the modem.

Use the modemcap entry command with the show modemcap command to interpret the
capability of the specified modem.

QUESTION 114

You are configuring a new Cisco router to operate with a modem attached to the aux
port. Which of the following are valid functions of the lock DTE modem attribute that
can be used on this router?

A. Disable UART.

B. Enable UART.
C. Locks the data speed between the computer motherboard and the RS232 port.
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D. Locks the data speed between the modem and the DTE device.
Answer: D

Explanation:

The lock DTE speed command is often related to the way the modem handles error
correction. This command varies widely from one modem to another. Locking the modem
speed ensures that the modem always communicates with the Cisco access server or router at
the speed configured on the Cisco auxiliary port.

QUESTION 115
Your boss requires you to use the modem for both incoming and outgoing calls. What
configuration command will enable this?

A. modem inout

B. en modem inout

C. modem inout enable
D. en modem in out

Answer: A

Explanation:

To configure a line for both incoming and outgoing calls, use the modem inout line
configuration command.

Default

No modem control.

Command Mode

Line configuration.

Usage Guidelines

This command applies to the auxiliary port only.

QUESTION 116
On an asynchronous modem line, which of the following are NOT functions that chat
scripts perform? (Choose all that apply)

A. Logging into a remote system.

B. Sending messages from one telnet session to another.
C. Instructing the modem to dial out.

D. Filtering incoming calls.

E. Initializing the directly-attached modem.

Answer: B, D
Explanation:

Chat scripts are strings of text used to send commands for modem dialing, logging in to
remote systems, and initializing asynchronous devices connected to an asynchronous line. On

Actualtests.com - The Power of Knowing




642-821

a router, chat scripts can be configured on the auxiliary port only. A chat script must be
configured to dial out on asynchronous lines. You also can configure chat scripts so that they
can be executed automatically for other specific events on a line, or so that they are executed
manually.

QUESTION 117
With regards to the dialer pool, what optional keyword command can you use to
resolve potential contention problems on this dialer pool? (Type in answer below)

Answer: priority

Explanation:

Dialer pool - Each interface references a dialer pool, which is a group of physical interfaces
associated with a dialer profile. A physical interface can belong to multiple dialer pools.
Contention for a specific physical interface is resolved by configuring the optional priority
command.

QUESTION 118
In an ISDN BRI circuit; what range of values are assigned for Valid Dynamic TEI
(Terminal Endpoint Identifier)?

A. 128-256
B. 25-62
C. 64-126
D. 1-24

Answer: C

Explanation:

A terminal endpoint can be any ISDN-capable device attached to an ISDN network. The TEI
is a number between 0 and 127, where 0-63 is used for static TEI assignment, 64-126 are
used for dynamic assignment, and 127 is used for group assignments. (0 is used only for
PRI.) The TEI provides the physical identifier, and the Service Access Point Identifier
(SAPI) carries the logical identifier.

The process of assigning TEIs differs slightly between North America and Europe. In North
America, Layer 1 and Layer 2 are activated at all times. In Europe, the activation does not
occur until the call setup is sent (known as "first call). This delay conserves switch
resources. In Germany and Italy, and in other parts of the world, the procedure for TEI
assignment can change according to local practices.

In other countries, another key piece of information to obtain is the bus type. Supported types
are point-to-point or point-to-multipoint connection styles. In Europe, if you are not sure
which is supported, specify a point-to-multipoint connection, which will enable dynamic TEI
addressing. This is important if BRI connections are necessary, because Cisco does not
support BRI using TEI 0, which is reserved for PRI TEI address 0. If you see a TElI of O on a
BRI, it means that a dynamic assignment has not yet occurred, and the BRI may not be
talking to the switch. In the United States, a BRI data line is implemented only in a point-topoint
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configuration.

Reference:

Cisco Press - BCRAN - 642-821 - Exam Certification Guide 2004 (ISBN 1-58720-084-8)
Page 151

QUESTION 119
Which T1 controller command would you use when configuring the timeslots on an
ISDN PRI interface on router CK1 , which is using a T1 ISDN line?

A. linecode

B. framing

C. pri-group

D. isdn switch-type
E. barcode

Answer: C

Explanation:

To specify an ISDN PRI group on a channelized T1 or E1 controller, and to release the ISDN
PRI signaling time slot, use the pri-group timeslots command in controller configuration
mode.

pri-group timeslots timeslot-range [nfas_d {backup | none | primary {nfas_int number |
nfas_group number | rim-group number}} | service]

Syntax Description

timeslot-range A value or range of values for
time slotsona T1 or E1
controller that consists of an
ISDN PRI group. Use a hyphen
to indicate a range. Note Groups
of time slot ranges separated by
commas (1-4,8-23 for example)
are also accepted.

nfas_d {backup | none | (Optional) Configures the
primary} operation of the ISDN PRI D
channel. ¢ backup—The D-
channel time slot is used as the
Non-Facility Associated
Signaling (NFAS) D backup. *
none—The D-channel time slot is
used as an additional B channel. ¢
primary—The D-channel time
slot is used as the NFAS D
primary. The primary keyword
requires further interface and
group configuration:
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primary {nfas_int | | = nfas_int number—Specifies the
numbernfas_group provisioned NFAS interface as a
number| rim-group value; value is a number from 0
number} to 8. — nfas_group number—

Specifies the NFAS group. — rlm-
group number—Specifies the
Redundant Link Manager (RLM)
group and release the ISDN PRI
signaling channel.

service (Optional) Configures service
type mgcp for Media Gateway
Control Protocol service.

Defaults:

No ISDN PRI group is configured. The switch type is automatically set to the National ISDN
switch type (primary-ni keyword) when the pri-group timeslots command is configured with
the rim-group subkeyword.

Incorrect Answers:

D: This command is used to specify the central office switch type on the ISDN interface, or
to configure the Cisco PRI interface to support QSIG signaling. This command is done in
the interface configuration mode. Furthermore, we believe this question to be trying to
identify the difference between T1 and E1 in regards to the timeslot assignments.

QUESTION 120
A new T1 line is being provisioned for the Certkiller network. What are your
configuration options when configuring T1/E1 line-codes? (Choose all that apply.)

A. AMI
B. ESF
C. B82S
D. SF

E. CRC4

Answer: A, C

Explanation:

The valid line-code options for T1/E1 are: AMI, B8ZS, and HDBS3.

Use the linecode command to identify the physical layer signaling method to satisfy the ones
density requirement on the provider's digital facility. Without a sufficient number of ones in
the digital bit stream, the switches and multiplexers in a WAN can lose their synchronization
for transmitting signals.

* AMI Alternate Mark Inversion. Used for T1 configurations.

* B8ZS Binary 8-zero substitution. Use for T1 PRI configurations.

* HDB3 High Density Bipolar 3. Use for E1 PRI configurations.

Binary 8-zero substitution (B8ZS) accommodates the ones density requirements for T1
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carrier facilities using special bipolar signals encoded over the digital transmission link. It
allows 64 kbps (clear channel) for ISDN channels. Settings for these two Cisco 10S software
controller commands on the router must match the framing and line-code types used at the
T1/E1 WAN provider's CO switch.

Incorrect Answers:

A, C: SF, ESF, and CRC4 are valid framing types, not line coding options.

Reference:

Cisco Press - Building Cisco Remote Access Networks Student Guide v1.1 Page 2-12 ; 2-13
& 7-68

QUESTION 121
A new T1 circuit is being provisioned for a new remote Certkiller location. Which of the
following framing types are associated with T1/E1 lines? (Choose all that apply.)

A. AMI
B. ESF
C. B8ZS
D. Sk

E. CRC4

Answer: B, D, E

Explanation:

The valid framing types on a T1 controller are Super Frame (SF) and Extended Super Frame
(ESF). CRC4 is a framing option used on E1 lines.

Incorrect Answers:

A, C: AMI and B8ZS are valid line coding types, not framing types.

Reference:

Cisco Press - Building Cisco Remote Access Networks Student Guide v1.1 Page 7-68

QUESTION 122

Router CK1 uses an ISDN line as a backup connection to the primary frame relay link.
On this router you enter the following command:

backup load 60 5

What effect will this change make? (Choose two)

A. The backup link activates when the primary link exceeds 60 percent of bandwidth.
B. The backup link activates when the primary link exceeds 60 kbps.

C. The backup link deactivates when the primary link falls to 5 percent bandwidth.
D. The backup link deactivates when the combined load falls to 5 percent bandwidth.
E. The backup link deactivates when the combined load falls to 5 kbps.

Answer: A, D

Explanation:
The commands backup load & no backup load are used to add and remove backup links
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based on traffic congestion. The command has two number variables which are percentage
functions. The first one is the enable threshold and the second one is the disable load
variable. So in the above example when the primary link exceeds 60% of its maximum
bandwidth the backup link activates. The backup link will continue to be activated until the
combined load on both links drops to 5% of maximum bandwidth (as network usage peaks
tend to spike high periodically).

Reference:
http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products_command_reference _ch
apter09186a00800ca527.html

QUESTION 123

The Certkiller network has offices in Costa Rica and Brazil that communicate with the
head office in Los Angeles by way of ISDN. Since each remote office is located in a
different country they have unique dial requirements. Which commands would you
enter on the central router to allow multiple physical interfaces to be shared by the
multiple remote sites while still allowing them to keep their unique dial requirements?
(Choose two)

A. The dialer pool command

B. The dialer-list command

C. The dialer pool-member command
D. The dialer-group command

E. The dialer hunt-group command

Answer: A, C

Explanation:

A: Dialer-pool is a command which assigns a dialer interface to a specific dialer-pool.

C: Dialer pool-member makes a physical interface a member of a dialer pool, which consists
of different logical interfaces with specific configurations.

Incorrect Answers:

B, D: Dialer-list and dialer-group are commands to specify an interesting traffic for the
interface. When interesting traffic is seen by the router, an ISDN connection is made. If it is
already established, the dialer idle timeout value is set to the maximum value.

E: Dialer hunt-group - there is no such command in Cisco IOS.

QUESTION 124
What configuration command would you execute to define a rotary group?

A. The dialer pool command

B. The rotary-group command

C. The interface rotary command

D. The interface dialer command

E. The dialer rotary-group command

Answer: D
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Explanation:

Dialer rotary groups allow you to apply a single logical interface configuration to a set of
physical interfaces. Dialer rotary groups are useful in environments that have multiple calling
destinations. A dialer rotary group is defined by specifying a dialer interface. Physical
interfaces are assigned to the dialer rotary group and inherit all of the dialer interface
configuration parameters. When many destinations are configured, any of the physical
interfaces in a rotary group can be used for outgoing calls.

interface dialer group-number - Defines a dialer rotary group. The group number ranges
from O through 255.

Incorrect Answers:

A: Dialer pool - is for dialer profiles not for rotary groups.

B, C: There are no such commands in Cisco I0S.

E: This assigns an interface to an already specified rotary-group.

QUESTION 125
A new ISDN circuit is being provisioned for a Certkiller location. When is it necessary
to configure the SPID on an ISDN BRI interface?

A. When you want to use both B channels.

B. When you want to use the D channel for low-speed data.

C. When required by your service provider.

D. When you want to use an ISDN BRI interface for outgoing calls.

Answer: C

Explanation:

A SPID is the Service profile identifier, which is a number that some service providers use to
define the services to which an ISDN device subscribes. The ISDN device uses the SPID
when accessing the switch that initializes the connection to a service provider. SPIDS are
normally used to identify the ISDN circuit to the ISDN switch by many service providers, but
not all. Contact your ISP for details on whether or not this information needs to be
programmed into your equipment.

Reference:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/120newft/120t/120t3/brivi
cfm.pdf

QUESTION 126
Which of the following commands is capable of configuring an interface for PRI and
specifying the number of fixed timeslots on that circuit?

A. pri-group

B. interface serial

C. dialer-group

D. isdn switch-type
E. None of the above
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Answer: A

Explanation:

You can configure the PRI group to include all available time slots, or you can configure a
select group.....

pri-group [timeslots range]

no pri-group

To specify ISDN Primary Rate Interface (PRI) on a channelized T1 card on the Cisco 7000
series, use the pri-group controller configuration command. Use the no pri-group command
to remove the ISDN PRI.

timeslots range (Optional) Specifies a single range of values from 1 to 23.

When configuring NFAS for channelized T1 controllers configured for ISDN, you use an
extended version of the ISDN pri-group command to specify the following:

* Range of PRI timeslots to be under the control of the D channel (timeslot 24)

* Function to be performed by timeslot 24 (primary D channel, backup, or none); the latter
specifies its use as a B channel

* Group identifier number for the interface under control of this D channel

References:
http://www.prz.tu-berlin.de/docs/misc/ciscodoc/data/doc/software/10_3/rpcs/78791.htm
http://www.cisco.com/en/US/products/hw/univgate/ps501/products_configuration_guide_cha
pter09186a008007df5h.html

QUESTION 127
When configuring an ISDN interface; what purpose does the command pri-group
fulfill?

A. Configures serial interfaces created on a channelized E1 or T1 controller for ISDN
PRI signaling.

B. Configured the central office switch type for the ISDN PRI interfaces.

C. Specifies which timeslots are allocated on the digital facility of the provider.

D. Configured ISDN B-channel interfaces for VolP applications that require release of
the ISDN PRI signaling time slots.

E. None of the above.

Answer: C

Explanation:

Router(config-if)# pri-group [timeslots range]

This command configures the PRI group for either T1 or E1 to carry voice traffic. For T1,
available time slots are from 1 through 23; for E1, available time slots are from 1 through 31.
You can configure the PRI group to include all available time slots, or you can configure a
select group of time slots for the PRI group.

References: "Q.931 User-Side and Network-Side Switch Support™
http://www.cisco.com/en/US/products/sw/iosswrel/ps1834/products_feature_guide09186a00
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QUESTION 128

Router CK1 is configured for ISDN as displayed below:
Interface BRIO

ip address 172.20.10.2 255.255.255.0

encapsulation ppp

dialer idle-timeout 30

dialer watch-disable 15

dialer load-threshold 1 outbound

dialer map ip 172.20.10.1 name RouterTK broadcast 5551111
dialer map ip 172.22.53.0 name RouterTK broadcast 5551111
dialer watch-group 8

dialer-group 8

isdn switch-type basic-ni

isdn spidl 51255526220101 5552222

isdn spid2 51255528230101 5552223

ppp authentication chap

ppp multilink

I

dialer watch-list 8 ip 172.22.53.0 255.255.255.0
access-list 101 remark Define Interesting Traffic
access-list 101 deny ospf any any

access-list 101 permit ip any any

dialer-list 8 protocol ip list 101

What is the result of the command "dialer watch-group™?

A. Any IP traffic, except OSPF traffic, will cause interface BRIO to dial RouterTK.

B. When the watched route, 172.22.53.0/24, is removed from the routing table and there
is no other valid route, dialer watch then initiates a call to RouterTK.

C. When the watched route, 172.22.53.0/24, is removed from the routing table,
regardless of whether there is another valid route pointing to an interface other than
interface BRIO, dialer watch initiates the call to RouterTK.

D. When the load threshold is met and any IP traffic, except OSPF traffic, is destined for
172.22.53.0/24 network, the dialer watch will initiate the call to RouterTK.

Answer: B

Explanation:

Dialer Watch is a backup feature that integrates dial backup with routing capabilities. Prior
dial backup implementations used the following conditions to trigger backup:

* Interesting packets were defined at central and remote routers using Dial on Demand
routing (DDR).

* Connection loss occurred on a primary interface using a back up interface with

floating static routes.
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» Traffic thresholds were exceeded using a dialer load threshold.

Prior backup implementations may not have supplied optimum performance on some
networks, such as those using Frame Relay multipoint subinterfaces or Frame Relay
connections that do not support end-to-end PVC status updates.

Dialer Watch provides reliable connectivity without relying solely on defining interesting
traffic to trigger outgoing calls at the central router. Dialer Watch uses the convergence times
and characteristics of dynamic routing protocols. Integrating backup and routing features
enables Dialer Watch to monitor every deleted route. By configuring a set of watched routes
that define the primary interface, you are able to monitor and track the status of the primary
interface as watched routes are added and deleted. Monitoring the watched routes is done in
the following sequence:

1. Whenever a watched route is deleted, Dialer Watch checks to see if there is at least one
valid route for any of the defined watched IP addresses.

2. If no valid route exists, the primary line is considered down and unusable.

3. If a valid route exists for at least one of the defined IP addresses, and if the route is
pointing to an interface other than the backup interface configured for Dialer Watch, the
primary link is considered up.

4. If the primary link goes down, Dialer Watch is immediately notified by the routing
protocol and the secondary link is brought up.

5. Once the secondary link is up, at the expiration of each idle timeout, the primary link is
rechecked.

6. If the primary link remains down, the idle timer is indefinitely reset.

7. If the primary link is up, the secondary backup link is disconnected. Additionally, you can
set a disable timer to create a delay for the secondary link to disconnect, after the primary
link is reestablished.

Reference:
http://www.cisco.com/en/US/products/sw/iosswrel/ps1826/products_feature_guide09186a00
80080ebf.html

QUESTION 129

One of the Certkiller routers is configured for ISDN as shown below:
Interface serial0

ip address 192.168.10.1 255.255.255.0

Backup interface bri0O

Backup delay 5 10

Interface bri0

ip address 192.168.11.2 255.255.255.0

dialer idle-timeout 900

dialer-group 1

Based on this information, what is true about the above configuration?

A. The ISDN BRI line will go to "standby" mode 900 seconds after the serial interface
reactivates.

B. The ISDN BRI line will go to "standby" mode 10 seconds after the serial interface
reactivates.

C. The ISDN BRI line will deactivate the primary line reaches 10% utilization.
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D. The ISDN BRI line will go to standby after 900 seconds, but will reactivate if the
primary line reaches 10% utilization.

Answer: B

Explanation:

If you look at carefully at this portion of command:

Interface serial0

ip address 192.168.10.1 255.255.255.0

Backup interface bri0

Backup delay 5 10

You'll notice that the serial interface (serialO) is backed up by the BRI interface (BRO0). The
command Backup delay 5 10 has two number variables. The first number (5)

commands that if serial0 were to be compromised, BRIO is to take over after 5 seconds. The
second number (10) states that if serial0 were to somehow reactivate, BR10 will continue to
remain active for 10 seconds until going into standby mode. Having a backup system wait a
few seconds before kicking in is a smart feature because many times an interface may only
fail for a few seconds, and five seconds is a typical length of a user's patience. The longer
reactivation time is good, because the original line has to prove that it's capable of staying
active for 10 seconds before earning its credibility again.

QUESTION 130
Two Certkiller routers are set up for ISDN as shown in the diagram below, along with
the partial configuration of router Certkiller 1:

_____BRI2A . L —
ez v Gertkillercony... &2 :
10.1.1.0/24 - | oo gt ] iSDI s W 10.1.2.0/2
BRI 2/2 BRI 2

Router Certkiller1 (Cisco Router Certkiller1 (Cisco router) (con't)
router) > !

interface BRIZ/1

na ip address
encapsulation ppp
diafer pool-member 1
ppp authentication chap
ppp multilink

|

Interface BRI2/2

no ip address
encapsulation ppp
dialer pool-member 1
ppp authentication chap
ppp multilink

I Con't

interface Dialer 2

ip unnumbered Loopback0
encapsulation ppp
dialer pool 1

dialer string 6113

dialer string 6114
dialer-group 1

ppp authentication chap
ppp multilink

dialer max-link 6

!

ip route 10.1.2.0 255.255.255.0 Dialer2
dialer-list 1 protocol ip permit

Assuming that there are only two BRI interfaces on Router Certkiller 1; how many B
channels will end up forming the multilink PPP bundle between routers Certkiller 1 and

Certkiller 2?

A. Four ISDN B channels will form the Multilink PPP bundle.
B. No Multilink PPP bundle will be formed because the dialer interface is not associated

with the physical interfaces.
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C. Two ISDN B channels will form the Multilink PPP bundle.
D. No Multilink PPP bundle will be formed due to there being no load threshold
configured.

Answer: D

Explanation:

To configure bandwidth on demand by setting the maximum load before the dialer places
another call to a destination, use the dialer load-threshold command in interface
configuration mode.

When the cumulative load of all UP links (a number n) exceeds the load threshold the dialer
adds an extra link and when the cumulative load of all UP links minus one (n - 1) is at or
below load threshold then the dialer can bring down that one link. The dialer will make
additional calls or drop links as necessary but will never interrupt an existing call to another
destination.

The load argument is the calculated weighted average load value for the interface; 1 is
unloaded and 255 is fully loaded. The load is calculated by the system dynamically, based on
bandwidth. You can set the bandwidth for an interface in kilobits per second, using the
bandwidth command.

The load calculation determines how much of the total bandwidth you are using. A load
value of 255 means that you are using one hundred percent of the bandwidth. The load
number is required.

The PPP multilink bundle is activated only if dialer load-threshold is in the router
configuration.

QUESTION 131
The Certkiller ISDN configuration of Router A is displayed below:

- i . 9
e "__
= BRI 2/1 ‘“ ﬂ 1
10.1.1.024 u i ert‘ki e?f_ ; 10120724
RI22 N ~  BRIZ -
Router A N / Router B
S S
Router A (Cisco router) Router A {Cisco router) (con't)
]
interface BRI2/1 interface Dialer2
no ip address ip unnumbered LoophackO
encapsulation ppp encapsulation ppp
dialer pool-member 1 diater pool 1
ppp authentication chap dialer string 6113

ppp multilink
1

interface BRI22

no ip address
encapsulation ppp
dialer pool-member 1
ppp amhentication chap
ppp multilink

1 Con’t

dialer string 6114

dialer load-threshold 1 either
dinler-group 1

ppp suthentication chap

ppp multilink

dinler max-link 6

1

ip route 10,120 255 2552550 Dialer2
dialer-list 1 protocol ip permit

Assuming that there are only two BRI interfaces on Router Certkiller 1; how many B
channels will end up forming the multilink PPP bundle between routers A & B when
the total load threshold continuously remains greater then 50%?

COowp
AOWN
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E.5
F.6

Answer: D

Explanation:

When the cumulative load of all UP links (a number n) exceeds the load threshold the dialer
adds an extra link and when the cumulative load of all UP links minus one (n - 1) is at or
below load threshold then the dialer can bring down that one link. The dialer will make
additional calls or drop links as necessary but will never interrupt an existing call to another
destination.

The load argument is the calculated weighted average load value for the interface; 1 is
unloaded and 255 is fully loaded. The load is calculated by the system dynamically, based on
bandwidth. You can set the bandwidth for an interface in kilobits per second, using the
bandwidth command.

The load calculation determines how much of the total bandwidth you are using. A load
value of 255 means that you are using one hundred percent of the bandwidth. The load
number is required.

In this example, since the load is set to only 1 (either incoming or outgoing) the maximum
number of BRI links will be bonded in the bundle. Since there are 2 data channels per BRI
interface, all 4 of them will be utilized.

QUESTION 132

You are a network technician at Certkiller and you've just finished entering these
commands:

Certkiller A(config)#ip route 172.16.1.0 255.255.255.0 bri0

Certkiller A(config)#interface bri0

Certkiller A(config-if)#dialer map ip 10.1.1.1 name Certkiller B 5551111
Certkiller A(config-if)#dialer map ip 10.1.1.2 name Certkiller C 5552222
Certkiller A(config-if)#dialer map ip 10.1.1.3 name Certkiller D 5553333

As a result of your configuration; what will happen when traffic destined to host
172.16.1.1 is noticed by router Certkiller A?

A. The packets destined for the 172.16.1.0 network will be dropped.

B. The packets destined for the 172.16.1.0 network will be sent to the default route.
C. A DDR call will be placed first to router Certkiller B, and if it is busy, then to
Certkiller C and Certkiller D.

D. A DDR call will be placed to router Certkiller B and the packets routed to 10.1.1.1.

Answer: C

Explanation:

The command dialer map protocol next-hop-address [name hostname]

[speed 56|64] [broadcast]

[dial-string[:isdn-subaddress]

configures a serial interface or ISDN interface to call one or multiple sites. The name
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parameter refers to the name of the remote system. The speed parameter is the line speed in
kilobits per second to use. The broadcast parameter indicates that broadcasts should be
forwarded to this address. The dial-string[:isdn-subaddress] is the number to dial to reach the
destination and the optional ISDN subaddress. In this case, since there are 3 separate dialer
maps, the BRI interface will attempt to dial out to the remote offices until a call can be made
and the BRI interface comes up.

Reference:

Cisco Press - Building Cisco Remote Access Networks Student Guide v1.1 Page 7-32

QUESTION 133
Two Certkiller routers are connected via an ISDN network as displayed below:
10.120.1.1

ISDN 10.120.1.2
Certkiller.q 4085551111 Provider 4085552222

Certkiller-2
Which dialer map command would you use to configure Certkiller -1 to successfully
connect to Certkiller -2?

A. dialer map ip 10.120.1.2 name Certkiller -2 4085551111
B. dialer map ip 10.120.1.2 name Certkiller -1 4085551111
C. dialer map ip 10.120.1.2 name Certkiller -2 4085552222
D. dialer map ip 10.120.1.1 name Certkiller -1 4085552222
E. dialer map ip 10.120.1.1 name Certkiller -2 4085552222

Answer: C

Explanation:

The correct configuration syntax for both routers is displayed below:
Certkiller -1:

Certkiller -1