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QUESTION 601

You are the network administrator for Certkiller . A Windows Server 2003 computer named
Certkiller 11 is used to connect the network to the Internet.

You find out that some computers on the network are infected with a worm, which occasionally sends
out traffic to various hosts on the Internet. This traffic always uses a certain source TCP port number.
You need to identify which computers are infected with the worm. You need to configure a solution on
Certkiller 11 that will perform the following two tasks:

Detect and identify traffic that is sent by the worm.

Immediately send a notification to a network administrator that the infected computer needs to

be repaired.

What should you do?

A. Configure a WMI event trigger.

B. Configure a Network Monitor capture filter.
C. Configure a Network Monitor trigger.

D. Configure a System Monitor Alert.

Answer: C

Explanation: Network Monitor captures and displays network packets at byte-level. This is too much
information, and view and capture filters can be configured so that you can either view only the traffic that
you are interested in, or capture only that traffic. You can create a view filter by specifying source or
destination IP address, or protocol. Capture filters can be triggered by a pattern match, for example, so that
you can specify when the capture starts.

Incorrect answers:

A: WMI Control is a Windows Server 2003 utility that provides an interface for monitoring and controlling
system resources. WMI stands for Windows Management Instrumentation. This is not what is required,
you need a Network Monitor trigger.

B: Capturing the filter is not enough; you need to configure a trigger.

D: A System Monitor Alert is not going to comply with the Certkiller 11 requirements as set out in the
question.

Reference:

J.C. Mackin, lan McLean MCSA/MCSE Self-paced training kit (exam 70-291): Implementing, Managing,
and Maintaining a Microsoft Windows Server 2003 network infrastructure, Microsoft Press, Redmond,
2003, pp. 17: 4-10

QUESTION 602

You are the administrator of a Windows Server 2003 computer named Certkiller 1. The network
contains another Windows Server 2003 computer named Certkiller 2 that has the DNS and WINS
services installed. Two hundred Windows 2000 Professional computers regularly connect to Certkiller 1
to access file and print resources.

Administrators report that network traffic has increased and that response times for requests for
network resources on Certkiller 1 have increased.

You need to identify whether Certkiller 1 is receiving requests for resources through NetBIOS
broadcasts.

What should you do?
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A. Use Network Monitor to capture traffic between Certkiller 1 and all client computers.
B. Use Network Monitor to capture traffic between Certkiller 1 and Certkiller 2.

C. Monitor Event Viewer for Net Logon error or warning events.

D. Run the tracert command on Certkiller 1.

Answer: A

Explanation: Network Monitor captures and displays network packets at byte-level. This is too much
information, and view and capture filters can be configured so that you can either view only the traffic that
you are interested in, or capture only that traffic. You can create a view filter by specifying source or
destination IP address, or protocol. Capture filters can be triggered by a pattern match, for example, so that
you can specify when the capture starts. If you capture traffic between Certkiller 1 and all client computers
then you will be able to view the proper information to see whether Certkiller 1 is receiving requests for
resources through NetBIOS broadcasts.

Incorrect answers:

B: Capturing traffic between Certkiller 1 and Certkiller 2 will not yield the information necessary in this case.
C: Monitoring Net Logon error or warning events using Event Viewer will not yield the information that
you need.

D: Tracert reveals breaks in connectivity but does not provide statistics about router performance. Tracert is
a route-tracing utility that allows you to track the path of a forwarded packet from router to router for up

to 30 hops. Running tracert on Certkiller 1 will not yield thei formation that you need.

Reference:

J.C. Mackin, lan McLean MCSA/MCSE Self-paced training kit (exam 70-291): Implementing, Managing,
and Maintaining a Microsoft Windows Server 2003 network infrastructure, Microsoft Press, Redmond,
2003, pp. 17: 4-10

QUESTION 603

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. The functional level of the domain is Windows Server 2003.
The network configuration is shown in the exhibit.

***MISSING***

You need to configure a redundant secure Internet connection between the two offices. You install
and enable Routing and Remote Access on a Windows Server 2003 computer in each office. You
configure the servers to use L2TP ports for the connection.

You need to ensure that the communication between the two servers is authenticated and encrypted.
You must also ensure that the computer authentication attempts do not fail.

What should you do next on each of the two servers?

A. Install one certificate that has the server extensions and another certificate that has the client
extensions.

B. Install a single certificate that has the client extensions and the server extensions.

C. Create a remote access policy that filters on tunnel type and enforces 128-bit MPPE encryption.
D. Create a remote access policy that filters on tunnel type and enforces SPAP as the authentication
method.
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Answer: B

Explanation: By installing a single certificate with both the client and the server extensions on both of the
servers, would provide the redundancy between the two offices with regard to a secure Internet connection
whilst ensuring authenticated and encrypted communication between the two.

Incorrect answers:

A: By having separate certrificates for the server and the client extensions, you will not comply with with is
required.

C: MPPE is a 128-bit key or 40-bit key encryption algorithm using RSA RC4 that provides for packet
confidentiality between the remote access client and the remote access or tunnel server, and it is useful
where Internet Protocol Security (IPSec) is not available. But it cannot be utilized in this case.

D: SPAP does not support encryption of connection data.

Reference:

J.C. Mackin, lan McLean MCSA/MCSE Self-paced training kit (exam 70-291): Implementing, Managing,
and Maintaining a Microsoft Windows Server 2003 network infrastructure, Microsoft Press, Redmond,
2003, pp. 10:11, 15:16

QUESTION 604

You are the network administrator for Certkiller .com. A Windows Server 2003 computer named
Certkiller F runs Routing and Remote Access.

Certkiller sales representatives use Windows XP Professional portable computers. You need configure
Certkiller F to allow the sales representatives to dial in to the network.

For security purposes, you want to implement mutual authentication for all connection attempts and

to require all dial-in users to use smart cards for both local and dial-up logon.

Which authentication protocol should you use?

A. CHAP

B. MS-CHAP

C. MS-CHAP v2
D. EAP-TLS

Answer: D

Explanation: The use of smart cards for user authentication is the strongest form of authentication in the
Windows Server 2003 family. For remote access connections, you must use EAP with the Smart card or
other certificate (TLS) EAP type, also known as EAP-TLS. EAP-TLS is the only authentication method
supported when smart cards are used for remote authentication. A public key infrastructure (PKI) is required
to implement EAP-TLS.

A trusted certification authority verifies the user's identification based on the key the user provides. A
trusted certificate authority also verifies the identity of the remote access server, to secure both ends of the
communication channel. EAP is supported on Windows

2000, Windows XP, as well as Windows Server 2003 Standalone remote access servers or those that belong
to a workgroup cannot use EAP-TLS; only remote access servers that belong to a domain can do so.
Incorrect Answers:

A: CHAP will not solve the dilemma of the need to use smart cards for logon purposes.

B: MS-CHAP is not a mutual authentication process.
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C: MS-CHAP v2 does provide mutual authentication, but in this case EAP-TLS would be more appropriate
because the question also states a need to make use of smart cards for both local and dial-up logon.
Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Syngress Publishing Inc., Rockland, 2003, pp. 591, 594-595

QUESTION 605

You configure the Routing and Remote Access service on a server named Certkiller 1. Certkiller 1 is
connected to a modem pool and support eight simultaneous inbound connections. You instruct remote
users to dial on to Certkiller 1 from their home computers.

Certkiller .com's written business policy states that the only client computer operating systems that
should be supported for dial-up access are Windows 95, Windows 98, Windows 2000 Professional, and
Windows XP Professional.

You need to configure the remote access policy to support the most secure authentication methods
possible. You want to enable only the necessary authentication methods based on the supported client
computers that will be connecting.

Which authentication method or methods should you enable? Choose all that apply.

A. PAP

B. SPAP

C.CHAP

D. MS-CHAP Version 1
E. MS-CHAP Version 2

Answer: D, E

Explanation: MS-CHAP v2 is a mutual authentication method offering encryption of both authentication
data and connection data. New cryptographic key is used for each connection and each direction of
transmission. It is enabled by default in Windows 2000, Windows XP, and Windows Server 2003.
MS-CHAP v1 is a one-way authentication method offering encryption of both authentication data and
connection data. Same cryptographic key is used in all connections. It supports older Windows clients such
as Microsoft Windows 95 and Microsoft Windows 98. These two options represent the most secure
authentication methods to employ.

Incorrect answers:

A: PAP is a generic authentication method that does not encrypt authentication data. User credentials are
sent over the network in plaintext. It does not support encryption of connection data.

B: SPAP is a weakly encrypted authentication protocol offering interoperability with Shiva remote
networking products. It does not support encryption of connection data.

C: CHAPIs a generic authentication method offering encryption of authentication data through the MD5
hash ing scheme. It provides compatibility with non-Microsoft clients. The group policy applied to
accounts using this authentication method must be configured to store passwords using reversible
encryption. (Passwords must be reset after this new policy is applied.) It does not support encryption of
connection data.

Reference:

J.C. Mackin, lan McLean MCSA/MCSE Self-paced training kit (exam 70-291): Implementing, Managing,
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and Maintaining a Microsoft Windows Server 2003 network infrastructure, Microsoft Press, Redmond,
2003, pp. 10: 10-11

QUESTION 606

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. The functional level of Certkiller .com is Windows Server 2003.
The sales division has 500 users. These users belong to global groups as shown in the following table.
Group name  Users Member of

Sales Users All sales personnel None

Internal Sales Internal sales personnel Sales Users

All sales personnel with the exception of the employees in the Internal Sales group, are roaming users
who require access to the network from remote locations.

You configure a server named Certkiller 13 to function as a Routing and Remote Access server. In the
properties of all user accounts, you enable the Control access through remote access policy setting.
You need to configure remote access polices on Certkiller 13. You also need to ensure that only
roaming users are able to connect to Certkiller 13 from remote locations.

What should you do?

A. 1. Create a remote access policy named Policyl.

On Policyl, add the policy condition Windows-Groups matches " Certkiller .com\Sales Users".
Configure Policyl to allow access based on this policy condition.

2. Create a remote access policy named Policy?2.

On Policy2, add the policy condition Windows-Groups matches " Certkiller .com\Internal Sales".
Configure Policy2 to deny access based on this policy condition.

3. Assign Policy2 an order of 2.

Assign Policyl an order of 1

B. 1. Create a remote access policy named Policyl.

On Policyl, add the following condition Windows s-Groups matches " Certkiller .com\Sales Users".
Configure Policyl to allow access based on this policy condition.

2. Create a remote access policy named Policy?2.

On Policy2, add the policy condition Windows s-Groups matches " Certkiller .com\Internal Sales".
Configure Policy2 to deny access based on this policy condition.

3. Assign Policy2 an order of 1.

Assign Policyl an order of 2.

C. 1. Create a remote access policy named Policyl.

On Policyl, add the policy condition Windows s-Groups matches " Certkiller .com\Sales Users".
2. On Policyl, add the second policy condition Windows s-Groups matches

" Certkiller .com\Internal Sales".

3. Configure Policyl to deny access based on these policy conditions.

D. 1. Create a remote access policy named Policyl.

On Policyl, add the following condition Windows s-Groups matches " Certkiller .com\Sales Users".
2. On Policyl, add the second policy condition Windows s-Groups matches Windows s-Groups
matches " Certkiller .com\Internal Sales".

3. Configure Policyl to allow access based on these policy conditions.

Answer: B
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Explanation: You should allow remote access to members of the Sales group who are not members of the
Internal Sales group. Thus, you initially have to determine whether a user is a member of the Internal Sales
group; and deny those users access if the user is a member of this group. Following this, you need to verify
that the user is a member of the Sales group; and if so, allow the user access.

Incorrect Answers:

A: Part of the answer is missing. This does not represent a complete solution to the problem.

C: This will deny access to members of the Sales group and members of the Internal Sales group.

D: This will allow access to members of the Sales group and members of the Internal Sales group.
Reference:

James Chellis, Paul Robichaux and Matthew Sheltz, MCSA/MCSE: Windows Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc. Alameda, 2003, pp.
383-386

QUESTION 607

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com, and two subnets. The network contains a Windows Server
2003 computer named Certkiller 6. On Certkiller 6, Routing and Remote Access is enabled and is
configured as a dial-up server. A Windows Server 2003 computer named Certkiller 7 functions as a
DHCP server.

Certkiller 7 is authorized in the domain and leases 192.168.1.0/24 addresses to desktop client computers
on the LAN and to Certkiller 6 for dial-up user connections.

On Thursday, several dial-up users report that they cannot connect to Certkiller 6. You open
DhcpSrvLogThu.log and notice several lines that are partially shown in the following list.
15,...NACK,192.168.1.107, Certkiller 6

15,...NACK,192.168.1.103, Certkiller 6

15,...NACK,192.168.1.104, Certkiller 6

15,..NACK,192.168.1.105, Certkiller 6

15,...NACK,192.168.1.106, Certkiller 6

15,...NACK,192.168.1.108, Certkiller 6

15,...NACK,192.168.1.110, Certkiller 6

You want the dial-up users to have successful connections, and you want to avoid disrupting the LAN.
What should you do?

A. Delete the scope and create one in the 10.0.0.0 class

B. On Certkiller 7, configure the Conflict detection attempts setting to 2.

C. For the default Routing and Remote Class, create a 051 Lease scope option lease duration that uses
a longer lease duration than the LAN.

D. Configure a static address pool on Certkiller 6 for the dial-up client computers.

Answer: D

Explanation: Static routing provides predefined routes in a static routing table. Static routing systems don't
make any attempt to discover other routers or systems on their networks. Thus if you configure a static
address pool on Certkiller 6 for the dial-up client computers it will result in the dial-up users having
successful connection without disrupting the local area network. This should work since Certkiller 7 is
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configured as the DHCP server.

Reference:

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, pp.
342, 415

QUESTION 608

You are the administrator of an Active Directory domain named Certkiller .com. All servers run
Windows Server 2003.

The domain contains two domain controllers named DC1 and DC2. The domain also contains two
servers that run Routing and Remote Access named Certkiller 1 and Certkiller 2. Certkiller 1 and
Certkiller 2 provide users with dial-up access to the corporate network.

You install a new server named Certkiller 3. You configure Certkiller 3 with Internet Authentication
Service (IAS).

You want to centrally manage Routing and Remote Access authentication.

Which three actions should you perform? (Each correct answer presents part of the solution. Choose
three)

A. On Certkiller 1, use the Routing and Remote Access console to set the authentication provider to
Windows authentication.

B. On Certkiller 1, use the Routing and Remote Access console to set the authentication provider to
RADIUS authentication.

C. On Certkiller 2, use the Routing and Remote Access console to set the authentication provider to
Windows authentication.

D. On Certkiller 2, use Routing and Remote Access console to set the authentication provider to
RADIUS authentication.

E. Configure all remote access policies on Certkiller 3.

F. Export the local security settings from Certkiller 3 to a security template. Import the security template
into the local security settings on Certkiller 1 and Certkiller 2.

G. Install the Routing and Remote Access service on DC1 and DC2.

Answer: B, D, E

Explanation: RADIUS Authentication allows you to send all authentication requests heard by your server
on to a RADIUS server for approval or denial. You manage remote access policies through the Remote
Access Policies folder in the RRAS snap-in.

To manage Routing and Remote Access authentication centrally, you should make have the authentication
provider use of RADIUS authentication on Certkiller 1 and Certkiller 2 and then configure all the remote
access policies as described in options D and E.

Incorrect answers:

A: Windows Authentication is a built-in authentication suite included with Windows Server 2003. You
need an authentication that will work with RADIUS. If you want the local machine to authenticate your
remote access users, then you make use of Windows authentication, but not in this case.

C: Certkiller 1 should have the authentication provider set up and not Certkiller 2. Furthermore you would
need to make use of RADIUS authentication and not Windows authentication.

F: Local Security settings being exported and imported to the different servers will not result in central
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management of authentication.

G: This is not necessary as it will not help in centrally managing authentication.

Reference:

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, pp.
394-398

QUESTION 609

You are the administrator for Certkiller .com. All servers run Windows Server 2003.

Certkiller has a main office and three branch offices. A server named Certkiller 2 in one of the branch
offices is configured with Routing and Remote Access. Certkiller 2 connects the branch office to the
main office by using a demand-dial connection. The demand-dial connection is used primarily to allow
users to access a custom application by using port 9000 on a server in the main office.

Certkiller 2 is configured with two network interfaces, as shown in the exhibit.

**MISSING**

You want to conserve costs by controlling what causes the demand-dial connection to be established.
You only want Certkiller 2 to use the demand-dial connection when a user requires access to the custom
application by using port 9000. After the demand-dial connection is established, you will allow all
traffic to be routed over the connection. You want to accomplish this by using Routing and Remote
Access on Certkiller 2.

What should you do?

A. Create an inbound filter on the demand-dial connection to drop all traffic except for port 9000.

B. Create an outbound filter on the demand-dial connection to drop all traffic except for port 9000.

C. Create a demand-dial filter on the demand-dial connection to drop for all traffic except for port 9000.
D. Create an inbound filter on the Local Area Connection to drop all traffic except for port 9000.

E. Create an outbound filter on the Local Area Connection to drop all traffic except for port 9000.

Answer: C

Explanation: Configuring a demand-dial filter on the demand-dial connection to drop all traffic except for
port 9000 would ensure that your ISDN connection is only being used when necessary. Thus keeping costs
to the minimum.

Incorrect Answers:

A, B: An inbound or outbound filter on the demand-dial connection will still have to deal with all traffic
before it can prohibit the connection. This means that the ISDN connection is used constantly. The best
way to keep costs low would be to create a filter to drop ALL traffic except for port 9000.

D, E: Whether in- or outbound filters, traffic on the local area network does not mean that you have to
make use of routing and remote access. This makes these options irrelevant in this scenario.

Reference:

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 9, p. 502

QUESTION 610
Network topology Exhibit
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You work as a network administrator at the Certkiller main office in Toronto. Certkiller have several
offices spread across North America. Each office has a Windows Server 2003 computer that is
configured as a router. These servers relay network traffic on the internal network by using only
IPSec to ensure secure delivery of network packets. Twenty ports are currently available for this
network traffic.

Certkiller 's network connections are shown in the exhibit.

You plan to configure a new secure direct network connection between the New York office and the
Toronto office by using the Internet. For this secure connection, you also plan to use the same
tunneling protocol that is used on the internal company network.

You need to configure the server in the New York office to route traffic to the Toronto office an to the
offices. You need to ensure the fastest possible transmission of information over the new connection.
What should you do?

A. Create a new demand-dial interface that uses PPTP.

B. Create a new demand-dial interface that uses L2TP.

C. Configure an inbound IP filter for the IGMP (Internet Group Management Protocol) protocol.
D. Configure an outbound IP filter fore the IGMP (Internet Group Management Protocol) protocol.

Answer: B

Explanation: Because each office already has a Windows Server 2003 computer that is configured as a
router, you can configure a demand-dial interface on each computer. These computers would then operate as
a demand-dial router with the demand-dial interfaces building connections between the remote routers in the
branch offices. Windows Server 2003 servers include built in L2TP/IPSec support. Using this
implementation would provide the highest level of security by ensuring authentication, data confidentiality,
data integrity and data origin.

Incorrect Answers:

A: Although PPTP-based VPN connections do provide data confidentiality (captured packets cannot be
interpreted without the encryption key), they do not provide data integrity (proof that the data was not
modified in transit) or data origin authentication (proof that the data was sent by the authorized user).

Thus making this option unwanted.

C: Configuring a filter on inbound traffic only as suggested in this option is not advisable when you want
fast transmission of information for a secure IPSec connection with the same tunnelling protocol as the
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internal network.

D: Same as above. This option would also only represent half of a possible solution.

Reference:

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, p. 10:57

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Syngress Publishing Inc., Rockland, 2003, Chapters 9 & 10

QUESTION 611

Exhibit
Setting Certkiller Certkiller
Branchl Branch2 demand
demand dial dial
interface interface
Operation Periodic update Periodic update
mode mode mode
Oauctl?;mg RIP version 2 RIP version 2
P broadcast broadcast
protocol
Incoming RIP version 1 RIP version 1 and
packet
and 2 2
protocol

You are the network administrator for Certkiller .com. Certkiller .com has six branch offices named
Certkiller Branchl through Certkiller Branché.

You plan to create redundant demand-dial connections between all branch offices. You will begin the
implementation by configuring a demand-dial connection between Certkiller Branchl and

Certkiller Branch2.

You create one demand-dial interface on a Windows Server 2003 computer in Certkiller Branchl and
another on a Windows Server 2003 computer in Certkiller Branch2. The servers are named Certkiller 1
and Certkiller 2. You add each demand-dial interface to the RIP protocol and configure the RIP
properties for each interface as shown in the exhibit.

When you test the connection, you discover that neither server is inheriting the routes from the other
server.

You need to ensure that the routes are inherited when you enable the interfaces. You also need to
ensure that the routes persist on each server if a link failure occurs or if either server restarts. You
need to reduce convergence time between the routers.

What should you do?

A. Configure both routers to use auto-static update mode. Configure the outgoing packet protocols as
RIP version 2 broadcast. Configure the incoming packet protocols with RIP version 2 only.

B. Configure both routers to use auto-static update mode. Configure the outgoing packet protocols as
RIP version 2 broadcast. Configure the incoming packet protocols with RIP version 1 only.

C. Configure both routers to use periodic update mode. Configure the outgoing packet protocols as RIP
version 2 broadcast. Configure the incoming packet protocols with RIP version 2 only.

D. Configure both routers to use periodic update mode. Configure the outgoing packet protocols as RIP
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version 2 broadcast. Configure the incoming packet protocols with RIP version 1 only.
Answer: A

Explanation: In auto-static update mode, the RRAS router only broadcasts the contents of its routing table
when a remote router asks for it. The routes that the RRAS router learns from its RIP neighbors are marked
as static routes in the routing table, and they persist until you manually delete them-even if the router is
stopped and restarted or if RIP is disabled for that interface. Auto-static mode is the default for demand-dial
interfaces.

The primary difference between RIPv1 and RIPv2 is the manner in which updates are sent; RIPv1 uses
broadcasts every 30 seconds, and RIPv2 uses multicasts only when routes change. RIPv2 also supports
simple (e.g., plain text) username/password authentication, which is handy to prevent unwanted changes
from cluttering your routing tables. RIPv2 routers also add the ability to receive triggered updates.

SO, if you want to ensure that routes are inherited when you enable interfaces and that these routes persist
on each server in case of link failure whilst minimizing convergence time, then option A is the solution.
Incorrect answers:

B: Making use of auto-static update mode would be correct. However the incoming packet protocol should
be configured with RIP version 2 only.

C: Periodic update mode is a RIP update mode in which routing table updates are automatically sent to all
other RIP routers on the internetwork. This is the wrong update mode to use when you want to satisfy

the requirements of this question.

D: In this option both the update mode and the incoming packet protocol configuration that is suggested is
wrong.

Reference:

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, pp.
417- 418

QUESTION 612

You are a network administrator for Certkiller .com.

You need to change the IP addresses and subnet masks for two Windows Server 2003 domain
controllers named Certkiller 3 and Certkiller 4. You have been allocated the public IP network address
131.107.1.0/24. You want the subnet mask on Subnet A to support 58 hosts. You want the subnet mask
on Subnet B to support 28 hosts.

Because you want to conserve IP addresses, you want the subnet mask for each network to allow for
subnets that are close in size to the number of required hosts. You have been assigned a default
gateway of 131.107.1.1 for subnet A and a default gateway of 131.107.1.65 for subnet B.

Which IP address and subnet mask should you configure for each of the domain controllers?

Drag and Drop
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131.107.1.33

A 131.107.1.66
L AN

| | 255255255224

r4 131.107.1.65

IP Addresses, Select from these

| 131.107.1.33 || 131.107.1.66 || 131.107.1.98 } ‘ 131.107.1.129

Subnet masks, Select from these

| 255.255.255.240 || 255.255.255.224 II 255.255.255.192 ‘

Answer:

IP Addresses, Select from these

| 131.107.1.33 || 131.107.1.66 || 131.107.1.98 ‘ ‘ 131.107.1.129

Subnet masks, Select from these

| 255.255255.240 || 255.255.255.224 || 255255255192 ‘

Explanation: A 255.255.255.224 subnet mask gives five host address bits, so the maximum number of host
addresses is 2 5 - 2 = 30 host addresses. Thus this option suggests the only subnet mask that will allow for
sufficient IP addresses in case of further growth, whilst still conserving as many current addresses as
possible.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, MCSA/MCSE: Exam
70-291: Implementing, Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide
& DVD Training System, p. 62

QUESTION 613
Exhibit, Network topology

Brcom LAN
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R s "/ Subnet B
/ Router
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Host addresses: 131.107.194.7

131.107.128.2-
131.107.191.254

Exhibit #2
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224.0,0.0 224.0,0.0 131.107.142,6|131,107,142.6 |1
255.255.255.255 |255,255,255.255(131.107.142.6(131.107.142.6/|1

You are the network administrator of Certkiller .com. The Certkiller .com network contains two subnets
that are connected by a router. All servers run Windows Server 2003.

All network hosts are manually configured with TCP/IP information. The network is configured as
shown in the exhibit.

A developer named Sandra users a computer named Certkiller 3 for testing. Sandra reports that she
cannot access resources on a server named Certkiller 5. All other hosts on subnet A are able to access
resources on Certkiller 5.

From Certkiller 3 you successfully ping the IP address of the router interface on the local subnet.
However, you cannot ping the IP address of Certkiller 5 or the IP address of the router interface on
subnet B. You run the route print command on Certkiller 3 and receive the output shown in exhibit #2.
You need to ensure that Certkiller 3 can connect to Certkiller 5 and any other hosts on Subnet B.
What should you do?

A. Change the IP address on Certkiller 3 to 131.107.142.128.

B. Change the subnet mask on Certkiller 3 to 255.255.0.0.

C. Change the default gateway on Certkiller 3 to 131.107.128.1

D. Change the IP address of the router interface connecting to subnet A to 131.107.142.1
E. Change the IP address of the router interface connecting to subnet A to 131.107.194.1

Answer: C

Explanation: The default gateway is used to route traffic between your computer and computers on
different subnets. Each gateway has an IP address (to which the client sends outbound packets). When
deciding where to send packets bound for other networks, Windows Server 2003 will examine its internal
TCP/IP routing table to see whether it already knows how to get packets to the destination network. If so, it
uses that route. If not, it uses the default gateway. In the exhibit one sees that Certkiller 3 must go through the
router (131.107.128.1) to connect to Certkiller 5.

Incorrect answers:

A: Changing the IP address on Certkiller 3 is not going to enable connection to Certkiller 5. The default
gateway has to be changed.

B: It is not a subnet mask problem that is preventing Sandra from connecting to Certkiller 5.

D, E: There is no need to change the IP address of the router interface when all that is needed is to change
the Certkiller 3 default gateway so as to enable Sandra to connect to Certkiller 5 under the given
circumstances.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd & Laura Hunter, MCSA/MCSE: (Exam:
70-291) Implementing, Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide
& DVD Training System, Syngress Publishing Inc., Rockland, 2003, p. 75

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, p.
49
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QUESTION 614

You are the network administrator for Certkiller .com. The network contains seven hardware routers
and seven Windows Server 2003 routers. Each of the current hardware routers supports RIP version
1, RIP version 2.0, and OSPF.

You are process of upgrading the network hardware. During the upgrade, network routes will
fluctuate. You expect the final upgrades to be completed in six months. A static route connects a
network stub where network hardware and software testing takes place.

You need to ensure that convergance will occure in less than five minutes as you upgrade network
hardware.

Which routing protocol should you use?

A. Use RIP version 2.0. Configure the outgoing packet protocol to be RIP version 1 broadcast and the
incoming packet control to be RIP version 1 and version 2.

B. Use RIP version 2. Configure the outgoing packet protocol to be RIP version 2 broadcast and the
incoming packet protocol to be RIP version 2 only.

C. Use the IGMP Router and Proxy protocol.

D. Use the OSPF routing protocol and configure an area number of 0.0.0.0.

Answer:

QUESTION 615

You are the network administrator for Certkiller .com. All servers run Windows Server 2003.

You configure a server named Certkiller 2 as a Network Address Translation (NAT) server. Certkiller 2
has a single network adapter and a modem. Certkiller 2 connects to the Internet through a demand-dial
connection.

Users report that when they attempt to connect to Internet Web sites, they intermittently receive the
following error message: "Page not found". After waiting for several minutes, they can connect to the
Web sites. These errors occur throughout the day.

You need to configure Certkiller 2 to allow users to always connect to Internet Web sites.

What should you do?

A. Set the demand-dial connection to Persistent.

B. Set the dial-out hours on the demand-dial connection to any day and any time.
C. Set a demand-dial filter.

Configure the filter for Only allow the following traffic.

Specify a new filter outbound port 80.

D. Configure the demand-dial interface as the private interface.

Answer: A

Explanation: Demand-dial connection is a connection, typically using a circuit-switched wide area network
(WAN) link that is initiated when data needs to be forwarded. The demand-dial connection is typically
terminated when there is no traffic. To allow users to always successfully connect to the Internet you need to
configure the demand-dial connection as persistent as this will prevent the problem they are currently
experiencing.
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Incorrect answers:

B: Setting dial-out hours does not ensure consistent connectivity.

C: TCP port 80 is used for HTTP traffic. When one sets a demand-dial filter it is just to prohibit certain
types of traffic over certain ports. This is not what is required in this scenario.

D: The Internet is a Public interface and this option suggests that the demand-dial be configured as the
private interface. This will not do.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, MCSA/MCSE : Exam
70-291: Implementing, Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide
& DVD Training System, Syngress Publishing Inc., Rockland, 2003, pp. 651-652

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 5

QUESTION 616

You are the network administrator for Certkiller .com. The company has a high-speed Internet
connection. A Windows Server 2003 computer named Server5 has Routing and Remote Access
installed.

Some company employees use Windows XP Professional portable computers to connect to Server5. If
these users open Internet Explorer, a dial-up connection starts and automatically connects to Server5.
All portable computers and user accounts are in the Laptops organizational unit (OU). A Group

Policy object (GPO) named LaptopGPO is linked to the Laptops OU.

The network contains the additional servers shown in the following in the following table.

Server name Role

Certkiller 3 DHCP server
Certkiller 4 DNS server
Certkiller 5 Internet Web serer

Certkiller .com purchases two other companies. Portable computer users from the two other companies
report that when they open Internet Explorer, a dial-up connection starts, but does not connect, to
server5. You find out that the portable computers are attempting to connect to old servers from the
previous companies. You add the new portable computer and user accounts to the Laptops OU.

You want all portable computer users to immediately connect to Server5 through a single dial-up
connection when they open Internet Explorer. You want to accomplish this configuration with the
minimum amount of administrative effort.

What should do?

A. Add an alias (CNAME) resource record named wpad that points to Certkiller 5. On Certkiller 5
configure a wpad.dat automatic configuration file the points to a .ins configuration file. Edit the
LaptopGPO GPO and select Automatically detect configuration settings in the Automatic

Browser Configuration policy.

B. Edit the LaptopGPO GPO and select Enable Automatic Configuration in the Automatic Brower
Configuration policy.

C. Configure a dial-up connection to Server5. Edit the LaptopGPO GPO and in the Connection
Settings policy, select Import the Current Connection Settings from this machine and Delete
existing Dial-up Connection Settings.

D. Configure dial-up connection settings to server5. Export the settings to a .ins file in a shared folder
for which the portable computer users have Read access. On the portable computers, import the .ins
file a logon script.
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Answer: B

Explanation: To cut down on administrative effort a group policy modification that will enable automatic
configuration will have the desired effect. Thus all you need to is to select Enable Automatic
Configuration in the Automatic Brower Configuration policy on Server5.

Incorrect Answers:

A: An Alias (CNAME) record specifies another DNS domain name for a name that is already referenced in
another resource record. This is not what the question asks for. Only the latter part of the option is

correct.

C: The problem is not so much the connection settings from the machine, but rather a case of old nonexistent
servers of the previous company. You do not need to configure a dial-up connection to server>s.

All that is necessary is to edit the LaptopGPO and enabling automatic configuration. Everything else that
is needed is already in place.

D: This option suggests too much administrative effort. All that is needed is to edit the LaptopGPO and
enabling automatic configuration.

Reference:

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 3

QUESTION 617

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. All servers run Windows Server 2003.

The network contains a server named Certkiller 7 that runs the Routing and Remote Access service.
Users connect to Certkiller 7 by using VPNs through the Internet at any time of day.

The company's written security policy states that you must collect information about all VPN
connections to the network. This information includes when users logged on, how long they were
connected, and how much data was sent across the VPN connection.

You need to configure Certkiller 7 to collect the required information.

What should you do?

A. Configure RRAS login on Certkiller 7 to log all events. Archive the system log on Certkiller 7.

B. Configure an audit policy on the Domain Controllers OU. Audit all successful logon connections to
the network.

C. Use the Routing and Remote Access console to monitor the remote access client list.

D. Use the Routing and Remote Access console to monitor the ports list.

Answer: A

Explanation: The scenario described above mentions that server Certkiller 7 runs RRAS and since users
make use of Certkiller 7 through VPN to connect to the Internet, you should configure RRAS login to log all
events and archive the system log on Certkiller 7.

Incorrect answers:

B: Configuring audit policy and auditing all successful logon connections to the network will only yield

half of the information that is requested.

C& D: The Routing and Remote Access console will yield information regarding routing. The information
required in this question is for information about the VPN connections.
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Reference:

Mark Minasi, Christa Anderson, Michele Beveridge, C.
A. Callahan & Lisa Justice, Mastering Windows
Server 2003, Sybex Inc. Alameda, 2003, p. 262

QUESTION 618
You are the network administrator for Certkiller .com. Certkiller has a main office and four branch
offices. Certkiller 's network is configured a shown in the exhibit.

You need to establish network connectivity between the main office and Branch4. In the main office,
you configure a server named Certkiller 1, which has Routing and Remote Access installed, to be a
demand-dial router. You need to ensure that computers in only the main office can initiate a

connection to Branch4 on Certkiller 1.

You configure the input IP packet filters on Certkiller 1 to drop all traffic except traffic from Branch4.
You analyze the network traffic to Certkiller 1 and discover that Certkiller 1 is still initiating connections
from servers in other branch offices.

You need to ensure that Certkiller 1 does not initiate any connections from servers in the other branch
offices.

What should you do?

A. For the demand-dial interface, set a filter that has a source address of 192.168.1.0 and a subnet mask
of 255.255.255.255.

B. For the demand-dial interface, set a filter that has a source address of 192.168.1.0 and a subnet mask
of 255.255.255.0.

C. Add the demand-dial interface to the NAT/Basic Firewall object.

Add an address pool of 192.168.1.0 192.168.1.254 with a subnet mask of 255.255.255.255.

D. Add the demand-dial interface to the NAT/Basic Firewall object.

Add an address pool of 192.168.1.0 192.168.1.254 with a subnet mask of 255.255.255.0

Answer: B

Explanation: You need to prevent Certkiller 1 from initiating any connections from servers in the other
branch offices and only computers in the main office can initiate a connection to Branch4 on Certkiller 1.
Since there is already a filter on input IP packets on Certkiller 1 to drop all traffic except from Branch4, you
only need to set a filter with source address of 192.168.1.0 and a subnet mask of 255.255.255.0.

Incorrect answers:

A: The filter has to be set for source address of 192.168.1.0 and a subnet mask of 255.255.255.0 on the
demand-dial interface and not for the 255.255.255.255 subnet mask.

C, D: This will not prevent Certkiller 1 from initiating any connections from servers in the other branch
offices to Branch4.
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Reference:

J. C. Mackin, lan McLean, MCSA/MCSE self-paced Training Kit (exam 70-291): Implementing, Managing,
and Maintaining a Microsoft Windows Server 2003 Network Infrastructure, Microsoft Press, Redmond,
2003, Chapter 9, p. 72

QUESTION 619
Exhibit, Network Topology
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You are the network administrator for Certkiller .com. The network consists of two subnets and two
routers as shown in the exhibit.

While monitoring the network, you notice that the network utilization on router Certkiller 2 is near
capacity. The network utilization on router Certkiller 1 is very low.

You need to configure Certkiller C to ensure that it can still communicate with hosts on the Internet
while using minimum number of hops. You also need to ensure that Certkiller C will communicate
with the client computers in the 10.9.8.0 subnet by using router Certkiller 1.

Which two actions should you perform on Certkiller C? (Each correct answer presents part of the
solution. Choose two)

A. From a command prompt, type:

route -p add 10.9.8.0 mask 255.255.255.0 10.9.9.254 metric 1
B. From a command prompt, type:

route -p add 10.9.8.0 mask 255.255.255.0 10.9.9.1 metric 1
C. From a command prompt, type:

route -p add 0.0.0.0 mask 0.0.0.0 10.9.9.254 metric 1

D. From a command prompt, type:

route -p add 0.0.0.0 mask 0.0.0.0 10.9.9.1 metric 1

Answer: B, C.

Explanation: When adding routes, it's important to remember that these are temporary additions to the
routing table.When the computer is rebooted, these additions are erased.To make a permanent or persistent
entry in the routing table, use the -p parameter. Adding the -p switch to the Route Add command makes the
static route persistent, which means it remains even after the router is rebooted. It makes the route
permanent. Making use of options B and C will ensure that Certkiller C can communicate with client
computers in the 10.9.8.0 subnet by using the Certkiller 1 router and still communicate with hosts on the
Internet.

Reference:

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
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Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 15, p. 9:27

QUESTION 620
Exhibit, Network Topology
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You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com.

The Certkiller .com network consists of three subnets. The subnets are connected by two Cisco
hardware routers. Each subnet contains one Windows Server 2003 computer with the Routing and
Remote Access service enabled and configured. The relevant portion of the network is configured as
shown in the Topology exhibit.

Users in the 192.168.30.0/24 subnet report that they cannot access resources on Certkiller 1. You verify
that Certkiller 1 and Certkiller 2 can connect to each other. You run the tracert command on Certkiller 3
and view the output shown in the Tracert exhibit.

You need to ensure that users on all three segments of the network can access resources on Certkiller 1.
What should you do?

A. Modify the route to the 192.168.30.0 network in the routing table on router Certkiller A.
B. Modify the route to the 192.168.10.0 network in the routing table on router Certkiller B.
C. Modify the route to the 192.168.30.0 network in the routing table on server Certkiller 1.
D. Modify the route to the 192.168.10.0 network in the routing table on server Certkiller 2.
E. Modify the route to the 192.168.10.0 network in the routing table on server Certkiller 3.

Answer: B

Explanation:

When deciding where to send packets bound for other networks, Windows Server 2003 will examine its
internal TCP/IP routing table to see whether it already knows how to get packets to the destination network.
If so, it uses that route. If not, it uses the default gateway. In this case however, you need to route
192.168.10.1 in the routing table of the Certkiller B router. That will ensure that all three segments will have
accessibility to resources on Certkiller 1.

Incorrect answers:
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A: The modification to the routing table should be on the router of Certkiller B and not Certkiller A.

C, D & E: You should be modifying the route (irrespective of the various options posted by these three
options) in the routing table on the Certkiller B router and not on the server Certkiller 1, Certkiller 2 or
Certkiller 3.

Reference:

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, p.
49

QUESTION 621

You are the network administrator for Certkiller .com. Certkiller has a main office and several branch
offices. You work in the main office.

The network contains Windows Server 2003 computers and Windows XP Professional computers.

A user named Katherine works in a branch office. She reports that her client computer cannot
connect to a remote VPN server. You suspect that her client computer did not receive a recent hotfix.
You need to verify which hotfixes are installed on Katherine's computer.

What should you do?

A. From a command prompt, run the update.exe command.
B. From a command prompt, run the wmic gfe command.
C. View the History-synch.xml file.

D. View the History-approve.xml file.

Answer: B

Explanation: WMIC extends WMI for operation from several command-line interfaces and through batch
scripts. WMI is a WBEM-compliant utility for accessing management information in a network. Its
command line interface is WMIC. WMIC uses aliases, switches, verbs and parameters to obtain information
from a computer system. Because WMIC can connect to any computer remotely, Administrators can
perform remote administration with WMI and WMIC. This is the ideal solution to determine which hotfixes
are installed on Katherine's computer.

Incorrect Options:

A: Running the update.exe command installs hotfixes; it will not allow you to see which hotfixes has
already been installed.

C: Viewing the History-synch.xml file does not necessarily synchronize the server and have connecting
ability with the VPN server. It just gives you the ability to view the synchronization log.

D: Viewing the History-approve.xml file will not enable Katherine to connect to the VPN server. It is the
approval log that you will be viewing.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Laura E. Hunter and Will Schmied, Managing and
Maintaining a Windows Server 2003 Environment Study Guide & DVD Training System, Syngress
Publishing Inc., Rockland, 2003, p. 207

Dan Holme and Orin Thomas, MCSA/MCSE Self-Paced Training Kit (Exam 70-290): Managing and
Maintaining a Microsoft Windows Server 2003 Environment, Microsoft Press, Redmond, 2003, Chapter 12,
p. 495




070-292

QUESTION 622

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory forest named Certkiller .com. The functional level of the forest is Windows Server 2003.
The network contains a Windows Server 2003 computer named Certkiller 1 that functions as a VPN
server.

You set the remote access permissions for members of the Certkiller \Domain Admins group and the
Certkiller \Sales group in Active Directory to Control Access through Remote Access Policy. The
remote access permissions in Active Directory are not standardized for users who are not members of
the Certkiller \Domain Admins group and the Certkiller \Sales group.

You create three remote access policies as shown in the following table.

Policy | Order | Condition | Permission
name

All 1 Day-And- | Deny
Users Time-
Restrictions
matches
Any Day;
Any Time

Admin | 2 Windows- | Allow
Group
matches
Certkiller
\Domain
Admins

Windows-
Group
Sales 3 matches
Certkiller
\Sales

You need to ensure that only members of the Certkiller \Domain Admins group and Certkiller \Sales
group can establish a VPN connection to Certkiller 1.
What should you do?

A. Add the following policy condition to all Users Policy: Windows-Group matches " Certkiller \Domain
Users."

B. Change the policy order to Admin-1, All Users-2, Sales-3.

C. Change the Remote Access Permission in Active Directory to Allow for all members of the

Certkiller \Domain Admins and the Certkiller \Sales group.

D. Delete the All Users policy.

Answer: D

Explanation: A virtual private network (VPN) is the extension of a private network that encompasses
encapsulated, encrypted, and authenticated links across shared or public networks. VPN connections can
provide remote access and routed connections to private networks over the Internet.

In this server environment, only Allow Access and Deny Access remote access permissions are available for
user accounts. In this case, the Allow Access setting is the default and is the equivalent of the Control
Access Through Remote Access Policy setting in all other server environments. No setting at this functional
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level allows you to override user-level remote access permissions in remote access policies. Note that by
default the Remote Access Permission is set to Deny Access. Thus if you are to delete the restrictive All
Users policy whose order is first, then you will enable the members of Certkiller \Domain Admins group and
the Certkiller \Sales group will be able to establish VPN connections to Certkiller 1.

Incorrect answers:

A: In this scenario there is no need to add further policy conditions to the All Users Policy. In fact it needs
to be deleted since it is taking priority due to its order ranking.

B: Shifting the policy order around is not going to enable the members of Certkiller \Domain Admins group
and the Certkiller \Sales group to establish VPN connections to Certkiller 1

C: Even if you changed the Remote Access Permission in Active Directory to Allow, the All Users policy
would still take preference since it is first in the policy order ranking. You need to delete the All Users
policy.

Reference:

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 10, p. 26

QUESTION 623

You are the network administrator for Certkiller .com. The network contains a Windows Server 2003
computer named Certkiller 3, which runs Internet Authentication Service (IAS).

Three VPN servers are located in branch offices at IP addresses 131.107.10.5, 131.107.9.4, and
131.107.8.3. You expect no more than 30 concurrent connections per VPN server. All VPN servers
receive the same settings when they dial in. The existing remote access policy, the Minutes clients can
be connected (Session-Timeout) setting has a dial-in constraint of 10 minutes.

You do not have a certification authority (CA) on the network.

When users attempt to connect to one of the VPN servers, you want each VPN server to implement a
different dial-in constraint for the Minutes clients can be connected (Session-Timeout) setting.

What should you do?

A. Configure a separate remote access policy for each VPN server. On Certkiller 3, configure a Client-
IP-Address policy condition for each VPN policy.

B. Configure a separate remote access policy for each VPN server. On Certkiller 3, configure an L2TP
Tunnel-Type remote access policy condition for each VPN policy. On each VPN server, configure
L2TP ports with the server's IP address in the Phone number for this device setting.

C. Configure a single remote access policy. On each VPN server, configure PPTP ports with the
server's IP address in the Phone number for this device setting.

D. Configure a single remote access policy. On each VPN server, configure L2TP ports with the
server's IP address in the Phone number for this device setting.

Answer: A

Explanation: IAS is the Microsoft implementation of a Remote Authentication Dial-In User Service
(RADIUS) server and proxy, which provides authentication and accounting for network access. You should
be configuring a separate remote access policy for each VPN server. Since Certkiller 3 runs Internet
Authentication service, you should configure a Client-1P-Address policy condition for each VPN policy on
it.
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Incorrect answers:

B: Configuring a separate remote access policy for each VPN server is correct. But you should be
configuring a Client-IP-Address policy condition for each VPN policy on Certkiller 3 and not L2TP
Tunnel-type remote access policy conditions.

C, D: Using a single remote access policy will not ensure that each VPN server implements a different
dial-in constraint. Whether it is PPTP ports or L2TP ports that are configured with the server's IP
address, it will not work in this case.

Reference:

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 5

QUESTION 624

You are the administrator of an Active Directory domain. All servers run Windows Server 2003.

A server named Certkiller 1 is configured with Routing and Remote Access. Certkiller 1 is configured to
give members of the Domain Admins group VPN access to the corporate network. The dial-in
permission for all user accounts in Active Directory is set to Control Access through Remote Access
Policy. A single remote access policy is configured on Certkiller 1. The remote access policy is
configured as shown in the following table.

Name Condition Permission

Admin RRAS Policy  Windows-Groups matches Domain Admins  Allow

Certkiller 's written security policy states that all corporate executives should be allowed VPN access to
the network. All executives are members of a group named ExecutiveVVPN.

You need to provide all executives with VPN access to the network. Members of the Domain Admins
group must continue to have VPN access. No other users should be allowed VPN access to the
network.

What should you do?

A. Create a new remote access policy that has the condition of Windows-Groups matches "Domain
Users".

Set the permission on the policy to Deny and configure the policy order to 1.

B. Create a new remote access policy that has the condition of Windows-Groups matches
"ExecutiveVPN".

Set the permission on the policy to Allow and configure the policy order to 2.

C. Create a new remote access policy that has the condition of Windows-Groups matches "Domain
Users".

Se the permission on the policy to Allow and configure the policy order to 2.

D. Create a new remote access policy that has the condition of Windows-Groups matches
"ExecutiveVPN".

Set the permission on the policy to Deny and configure the policy order to 2.

E. On the properties of all user accounts except for the accounts of users who are members of the
Domain Admins group, set the dial-in permission to Deny.

Answer: B
Explanation: A remote access policy is a set of rules that are used to determine access rights or permissions

for remote users and hosts. You basically define rules with conditions, which the system in turn evaluates to
ascertain whether a particular user can connect or not. When two or multiple policies exist, the policies are
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evaluated according to the order that you specify. Therefore, creating a new remote access policy that has
the condition of Windows-Groups matches "ExecutiveVPN", and then setting the permission on the policy
to Allow with a policy order of 2 would provide executives with VPN access to the network.

Incorrect Answers:

A: With the permission setting on Deny you will not be granting the proper permissions. Secondly the new
remote access policy Windows-Groups conditions should math the Executive VPN and not Domain

Users.

C: The permission set to Allow is correct. However, the new remote access policy Windows-Groups
conditions should math the Executive VPN and not Domain Users.

D: All executives must be provided VPN access to the network and Denying them will thus not work.

E: Members of the Domain Admins group must continue to have VPN access. Thus setting the dial-in
permission to Deny will not have the desired effect.

Reference:

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 10, pp. 587 - 593

QUESTION 625

You are an administrator of a single Active Directory forest that contains one domain. All servers run
Windows Server 2003.

A server named Certkiller 1 is configured with Routing and Remote Access. Certkiller 1 is configured to
allow only inbound VPN connections that use L2TP. You assign the Server (Request Security) IPSec
policy on Certkiller 1. You configure the policy to use Kerberos and certificates for authentication.

From a Windows XP Professional computer named Client CK1 , which does not belong to the domain,
you attempt to establish a VPN connection to Certkiller 1 and receive the error message shown in the
exhibit.

Error Connecting to Certkiller1

"j Connecting:to 1921681061
- Error-800: Unable ta establish the VPN connection.  The YEN server
may be unreachable, or _security parameters may not be configured

prog for thiz cgnpectip
I _Ent{lnfi:l |

You verify that the VPN ports on Certkiller 1 are not being blocked by any intermediate devices.
You need to configure Client CK1 to allow it to establish a VPN connection to Certkiller 1.
What should you do?

A. Assign the Client (Respond Only) IPSec policy.

B. Assign the Server (Request Security) IPSec policy.

C. Install a valid IPSec certificate in the local machine store.

D. Configure the VPN connection so that only L2TP IPSec VPN is enabled.

Answer: C

Explanation: L2TP/IPSec requires a certificate infrastructure or a preshared key to issue computer
certificates to the VPN server and all VPN clients. Machine certificates are digital certificates issued to
machines instead of users. They allow each end of the connection to authenticate the computers involved.
Machine endpoints are authenticated before the VPN client ever sends an authentication request. Machine
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level authentication is a prerequisite step for a L2TP VPN. You can manually enroll machines by using the
certificate authority tools to request a computer certificate for each machine that needs one. Alternatively,
you force the CA to issue a certificate to the VPN server. This is done by restarting the VPN server or
refreshing the local security policy.

Incorrect Answers:

A: Client (Respond Only) is used for computers that should not secure communications most of the time,
but if requested to set up a secure communication, they can respond. By assigning the Client (Respond
Only) IPSec policy you will not allow the establishment of a VPN connection to Certkiller 1.

B: Server (Request Security) is used for computers that should secure communications most of the time. In
this policy, the computer accepts unsecured traffic but always attempts to secure additional
communications by requesting security from the original sender. Thus by assigning this setting you will
not accomplish your goal of allowing the establishment of a VPN connection to Certkiller 1.

D: To enable only L2TP IPSec VPN will not work as Certkiller 1 is configured to allow only inbound VPN
connections that make use of L2TP and there are two ends to a connection.

Reference:

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 5

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 10, pp. 619 - 220

QUESTION 626

The network contains a server named RRAS1 that runs the Routing and Remote Access service. Users
connect to RRAS1 by using VPNs through the Internet.

RRASL is configured to support VPN connections by using both PPTP and L2TP. Certkiller
management informs you that support for PPTP will be phased out over the next two months.

You enable all of Certkiller 's portable computers to use L2TP to connect to RRAS1. However, some
users also access RRAS1 by using their home computers. The home computers must be enabled for
L2TP.

You need to view the current VPN connections to RRASL to find out which users are connecting to the
server by using PPTP.

What should you do?

A. Configure auditing in the local security policy on RRASL to log all logon events.

B. Configure an audit policy on the Domain Controllers organizational unit (OU).

Audit all successful logons to the network.

C. Use the Routing and Remote Access console to review the remote access clients list.

D. Use the Routing and Remote Access console to review the properties for each active PPTP port.

Answer: D

Explanation: You can use a number of tools with the Routing and Remote Access management console to
manage remote access clients. The management console provides administrators with a quick and easy way
of viewing which clients are currently connected to a remote access server. To do so, click the Remote
Access Clients container listed under your remote access server. The left pane displays the users currently
connected. You can view status information for specific users by right-clicking their username and clicking
the Status option. You can also disconnect a specific user by right-clicking the username and selecting the
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Disconnect option.

Incorrect answers:

A: Logging all logon events is not just a schlep, but it will also not reveal to you current VPN connections
to RRASL to check who uses the PPTP port.

B: This option will result in all the logon being audited and not just the current VPN connections to RRAS1
to check who uses the PPTP port.

C: This option can also work, but this would only be half a solution whereas if you could review the
properties for each active PPTP port, you would be doing it properly.

Reference:

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 5

QUESTION 627

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. The functional level of the domain is Windows Server 2003.
A Windows Server 2003 computer named RRAS1 functions as the Routing and Remote Access server.
RRASL. Certkiller .com is located in the company's main office.

One hundred managers dial in to RRAS1 from Windows XP Professional computers in company
retail stores to submit sales reports. The manager's dial-in permissions are set to control access
through Remote Access Policy. These dial-up connections occur every day, Monday through Friday,
between 4:00 P.M. and 6:00 P.M. The reports take no more than one hour to complete.

You want to narrow the opportunity for unauthorized attempts to access RRAS1. On Thursday

night, you ask another administrator to configure the appropriate time restriction settings.

On Friday, store managers report that they are unable to connect to RRAS1.

RRASL1 contains only one remote access policy. The policy is configured to Grant remote access
permission. In the policy's conditions, in the Time of day constraints, you see the configuration shown
in the Policy Condition exhibit.
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The policy profile-dial in constraint is configured to allow access as shown in the Policy Profile
exhibit:
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You need to ensure that store managers are able to dial in to RRASL to submit their sales reports.
What should you do?

A. Change the policy profile dial-in constraint for the Allow access only on these days and at these
times setting to Monday through Friday from 4:00 P.M. to 10:00 P.M.

B. Change the policy condition Time of day constraints to All.

C. Change the policy condition Time of day constraints to Monday through Friday from 4.00 P.M. to
12:00 A.M.

D. Configure the Windows XP computers to Automatically synchronize with an Internet time server
to ensure that their clocks differ by no more than five minutes from the Coordinated Universal Time
on RRASL.

Answer: D

Explanation: The Time of day constraints and profile-dial constraints are configured correctly, therefore
making solutions A, B and C inappropriate. The authentication system will not allow access to a client
computer if the time setting is more than five minutes from the Coordinated Universal Time on the RRAS
server. This is why it is important that the time zone and the time are configured correctly on the client
computers. The RRAS server will take into consideration the time differences between different time zones.
With automatic synchronization with the RRASL1 server, the store managers will be able to get up to date
sales figures to submit their reports.

Incorrect Answers:

A, B, C: In this scenario these options suggests inappropriate solutions as the Time of day constraints and
profile-dial constraints are already configured. Suggesting changes to policy conditions would thus be
obsolete.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Syngress Publishing Inc., Rockland, 2003, p. 701

QUESTION 628

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory forest. The forest contains three domains named Certkiller .com, sales. Certkiller .com, and
marketing. Certkiller .com. The relevant portion of the forest is shown in the work area below.

The current Master Operation roles held by each domain controller are shown in the following table.
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Domain controller | Roles

Cerkiller PDC emulater, BID master, infrastructure master
Certkiller2 Schema master, domain naming master
Cerkillera PDiC emulator, BID master, infrastructure master
Certkillerd DDC emulater, BID master, infrastructure master

Users in the sales. Certkiller .com report that they are unable to access resources in

marketing. Certkiller .com. The network security administrator discovers that Kerberos authentication
is failing because of a time synchronization error.

You need to identify the servers that are providing time synchronization services to the client
computers in each child domain.

Which servers should you identify?

To answer, drag the appropriate server to the corresponding child domain. You can use a server

name more than once.

Servers
Select from these

[Cedigljent] — N
IR r.com %/\ DNS Server

Work area, Place here

Domain Controller
Certkiller3| Ce r - -
Certkillerd Domain Controller

Domain Controller fail

Ce

|__FI computers
SH

marketing client
-, computers

sales client m
- /O
Saleg.Certkiller.comMarketing.Certkiller.com

Answer:

Servers
Select from these

C EFTRITH r.com E/\/— DNS Server

ertkiller2 Domain Controller
Cel r

ifkiller2
Domain Coptroller

Certkiller.com

—
Domain Controller

Domain Controllf&s]t
Certkiller4 Certkiller3
Ce rd==n  sales client Certkiller4
le
L
[ =

Lr computers
fing ot
Saleg.Certkiller.comMarketing.Ce

Explanation: Kerberos by default rejects authentication when time synchronization errors occur. By default,
the first domain controller on each domain is the NTP server for that domain. The first domain controller in
a domain is by default also the PDC emulator. Therefore, we can deduce that Certkiller 1 is the NTP server
for the Certkiller .com domain.

You can configure the domain controllers in each child domain to synchronize time with the root domain:
net time \\server2 /domain:contoso.com /setsntp:serverl. Certkiller .com.

net time \\server3 /domain:sales.contoso.com /setsntp:serverl. Certkiller .com.

net time \\server4 /domain:marketing.contoso.com /setsntp:serverl. Certkiller .com.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd & Laura Hunter, Implementing, Managing,

marketing client
computers

iller.com
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and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training System, Syngress
Publishing Inc., Rockland, 2003, p. 297

QUESTION 629

You administer a Windows Server 2003 computer named Certkiller C which functions as a DHCP
server. Certkiller C is configured to lease addresses in the 10.40.30.1 - 10.40.30.254 range. All
addresses in this scope are reserved for computers on the internal network.

Another scope is configured to lease addresses in the 131.107.20.1 - 131.107.20.254 range. This scope
is intended to provide addresses for Routing and Remote Access clients.

You configure a new Windows Server 2003 computer named Certkiller D to function as a Remote
Access server for VPN connections. Users will connect to Certkiller D by using PPTP. Certkiller D is
configured to assign IP addresses to Routing and Remote Access clients by using DHCP.

The relevant portion of the network is shown in the following diagram.

Client
computers

131107201

PN connection =
s

Certkillerd | 1911072021 |

=]
VPN client

CertkillerC
You connect to Certkiller D from a remote test computer by using a PPTP connection. The test
computer successfully pings Certkiller D. However, when you run the ping command to connect to
other computers on the internal network, you are unsuccessful.

You need to be able to access resources on the internal network from client computers that are
connected to Certkiller D by a VPN connection.

How should you configure Routing and Remote Access on Certkiller D?

A. Enable the RIP protocol, and assign the demand-dial interface to it.
B. Enable LAN and demand-dial routing.

C. Configure the PPTP ports to allow demand-dial routing connections.
D. Create a static address pool in the 131.107.20.1/24 range.

Answer: B

Explanation: To enable Routing And Remote Access for demand-dial routing, you have to select the LAN
And Demand-Dial Routing option on Certkiller D. This is necessary to link the remote network with your
LAN.

Incorrect Answers:

A: Enabling RIP Protocol and assigning the demand-dial interface to it will not work in this scenario.

C: Allowing demand-dial routing connections by configuring the PPTP ports will not work as you need to
activate the LAN And Demand-Dial Routing option on Certkiller D.

D: The creation of a static address pool in that particular range will not allow you to accomplish your task.
You need to link the remote network with the local area network.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
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Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Chapter 9, Syngress Publishing Inc., Rockland, 2003, pp. 511, 712

QUESTION 630

You are the network administrator for Certkiller .

A new Windows Server 2003 computer named Certkiller 6 is located in a small branch office.
Certkiller 6 runs third-party update software and needs to connect to the Internet to download
software updates. Certkiller 6 distributes the updates to Windows XP Professional client computers in
the branch office.

You configure Certkiller 6 so that when you double-click the Internet Explorer icon, a VPN dial-up
connection to the main office automatically starts. You want Certkiller 6 to access the Internet through
a Microsoft Internet Security and Acceleration (ISA) Server computer named ISAL in the main office.
ISAL uses IP address 131.107.68.92 on the Internet and is also the Routing and Remote Access server
to the LAN. The ISAL1 LAN interface uses IP address 10.10.0.1. Inbound VPN connections receive
10.10.0.0 IP addresses. Client computers can connect to the Internet only through ISA1.

ISAL has dynamically updates host (A) resource records for both ISA1 interfaces.

On Certkiller 6, you double-click the Internet Explorer icon to initiate an Internet connection.
Certkiller 6 successfully establishes a VPN connection to ISA1, but cannot connect to the Internet. The

Internet Explorer settings for the VPN dial-up connection are shown in the exhibit.
[coandi settings (x|

Bastomatic corfiguration

Rusamatic canfigur stion ey cwarride manual settings. Ta ensures the
use of manual settings, disable automatc configuration,

I fukamaticaly detect s=ttings
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PrOKY Sarver
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Dialup settings
Lser name: Prgpesties
Password: Adyanced |

Domnain; |

Concel
Some users on other VPN connections to ISA1 report that they can connect to the Internet, and other
users report that they cannot.
You want Certkiller 6 and all other VPN connections to ISA1 to consistently connect to the Internet.
What should you do?

A. In the Internet Explorer settings for the VPN dial-up connection on Certkiller 6, select the Bypass
proxy server for local addresses check box.

B. In the Internet Explorer settings for the VPN dial-up connection on Certkiller 6, enter 10.10.0.1 for
the proxy server address.

C. In the Internet Explorer settings for the VPN dial-up connection on Certkiller 6, select the
Automatically detect settings check box.

D. On the network properties for the 131.107.68.92 connection on ISAL, clear the Register this
connection's addresses in DNS check box.

Answer: D
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Explanation: The address of the proxy server is ISA1 and needs to be resolved by making use of DNS. The
question states that ISA1 has dynamically updated host (A) resource records for both ISA1 interfaces. Thus
when you query DNS for the IP address of ISA1 you could receive the IP address of the external interface,
or the IP address of the internal interface. You should clear the Register this connection's addresses in

DNS check box for the external interface of ISA1 because you only want the IP address of the internal
interface.

Incorrect answers:

A: Selecting the Bypass proxy server for local addresses option would reduce traffic to the ISA server
because only data that is intended for an external address would be sent to the ISA Server. This will not
correct the problem of inconsistent connections.

B: This approach of making the proxy server address 10.10.0.1 relates only to Certkiller 6. The requirement
is that Certkiller 6 and all other VPN connections to ISA1 should consistently connect to the Internet.

C: This approach too only involves Certkiller 6, and not all the clients. The other users will still be facing the
same problem of inconsistent connections.

Reference:

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 5
James Chellis, Paul Robichaux and Matthew Sheltz, MCSA/MCSE: Windows Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc. Alameda, 2003, p.
359

QUESTION 631

You are the network administrator for Certkiller .com. The network serves a main office and one
branch office. Both offices are configured to route traffic to the Internet. A Windows Server 2003
computer named Certkiller 1 is located in the main office. A Windows 2003 computer named Certkiller 2
is located in the branch office.

You need to create an Internet connection between the main office and the branch office. You also
need to ensure that the connection meets the following requirements:

* Provides the highest possible level of encryption for traffic between the two offices.

* Provides mutual authentication between the two servers.

* Requires no additional hardware or software.

Which connection or connections should you configure? (Choose all that apply)

A. An L2TP VPN connection.

B. An PPTP VPN connection.

C. A PPP over Ethernet (PPPoE) connection.
D. An IPSec tunnel

Answer: A, D

Explanation: A virtual private network (VPN) is a private network of computers that is at least partially
connected using public channels or lines, such as the Internet. The two protocols used for accessing a VPN
server are the Point-to-Point Tunneling Protocol (PPTP) and the Layer 2 Tunneling Protocol (L2TP). VPNs
use encryption and secure protocols such as PPTP and L2TP to ensure that unauthorized parties do not
intercept data transmissions. L2TP uses IPSec for data encryption thus you would also make use of an IPSec
tunnel. This should ensure that you get the highest possible level of encryption for traffic between the two
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offices, mutual authentication without necessitating additional hardware or software.

Incorrect answers:

B: PPTP is used over a PPP connection on an IP based network to create a secure tunnel.

C: This is an IP based network and making use of PPP over Point-to-Point Protocol over Ethernet (PPPOE)
will not work. Thus this option is not the answer.

Reference:

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 5

QUESTION 632

You are the network administrator for Certkiller .com. The network contains 400 Windows XP
Professional computers and a Windows Server 2003 computer that runs Microsoft Internet Security
and Acceleration (ISA) Server.

Three hundred employees work from remote locations. These users dial in to the company LAN to
establish an Internet connection and then using a VPN connection to connect to a Windows Server
2003 computer named Certkiller RAS. Internet access speeds among the dial-in users range from
28.8 Kbps to 3 Mbps.

The proxy server logs a higher level of Internet activity when the dial-in users connect. The DNS
server forwards DNS queries to two Internet service provider (ISP) DNS servers.

Regardless of Internet access speed, dial-in users report that local Web browsing for public Internet
pages slows dramatically whenever they establish a VPN connection to Certkiller RAS.

You run a network monitoring utility and verify that the LAN bandwidth utilization is within
acceptable limits.

You need to resolve the slow Internet performance issue. You plan to use the Connection Manager
Administration Kit wizard to configure all the dial-in user connections.

What should you do?

A. Configure the Internet Explorer LAN settings to Automatically detect settings.

B. In the TCP/IP settings for each VPN client connection, add the DNS IP addresses of the two DNS
servers hosted by the ISP as the primary DNS address.

C. In the TCP/IP settings for each VPN client connection, add the DNS IP address of Certkiller 's DNS
server as the primary DNS address.

D. In the TCP/IP settings for each VPN client connection, clear the Make this connection the client's
default gateway check box.

Answer: D

Explanation: When the users dial into the network, they use the LAN router as their default gateway to
access the Internet. However, when they connect to the VPN server, the VPN server becomes the clients'
default gateway. This indicates that all Internet traffic is moving through the VPN server. To prevent this
from occurring, configure the TCP/IP settings for each VPN client connection by clearing the Make this
connection the client's default gateway check box.

Incorrect Answers:

A: You should prevent all Internet traffic moving through the VPN server, thus you need to reconfigure the
TCP/IP settings for the VPN client connections, not the LAN Internet Explorer settings.

B, C: Adding DNS IP addresses as primary DNS addresses, whether it is of the two DNS servers hosted by
the ISP or the Certkiller DNS server, will not serve the same purpose as clearing the Make this
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connection the client's default gateway. Thus these options will not work.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Laura E. Hunter and Will Schmied, MCSA/MCSE:
Exam 70-290: Managing and Maintaining a Windows Server 2003 Environment Study Guide & DVD
Training System, Syngress Publishing Inc., Rockland, 2003, p. 73

QUESTION 633
Exhibit, Network Topology

Branch office
pcrlrnotcr network

Cerifillert

You are the network administrator for Certklller .com. The network consists of a single Active
Directory domain named Certkiller .com. All servers run Windows Server 2003.

Certkiller .com has a main office and one branch office. The perimeter networks for each office are
configured as shown in the exhibit.

You configure an L2TP/IPSec VPN tunnel between Certkiller 1 and Certkiller 2. You also configure and
assign an IPSec policy named Certkiller IPSec that required secure communications.

You need to ensure that no unsecured traffic from the Internet reaches the internal network through

this VPN. You also need to ensure that access to the VPN servers from their respective internal
networks is not disrupted.

What should you do?

A. Configure input and output L2TP/IPSec packet filters on the internal interfaces on Certkiller 1 and
Certkiller 2.

B. Configure input and output L2TP/IPSec packet filters on the external interfaces on Certkiller 1 and
Certkiller 2.

C. In the properties of RASIPSec, edit the All IP Traffic IP Filter list to include the IP addresses for
only Certkiller 1 and Certkiller 2.

D. In the properties of RASIPSec, edit the All ICMP Traffic IP Filter list to include the IP addresses
for only Certkiller 1 and Certkiller 2.

Answer: B

Explanation: Packet filtering is a technology that filters what type of traffic is allowed into and out of the
router. One of the most useful features in RRAS is its ability to selectively filter TCP/IP packets in both
directions. You can construct filters that allow or deny traffic into or out of your network based on rules that
specify source and destination addresses and ports. The basic idea behind packet filtering is simple: You
specify filter rules and incoming packets are measured against those rules. You have two choices: Accept all
packets except those prohibited by a rule or drop all packets except those permitted by a rule.

Filters are normally used to block out undesirable traffic. In general, the idea is to keep out packets that your
machines shouldn't see.

If you want to ensure that no unsecured traffic from the Internet reaches your internal network through the
VPN whilst ensuring access to the VPN servers from their respective internal networks, then you should
configure input and output L2TP / IPSec packet filters on the external interfaces on both Certkiller 1 and
Certkiller 2.

Incorrect answers:
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A: The filters should be onfigured on the external interfaces pof both Certkiller 1 and Certkiller 2 and not on
the internal interfaces.

C & D: Editing the All IP Traffic IP Filter to include the Certkiller 1 and Certkiller 2 IP addresses is not going
to address the problem that you are trying to avoid. Neither will editing the All ICMP traffic IP Filter

list.

Reference:

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, pp.
422, 447

QUESTION 634

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. The domain contains Windows Server 2003 computers and
Windows XP Professional computers.

On a server named Certkiller 1, you configure Routing and Remote Access to be a VPN server.
Certkiller 1 is configured to use only the TCP/IP protocol.

Each day, a vendor establishes a VPN connection to Certkiller 1 and uploads data to Certkiller 1. Only
the vendor has remote access permissions for Certkiller 1.

You discover that the vendor has accessed others computers on the network. You need to prevent the
vendor from gaining access to the network to which Certkiller 1 is connected.

What should you do?

A. From a command prompt on Certkiller 1, run the route -p command.

B. Create a remote access policy for the vendor.

Add the NAS-Port-Type matches Virtual (VPN) condition for incoming connection requests to the
remote access policy.

C. Open the Routing and Remote Access console on Certkiller 1.

Clear the Multilink connections check box in the server properties.

D. Open the Routing and Remote Access console on Certkiller 1.

Clear the Enable IP routing check box in the server properties.

Answer: D

Explanation: The Enable IP Routing checkbox regulates whether RRAS will route IP packets between a
remote client and the other interfaces on a RRAS server. Therefore, when the option is enabled, a packet of a
remote client can move to any host to which the RRAS server has a route. The option is enabled by default.
Clear the Enable IP routing check box in the server properties to restrict the vendor to accessing resources
on only the RRAS server. By clearing this checkbox you disable the vendor accessing the other computers
on the network without denying the vendor access to Certkiller 1.

Incorrect Answers:

A: Running the route -p command is to create a persistent routing table entry. This is exactly what you want
to avoid.

B: This is unnecessary when all you need to is to access the Routing and Remote Access console and clear
the Enable IP Routing check box.

C: Clearing the Multilink connections check box will not stop the vendor from being able to access the
other computers that Certkiller 1 in linked to.



070-292

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Syngress Publishing Inc., Rockland, 2003, p. 135

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 10, p. 600

QUESTION 635

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. The domain contains two Windows Server 2003 computers
named Certkiller 5 and Certkiller 6. You configure Certkiller 6 as a VPN server.

You need to configure a secure remote PPTP connection to Certkiller 6. The connection will be used by
users who connect to the Certkiller .com network when the work from home. These users are members
of the domain and use Windows XP Professional computers. You will require these users to use smart
cards for remote access.

You create a global group named Home Users and add the appropriate users to that group. You

install and configure Certificate Services on Certkiller 5, and you enrol the smart cards.

You need to protect the remote connection from malicious users on the Internet. You need to ensure
that Certkiller 6 receives VPN traffic from only members of the Home users group. You also need to
minimize the effort required by members of the Home Users group to configure their connections.
What should you do on Certkiller 6?

To answer, drag the appropriate action or actions to the work area. Order is not important.

Drag and Drop.

Actions, Select from these Actions, place here

Enable packet filters on the network adapter of adapters Task
that only accept inhound traffic on TCP port 443 as

0
: XD
£
2
%.

e Task

Enable SPAP, Task

Enable EAP.

Enable MS-CHAP v2,
¥ = L1 11

Enable MS-CHAP.

Answer:
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Actions, Select from these Actions, place here

Enable packet fillers on the network adapter or adapters Creats note access policy that restricts access based

that only acceptj traffic on TP oo on Windows groups.
4%9!’ .Com

Enable EAP.

Enable SPAP.
Enable MS-CHAP v2

-com

Enable MS-CHAP.

Explanation: In the question it was not necessary to put them in the right order.

Extensible Authentication Protocol (EAP) is a protocol that allows third parties to write modules that
implement new authentication methods and retrofit them to fielded servers.

MSCHAP v2 authentication.The process begins with a challenge, consisting of a session ID and a challenge
string, sent from the remote access server (also called the authenticator) to the remote client. The remote
client responds with the username, a peer challenge, the received challenge string, the session identifier, and
the user's password.These last three are in encrypted format.The remote access server checks the client
responses and replies with a success or failure indication and an authentication response based on the sent
challenge, the peer challenge, the encrypted response of the client, and the user's password.The client then
verifies the authentication response of the server and completes the connection if the response is correct. If
the client receives an invalid response from the remote access server, the connection is dropped.This twoway,
mutual authentication process ensures authenticity of the client and server.

Reference:

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, p.
395

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd & Laura Hunter, MCSA/MCSE: (Exam:
70-291) Implementing, Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide
& DVD Training System, Syngress Publishing Inc., Rockland, 2003, p. 593

QUESTION 636
Exhibit, Network Topology

Certkiller.com Los
- Angeles Branch Office

Firewall

ler1 s
You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com.

The company has a main office in New York and one branch office in Los Angeles. The perimeter
networks for each office are configured as shown in the exhibit.

Certkiller 1 and Certkiller 2 are each configured with a dedicated external connection to the Internet.
You need to configure a private network that allows for Internet-based communication between the
mainoffice servers and client computers and between the branch office servers and client computers.
You also need to ensure that this communication is secured by using IPSec encryption.
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Which two actions should you perform? Each correct answer presents part of the solution. Select two.

A. Configure a VPN connection between Certkiller 1 and Certkiller 2 that uses the L2TP tunnelling
protocol.

B. Configure a VPN connection between Certkiller 1 and Certkiller 2 that uses the PPTP tunnelling
protocol.

C. Install and configure a certification authority (CA) in the Active Directory domain.

D. Install a third-party SIMIME certificate on Certkiller 1 and Certkiller 2.

E. For each perimeter network server, configure a remote access policy to require the use of the EAPTLS
authentication protocol.

Answer: A, C

Explanation: A virtual private network (VPN) is a private network that uses links across private or public
networks (such as the Internet). When data is sent over the remote link, it is encapsulated, encrypted, and
requires authentication services. And Layer 2 Tunneling Protocol (L2TP) is a generic tunneling protocol that
allows encapsulation of one network protocol's data within another protocol. It is used in conjunction with
IPSec to enable virtual private network (VPN) access to Windows 2003 networks. If you want the Internetbased
communication between the main office serfvers and client computers and between the branch office
servers and client computers to be secure and make use of IPSec encryption, then it would be logical to
make use of a VPN that uses L2TP tunnelling between the main office and the branch office. In addition, to
secure the communication, you should also make use of a certification authority in the Active Directory
domain.

Incorrect answers:

B: PPTP tunnelling, though also a tunnelling protocol is not as suited to the situation as L2TP is to the
situation at hand.

D: Making use of a third-party certificate service), but they are slightly less secure because you need to give
the same key to every remote access user. Thus this option should not be considered.

E: EAP-Transport Level Security (TLS) allows you to use public-key certificates as an authenticator. TLS

is very similar to the familiar Secure Sockets Layer (SSL) protocol used for web browsers. When EAPTLS
is turned on, the client and server send TLS-encrypted messages back and forth. EAP-TLS is the

strongest authentication method you can use; as a bonus, it supports smart cards. However, EAP-TLS
requires your RRAS server to be part of a Windows 2000 or Server 2003 domain. This is not what is
required under the given circumstances.

Reference:

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, pp.
344-346, 479

QUESTION 637

You are the network administrator for Certkiller .com. Certkiller has a main office and five branch
offices. Business hours are 9:00 A.M. to 5:00 P.M. from Monday through Friday.

There is a demand-dial connection named Branchl between the main office and the Chicago branch
office. Branchl is configured as shown in the dialog box.

On Saturday, an administrator in the main office attempts to perform a backup of a server in the
Chicago office. He reports that he is unable to connect.
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You need to ensure that the connection is available at all times. You also need to ensure that the
connection will automatically attempt to connect if it fails for any reason.
What should you do?

To answer, conflgure the appropriate option or options in the dialog box.
2

Gereral DPths-i Sacun.yi Na_twnlklngi

- Connection type

I Demand dial

|dle b betare hanging up: 124 haours "I

* Parstent connection.

Certkiller.com
—

Redial attempts:

Averagetedial intervals: !30 SEconds ‘I

Answer: Activate the Persistent connection as the Connection type tab in the Options Tab in the
properties window. You also need to set the redial attempts higher than 15 in the Dialing policy tab.

Explanation: When a demand-dial connection has been created, you can configure it further using the
Properties window for the connection. From the Options tab, configure the connection type: either demand
dial or persistent. You can also set the dialing policy by specifying the number of times that the calling
router should redial if there is no answer and by specifying the interval between redial attempts. In this
specific scenario you would activate the Persistent connection so as to have the connection available at all
times as well as increase the redial attempt setting in case of receiving no answer from the router.

Having a Persistent connection does not preclude the event of connections being severed due to interruptions
from a telnet service, etc.

Reference:

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 5
Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Syngress Publishing Inc., Rockland, 2003, p. 620

QUESTION 638

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. All servers run Windows Server 2003. All client computers
run Windows XP Professional and are member of the domain.

On a server named Certkiller 3, you configure Routing and Remote Access to be a remote access
server. All remote access client computers obtain an IP address from a DHCP server. You create
remote access policies and verify that users can establish dial-up connections to Certkiller 3.

Users report that they cannot access other computers on the network while dialed in to Certkiller 3.
You need to ensure that remote access users can connect to all computers on the Certkiller .com
network while dialed in to Certkiller 3. In the Routing and Remote Access console, you select the
properties page for Certkiller 3.

What should you do next?

To answer, configure the appropriate option or options in the Certkiller 3 properties.

Multiple hotspot
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Answer:

Cenkiller3 {local) Properties 2%
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Explanation: The Enable IP Routing checkbox controls whether or not RRAS will route IP packets
between the remote client and other interfaces on your RRAS server. When this box is checked, as it is by
default, remote clients' packets can go to the RRAS server or to any other host to which the RRAS server
has a route. To limit clients to only accessing resources on the RRAS server itself, uncheck this box.

The Allow IP-Based Remote Access And Demand-Dial Connections checkbox controls whether clients
may use IP over PPP. It might seem odd to have this choice because the overwhelming majority of PPP
connections use IP, but if you want to limit your server to NetBEUI, IPX, or AppleTalk remote clients, you
can do so by making sure this box is unchecked.

The IP Address Assignment control group lets you specify how you want remote clients to get their IP
addresses. The default setting here will vary, depending on what you told the RRAS Setup Wizard during
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setup. If you want to use a DHCP server on your network as the source of IP addresses for remote clients,
select the Dynamic Host Configuration Protocol (DHCP) radio button (you need to make that you've got the
DHCP relay agent installed and running). If you'd rather use static address allocation, select the Static
Address Pool button and then specify which IP address ranges you want issued to clients in the list below.
Reference:

James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, p.
342

QUESTION 639

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. All servers run Windows Server 2003. All client computers
run Windows XP Professional and are members of the domain.

You configure a server named Certkiller 14 to be a VPN server. You place Certkiller 14 in the
company's perimeter network. Four days later, remote access users report that they are having
difficulty establishing remote access sessions to Certkiller 14.

You suspect that a computer in the Internet is conducting a denial-of-service attack on Certkiller 14.
You need to find out whether this type of attack is in progress.

What should you do?

A. Install Microsoft Baseline Security Analyzer (MBSA) on Certkiller 14. Run mbsa.exe and scan
Certkiller 14 for Windows vulnerabilities. Analyze the resulting data.

B. Install Network Monitor Tools on Certkiller 14. Run Network Monitor and capture network traffic.
Save the results to a file and analyze the data in the file.

C. From the command prompt on a server, run the pathping Certkiller 14 command. Save the results to a
file and analyze the data in the file.

D. From the command prompt on a server, run the tracert Certkiller 14 command. Save the results to a
file and analyze the data in the file.

Answer: B

Explanation: Sometimes the best way to see what's happening on your network is to watch the traffic as it
passes. Network Monitor is a tool that will allow you to do just that. Network Monitor is a network analyzer
(or "sniffer" after the Network General Sniffer toolset). Network analyzers capture raw traffic from the
network and then decode it just as the protocol stack would. Because they don't depend on a protocol stack,
you can use an analyzer to monitor traffic for protocol types you don't actually have installed. For example,
you might use Network Monitor to capture and decode AppleTalk packets while troubleshooting a Mac
connectivity problem, even without having AppleTalk on your workstation.

Incorrect answers:

A: Microsoft Baseline Security Analyzer (MBSA) is a utility you can download from the Microsoft website
to ensure that you have the most current security updates. This is not going to aid you in this question.

C & D: The pathping tool provides the functionality of both ping and tracert and adds packet loss
information as well. The most useful switch to know is the -n switch, which only displays the IP address

of each hop rather than resolving each name. Running either pathping or tracert is thus not the solution

in this case.

Reference:
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James Chellis, Paul Robichaux & Matthew Sheltz, MCSA/MCSE: Windows(r) Server 2003 Network
Infrastructure Implementation, Management, and Maintenance Study Guide, Sybex Inc., Alameda, 2003, pp.
62, 86, 133

QUESTION 640

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. The domain contains Windows Server 2003 computers and
Windows XP Professional computers. The main office is in New York, and a branch office is in
Chicago.

In the Chicago office, you configure a server named Certkiller 2 to be a demand-dial VPN router. You
create a demand-dial interface for dialing out. When you are creating this interface, you name it
NYRouter. You use your domain user credentials, and you add a static route to the New York office.
You need to establish a router-to-router VPN connection from Certkiller 2 to a server named

Certkiller 1, which is located in the New York office. Certkiller 1 is configured to be a demand-dial VPN
router that has a demand-dial interface named Corp Certkiller . The Corp Certkiller interface is used for
dialing in and uses the default Remote Access Policy for connection requests.

When you attempt to establish a router-to-router connection by using the NYRouter demand-dial
interface, you receive the following error message: "The account does not have permission to dial in".
You need to ensure that Certkiller 2 can establish a router-to-router VPN connection to Certkiller 1.
What should you do?

A. Configure Certkiller 1's authentication provider to be RADIUS authentication.

B. Configure Certkiller 2's authentication provider to be RADIUS authentication.

C. Set the credentials for the Corp Certkiller demand-dial interface to use the Certkiller \RAS and 1AS
Servers domain local group for dialing in.

D. Set the credentials for the NYRouter demand-dial interface to use the Certkiller 1\Corp Certkiller user
account for dialing out.

Answer: D

Explanation: When you wish to allow remote routers to dial in to a RRAS machine, you have to create a
user account with the appropriate permissions. RRAS uses the information you enter in the Dial In
Credentials page. The Demand-Dial Interface Wizard would create the user account if you complete the Dial
In Credentials page. Credentials must match the credentials the remote router is expecting. Authentication
would not occur if the credentials do not match. You have to grant dial-in permissions to the account that
will be used to initiate the demand-dial connection. To solve the problem just outlined, the credentials for
the demand-dial interface have to be configured to use the Certkiller 1\Corp Certkiller user account.
Incorrect Answers:

A: You must have a RADIUS server on the network in order to use RADIUS for authentication. Otherwise,
an error will be generated. VPN clients will fail to be authenticated and will not be able to connect. Thus

to have Certkiller 2 establish a router-to-router VPN connection to Certkiller 1 you need to NYRouter
demand-dial interface credential set properly.

B: If you want Certkiller 2 to establish a successful router-to-router VPN connection to Certkiller 1 then this
option is not viable. Dial-in permissions to the account that will be used to initiate the demand-dial
connection has to be set.

C: This option outlines the demand-dial interface credentials, but unfortunately to Certkiller \RAS and IAS
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Servers domain local group for dialing in instead of to Certkiller 1\Corp Certkiller user account for dialing
out.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Syngress Publishing Inc., Rockland, 2003, pp. 607-613

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 9, pp. 510-512

QUESTION 641

You are the network administrator for Certkiller .com. The network consists of a single Active
directory domain Certkiller .com. The domain contains Windows Server 20003 computers and Windows
XP Professional Computers.

You configure a server named Certkiller A to be a file server. The written company security policy
states that you must analyze network traffic that is sent to and from all file servers.

You need to capture file-transfer network traffic that is being sent to and from Certkiller

A. You install

network Monitor tools from a Windows Server 2003 product CD-ROM on a server named
Certkiller B, which is on the same network segment as Certkiller A.

You run network Monitor on Certkiller B. However, Network Monitor captures only network traffic
that is sent to and from Certkiller B. You need to capture all network traffic that is sent to and from
Certkiller A.

What should you do?

A. Install the Network Monitor driver on Certkiller

A. Run Network Monitor Certkiller B to capture

network traffic.

B. Open Network Monitor on Certkiller B and create a capture filter to enable the capture of all
protocols. Run Network Monitor to capture network traffic.

C. Install Network Monitor Tools on Certkiller

A. Run Network Monitor to capture network traffic.

D. Open Network Monitor on Certkiller B and increase the capture buffer from 1 MB to 20 MB in size.
Run Network Monitor to capture network traffic.

Answer: C

Explanation: Only the version that ships with Microsoft SMS Server allows you to monitor all traffic on the
same network segment. The question however states that Network Monitor was installed from the Windows
Server 2003 product CD-ROM on the server named Certkiller B. Network Monitor is therefore only installed
on the server named Certkiller B. To capture file-transfer network traffic being sent to and from Certkiller A,
you have to install the Network Monitor application on Certkiller A and run Network Monitor to capture
network traffic.

Incorrect Answers:

A: You should be installing Network Monitor Tools on Certkiller A and not the driver. In other works the
Network Monitor application.
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B: The question states that you need to monitor all traffic sent to and from Certkiller A as well as
Certkiller B. This option suggests only the capture of network traffic on Certkiller B.

D: Certkiller B is not the only server that should be monitored. And furthermore increasing the capture
buffer thus has no effect on whether Certkiller A traffic is also captured.

Reference:

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 3, pp. 137-146.

QUESTION 642

You are the network administrator for Certkiller .com. The network is connected to the Internet by
using a multihomed Windows Server 2003 computer named Certkiller Router. Certkiller Router has
Routing and Remote Access installed and is configured as a demand-dial router.

Certkiller Router has two network interfaces. One network interface is a network adapter that is
connected to the LAN. The other network interface is a modem that is used for connecting to an
Internet service provider (ISP). Certkiller Router is configured to dial out whenever an Internet
connection is required.

When you inspect the telephone records, you notice that the dial-up connection to the Internet is being
activated several times an hour, all day long, even when the office is empty. You suspect that one of
the computers on the LAN is running an application that is configured to periodically connect to a
host on the Internet.

To help you identify the application, you want to identify which computer is initiating the Internet
connection, which host the computer is attempting to connect to, and what type of traffic it is
attempting to send. You need to find a solution that will enable you to inspect the initial packets sent
to the Internet after the connection is established. Due to the volume of data transferred to and from
the Internet during normal Operations, you do not want to capture constantly.

What should you do?

A. Create and activate a System Monitor alert to run a script that will initiate a Network Monitor
capture when packets are sent or received by the network adapter.

B. Create and activate a System Monitor alert to run a script that will initiate a Network Monitor
capture when packets are sent or received by the modem.

C. Create and activate a Network Monitor trigger to run a script that will initiate a Network Monitor
capture when packets are sent or received by the network adapter.

D. Create a Network Monitor trigger to run a script that will initiate a Network Monitor capture when
packets are sent or received by the modem.

Answer: D

Explanation: Network Monitor triggers can send you a message when the packets you are on the lookout
for emerge on the network. Network Monitor can track the network data stream. It will therefore assist in
determining the source address of the computer that sent the message, the destination address of the
computer that received the frame, and the data being sent to the destination computer.

Incorrect Answers:

A: Making use of System Monitor is the wrong tool in use for this job. You need to make use of Network
Monitor.
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B: You need a Network monitor trigger and not a System Monitor alert to check when packets are sent or
received by the modem. System Monitor is used to monitor how services are performing.

C: The modem is the hardware that enables connection to the Internet, so if you monitor activity on the
modem by making use of a Network Monitor trigger you will be able to track the computer responsible
for initiating connection to the Internet, not the network adapter.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, MCSA/MCSE: Exam
70-291: Implementing, Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide
& DVD Training System, Syngress Publishing Inc., Rockland, 2003, pp. 369-372, 376

QUESTION 643

You are the administrator of a Windows Server 2003 computer named Certkiller 1. Certkiller 1 is an
FTP server located in Certkiller 's internal network.

Administrators report an increased amount of FTP traffic to Certkiller 1.

You need to configure Certkiller 1 to achieve the following goals:

* Identify the media access control (MAC) address of any computer that is performing FTP
transfers from Certkiller 1.

* Find out the exact FTP commands that were executed.

* Ensure that you do not disrupt the operation of Certkiller 1.

What should you do?

A. Configure a performance alert to write an event to the application event log whenever the number of
established FTP connections exceeds 1.

B. Use a Network Monitor filter to capture IP traffic from any computer to Certkiller 1.

C. Run the finger command on Certkiller 1 to identify the source of the FTP requests.

D. Run the arp command on Certkiller 1 to identify the source of the FTP requests.

Answer: B

Explanation: Network Monitor is a very useful tool included with Windows Server 2003 that provides a
method for detecting and isolating network issues. It allows you to capture data, identify its source, and
analyze the content of the message. Because Network Monitor captures data by frames, every packet
includes the source and destination address, the header information, and the actual data. Therefore, to
achieve all three objectives highlighted in this question, use a Network Monitor capture filter to capture IP
traffic from any computer to Certkiller 1, and apply the capture filter before capturing the data. Use the
capture filter to capture only the necessary IP traffic to help you identify the reason for the increased amount
of FTP traffic to Certkiller 1, and to drop the frames you not interested in.

Incorrect Answers:

A: Configuring a performance alert to log event when the established FTP connections exceed 1, will only
help you in some of you objectives. You need to use a Network Monitor capture filter to accomplish all
three of your objectives.

C: Running the finger command will not assist you in all the tasks that you have to perform in this question.
D: Running the arp command to find the MAC address of the client computer if you are unable to visit the
client computer physically. But this is only a fraction of what is required from you in this question. You
also need to find out the exact FTP commands that were executed and not just the source of these
commands, without disrupting operations on Certkiller 1.
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Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, MCSA/MCSE: Exam
70-291: Implementing, Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide
& DVD Training System, Syngress Publishing Inc., Rockland, 2003, pp. 198, 543

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 3, pp. 140, 144, 145,

QUESTION 644

You are the administrator of an Active Directory domain. The network contains a Windows Server
2003 domain controller named Certkiller 1.

Users report that they experience intermittent delays when they log on to Certkiller 1. Administrators
report that replication attempts between Certkiller 1 and other domain controllers are occasionally
delayed.

You need to verify the cause of the intermittent connection delays to Certkiller 1. You also need to find
out whether the problem is related to a hardware deficiency on Certkiller 1. You need to track these
delays over a period of one day.

What should you do first?

A. Run the netdiag / verbose command to perform a network diagnostic test on Certkiller 1.

B. Run the repImon command to view the Active Directory replication status on Certkiller 1.

C. Use Network Monitor to view the network traffic packet contents between Certkiller 1 and all other
computers.

D. Create a System Monitor counter to track the queue lengths on the network adapter on Certkiller 1.

Answer: D

Explanation: System monitor can display performance data about the local computer, or it can display
performance data on one or more remote computers in real time. The System Monitor tool can also log a
history of performance results over time for local or remote computers. To monitor system performance, you
must specify performance objects, counters, and instances of those objects so that the System Monitor
knows which areas of system performance to track and display. Thus option D would be best suited to verify
the causes of intermittent connection delays to Certkiller 1.

Incorrect answers:

A: The netdiag command is used to run a diagnostics test against your server to see if anything is not
working correctly, this does not mean causes of problems. It just states what is working and what is not.

The verbose parameter will display the configuration of default gateways, dynamic IP addressing from
DHCP, DNS, IP addressing and WINS. It is not used to verify the causes of intermittent connection

delays.

B: Replication Monitor, i.e. the replmon command, is used to monitor the status of Active Directory
replication between domain controllers. If zone information is stored within Active Directory, this also
enables you to monitor replication between DNS servers. But this is not what is required in this scenario.

C: Network Monitor is a tool included with Windows Server 2003 used to monitor and capture network
traffic. This is not what is needed to be verified.

Reference:

Dan Balter, MCSA/MCSE Managing and Maintaining a Microsoft Windows Server 2003 Environment
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Exam Cram 2 (Exam 70-290), Chapter 6

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, MCSA/MCSE: Exam
70-291: Implementing, Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide
& DVD Training System, Syngress Publishing Inc., Rockland, 2003, p. 551

QUESTION 645

You are the network administrator for Certkiller .com. The network consists of a single Active
Directory domain named Certkiller .com. All servers run Windows Server 2003. All client computers
run Windows XP Professional.

You configure several Group Policy objects (GPOs) to enforce the use of IPSec for certain types of
communication between specified computers.

A server named Certkiller 5 runs the Telnet service. A GPO is supposed to ensure that all Telnet
connections to Certkiller 5 are encrypted by using IPSec. However, when you monitor network traffic,
you notice that Telnet connections are not being encrypted.

You need to view all of the IPSec settings that are applied to Certkiller 5 by GPOs.

Which tool should you use?

A. The IP Security Policy Management console
B. The IP Security Monitor console

C. The Resultant Set of Policy console

D. Microsoft Baseline Security Analyzer (MBSA)

Answer: C

Explanation: The RSoP console is used in Windows Server 2003 to determine which IPSec policies are
assigned-but are not being applied- to IPSec clients. The Windows XP implementation of the RSoP
console does not support the display of IPSec policies.

RSOP provides a machine-specific overview of the Policy state for the defined machine. It is a term for the
resulting (effective) group policies that are applied to a computer and user. You will thus be able to see
which IP settings are applied to Certkiller 5 by means of Group Policy Objects.

Incorrect answers:

A: The IPSec Security Management console displays the active IPSec policy name. This means that you
will not be able to view all the IPSec policies that are applied.

B: One makes use of the IP Security Monitor tool to validate that communications between hosts are indeed
secure. It provides information such as which IPSec policy is active and whether a secure

communication channel is being established between computers. This is not the same as checking all
IPSec settings that are applied.

D: The MBSA is not used to check IPSec policies that are applied.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, MCSA/MCSE: Exam
70-291: Implementing, Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide
& DVD Training System, Syngress Publishing Inc., Rockland, 2003, p. 867

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced Training Kit (exam 70-291): Implementing,
Managing, and Maintaining a Microsoft Windows Server 2003 network Infrastructure, Microsoft Press,
Redmond, 2003, Part 1, Chapter 15, p. 26




070-292

QUESTION 646
You are the Network Administrator for Certkiller .com. The network contains 1,200 Windows XP
Professional computers and the Windows Server 2003 computers shown in the following table.

Server name Role

Domain Controller,

Certkiller A DNS Server
WINS1 WINS Server
Certkiller 1 File server
Certkiller 2 Application server

Certkiller 3 DHCP server

Client computers receive IP addresses from Certkiller 3. Client computers require NetBIOS over
TCP/IP to access an application on Certkiller 2. All servers use static IP addresses. Certkiller 1 stores
confidential company documents.

You run network monitoring software, and you notice NetBIOS queries to Certkiller 1. The queries are
from source IP addresses that are not in use on your network. You suspect that an intruder is

attempting to access Certkiller 1 over NetBIOS ports. You need to prevent access to Certkiller 1 through
NetBIOS ports.

What should you do?

A. On Certkiller 3, in the DHCP server options, select the 001 Microsoft Disable Nethios Option
option.

B. On WINS1, delete the WINS record for Certkiller 1.

C. On Certkiller 1, on the Advanced TCP/IP properties dialog box, select the Disable NetBIOS over
TCP/IP option.

D. On Certkiller 1, on the Internet Protocol (TCP/IP) properties dialog box, remove the WINS1 IP
address.

E. On all servers, in the Internet Connection Firewall Services tab, add a service entry for the
NetBIOS ports

Answer: C

Explanation: NetBIOS is enabled by default for all local area connections in Windows Server 2003.
However, if you have implemented DNS on your network and do not need to provide compatibility with
versions of Windows earlier than Windows 2000, you have the option of disabling NetBI1OS for any or all
network connections. The main advantage of disabling NetBIOS is improved network security. NetBIOS as
a service stores information about network resources that can be collected by any host through broadcastbased
queries. Feasibly, this information could be exploited by a malicious intruder. Another advantage of
disabling NetBIOS is that doing so can simplify administration by reducing the number of naming
infrastructures that you must configure, maintain, and support. Thus to prevent an intruder from accessing
Certkiller 1 through NetBIOS ports, disabling the NetBIOS over TCP/IP option would be the answer.
Incorrect answers:

A: NetBIOS is not a DHCP issue but rather a WINS issue.

B: Deleting the WINS record for Certkiller 1 on WINSL1 is not going to help in this scenario. Windows
Internet Name Service (WINS) is used to centralize the process of registering and resolving NetBIOS
names to IP addresses. Centralizing the processes is not the same as preventing NetBIOS queries to
Certkiller 1.
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D: Removing WINSL IP address from the Certkiller 1 TCP/IP properties dialogue box will not prevent
NetBIOS queries to Certkiller 1.

E: Adding a service entry for the NetBIOS ports on all servers will defeat the purpose of preventing
unauthorized NetBIOS intruding on Certkiller 1 that hosts the confidential files.

Reference:

J. C. Mackin, lan McLean, MCSA/MCSE Self-Paced training kit (exam 70-291): Implementing, Managing,
and Maintaining a Microsoft Windows Server 2003 Network Infrastructure, Microsoft Press, Redmond,
2003, Chapter 4, p. 8

Diana Huggins, Windows Server 2003 Network Infrastructure Exam Cram 2 (Exam 70-291), Chapter 2

QUESTION 647

You are the network administrator for Certkiller .com. The network contains 12 Windows Server 2003
computers and 300 Windows XP Professional computers.

Three servers named Certkiller 4, Certkiller 5, and Certkiller 6 run a critical business application. When
performing performance baselining on these three servers, you notice that Certkiller 6 has a larger
number of concurrently connected users at any given moment than Certkiller 4 or Certkiller 5. The
additional workload is causing performance problems on Certkiller 6. You need to identify which client
computers are connected to Certkiller 6.

You plan to run Network Monitor on Certkiller 6 to capture all packets sent to Certkiller 6. The capture
task must be configured to meet the following requirements:

* To reduce the size of the captured data, you want to capture only the packet headers.

« If a large number of packets are captured, the packets must be retained on the server.

Captured packets must not overwrite previously captured packets.

Which two tasks should you perform to configure Network Monitor? (Each correct answer presents
part of the solution. Choose two)

A. Configure the Network Monitor display filters.

B. Configure the Network Monitor capture filters.

C. Increase the Network Monitor buffer size setting.
D. Decrease the Network Monitor buffer size setting.
E. Increase the Network Monitor frame size setting.
F. Decrease the Network Monitor frame size setting.

Answer: C, F

Explanation: Use the Capture Buffer Settings dialog box to increase the Network Monitor buffer size
setting from the default of 1 MB. Performing this configuration would result in the buffer being less likely to
become full. Data would therefore not be overwritten. The frame size setting should be decreased from its
default setting of 65,472 bytes so that additional frames can be stored prior to the buffer becoming full.
Incorrect Answers:

A: Configuring the Network Monitor display filters would not assist in meeting the requirements.

B: This would also not assist in meeting the requirements.

D: The buffer size has to be increased.

E: The frame size has to be decreased.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
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Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Syngress Publishing Inc., Rockland, 2003, p. 841

QUESTION 648

You are a network administrator for Certkiller .

A Windows Server 2003 computer named Certkiller SrvA is exhibiting connectivity problems. You
monitor Certkiller SrvA by using System Monitor and Network Monitor. While monitoring, you notice
that Certkiller SrvA has approximately 4 MB of available memory, and the average CPU utilization is
running at 95 percent. When you investigate the Network Monitor capture, you notice that some
network packets sent to Certkiller SrvA during the capture have not been captured.

You need to ensure that the impact of monitoring on Certkiller SrvA is reduced and that all packets
sent to the computer are captured.

What should you do?

A. From a command prompt, run the diskperf command.
B. Run Network Monitor in dedicated capture mode.

C. Configure a Network Monitor capture filter.

D. Increase the buffer size in Network Monitor.

Answer: B

Explanation: The question states that the central processing unit runs on 95% on average. This means that
there is probable not enough resources to the network Monitor to make use of. Running Network Monitor in
dedicated capture mode frees resources on the computer for capturing data. This results in fewer frames
being dropped. The capture statistics are not displayed or refreshed because the frames are copied to the
capture buffer.

Incorrect Answers:

A: Running the diskperf command will not solve your problem. The problem is resources not being
available for the Network Monitor to work optimally.

C: Filtering would mean that you will be selective in what you want to have filtered, with the result that
selected frames will be dropped.

D: Increasing the buffer size will not necessarily work as the buffer size determines how much data you can
capture at one time before ceasing to gather data. It has nothing to do with the 95% CPU usage.

Reference:

Deborah Littlejohn Shinder, Dr. Thomas W. Shinder, Chad Todd and Laura Hunter, Implementing,
Managing, and Maintaining a Windows Server 2003 Network Infrastructure Guide & DVD Training
System, Syngress Publishing Inc., Rockland, 2003, p. 841

QUESTION 649
Network topology exhibit:
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You are the network administrator for Certkiller .com. The Certkiller network consists of two subnets
named subnet Certkiller A and subnet Certkiller B, which are connected by a Windows Server 2003
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computer named Certkiller 6. Certkiller 6 has two network adapters and is configured as a LAN router.
Certkiller 6 has Routing and Remote Access enabled.

Subnet Certkiller A contains six Windows Server 2003 computers that are configured as application
servers. Subnet Certkiller B contains only Windows XP Professional computers. The relevant portion
of the network is shown in the exhibit.

To improve security, you plan to configure IP packet filters on Certkiller 6. In order to create the
corre